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ADM is a solution that manages the organization’s hardware and software IT assets, performing remote monitoring
and control tasks. Based on inventory knowledge, you can distribute and keep the software updated on the devices
reached.

Knowledge and access to the installation and update stages of ADM allows the user to define and configure the
components necessary for the operation of the application. The guidelines to be taken into account are:

O 2) (3)
28 b

Ruta deinstalacion Actualizacion Estructura
y acceso ADM

1. Installation and Access Path
Learn the basic requirements for the correct operation of the application, follow the ADM installation process of the

different components for proper operation and access the product interface for the management and control of the
discovered devices.

2. Update

Identify how to perform updates to functionality components, such as the agent, conserver, and remote support
viewer.

3. Structures

Learn about the components of the ADM structure and identify how they relate to the overall operation of the
product.

¢;Para quién es esta guia?

This guide is designed to provide the user with a secure path through the ADM installation, configuration, and update
process.

What is our documentation?

Aranda Device Management ADM » Getting Started Guide
ADM OnPremise Installation and Configuration Guide(You are HERE)
ADM Cloud » Installation and Configuration Guide

Aranda Device Management ADM » Management Manual
Aranda ADM Integration Manual »

ADM OnPremise Installation Path

ADM Installation Path / OnPremise Architecture

Below is an overview of the concepts of software installation and the different components used for the proper
operation of Aranda Device Management ADM.

The process of installing ADM OnPremise Version on a new database should take into account the following steps:


https://docs.arandasoft.com/adm-guide/en
https://docs.arandasoft.com/adm-install/en
https://docs.arandasoft.com/adm/en
https://docs.arandasoft.com/adm-integra/en
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1. Requirements

Validate the minimum hardware and software requirements for the installation and operation of Aranda Device
Management ADM.

For more information, see the requirements for installing ADM in Cloud environments:

System Requirements

Requirements / Ports

Antivirus Requirements/Exclusions
Requirements/Remote Administration
Remote Control Requirements/Control

2. ADM Installation

The installation of Aranda Device Management ADM in Cloud architectures must take into account the following steps
to install the different components:

* Web Console Installer

* |nstaller Conserver

¢ Discovery Agent Installer
* MQTT Broker Installer

¢ Mib Browser Installer

* Remote Control Installer

¢ Installer Viewer Remote Support Specialist
* ADM Agent Installer

3. Database Configuration

Configure connection strings to the database for related sites and services.

¢ Database Connection Configuration

4. Licensing

Manage the licenses acquired by the customer and generate the license request to carry out proper product
management.

¢ ADM Licensing

5. ADM Access

The authentication process to the ADM web console will be executed according to the role defined by the
organization to develop the different inventory management tasks.

o ADM Access

F Note: If you are installing the ADM software and components on a new database, you can consider the
following instructions:

ADM Installation in New Database



file:///adm-install-onpremise/instalacion_adm/instalacion_nueva.html

Requirements

The following settings are recommended for managing between Tand 2500 devices.

Server Server

Operating system  Windows Server 2019 and Windows Server 2022

Intel(R) Xeon(R) Platinum 8171M CPU @ 2.60GHz 2.10

Cores GHy
RAM 8 GB
Disk 128 GB (HDD or SSD)

F Bear in mind:

1. A maximum limit of 10,000 devices to keep is recommended to ensure optimal performance,
considering the characteristics of the server and ensuring that CPU usage does not negatively affect
its operation.

2. When installing a conserver on the same server as the ADM console, a maximum limit of 3,500
devices is recommended.

3. If agents connect directly to an onpremises Repserver, a maximum limit of 3,000 devices is
recommended.

Azure Database Server

Guy SOL Database (MS SOL 2019 or higher in Standard/Enterprise Datacenter version)
Size Minimum 5 GB
Addltlongl The database must be created with Collate: SQL_Latin1_General _CPIT1_CI_Al
information

Database space varies depending on the number of devices and modules you have
Remarks

enabled in ADM.

o Note: See Exceptions

Workstation Agent

The operating system versions supported by this agent are:

Windows



Windows Operating System  Version

Windows 8.1 Pro
Windows 10 Pro
Windows 10 Home
Windows 10 Enterprise
Windows 11 Pro
Windows 11 Home
Windows 11 Enterprise
Windows Server 2016
Windows Server 2019
Windows Server 2022

M Note:

The (32-bit) label in Task Manager indicates that the process is running in compatibility mode via the
Windows WOWB64 subsystem, which allows you to run 32-bit applications on 64-bit systems.

Note that depending on your computer and operating system version, this label may not appear. For
example, on computers with 32-bit architecture, this ID is not displayed.

The ADM Agent for Windows systems is compiled in x86 (32-bit) format to ensure compatibility on both 64-
bit and 32-bit computers. Therefore, it is installed in the C:\Program Files (x86) path.

This condition does not affect the operation of the agent nor does it have implications for its performance
or characteristics.

Mac

Mac operating system  Version

MacO0S Sequoia

MacOS Fortune

MacOS Sonoma
F Note:

1. The following processors are supported: Intel and Apple Silicon M1, M2 and M3
2. The agent is not supported for 32-bit versions of MacOs.


https://learn.microsoft.com/es-es/windows/win32/winprog64/wow64-implementation-details

Linux

Linux Operating System  Version

Ubuntu 24.04 LTS

Ubuntu 22.04 LTS

Ubuntu 20.04 LTS

Red Hat Enterprise Linux 9 LTS

Red Hat Enterprise Linux 8.7LTS
F Note:

1. Ubuntu versions are supported for both server and desktop in LTS versions.
2. The agentis not supported for 32-bit Linux distributions.

Requirements/Ports

The following are the communication ports used by Aranda Device Management (ADM). The network needs to be
configured to allow communications over these ports.

ADM Console Server

The following are the ports and permissions required on the ADM console server for the connection of each of the
following Components:

ADM Website

Input port: Required for connection of clients to the

80(HTTP)or 443(HTTPS)  TCP, UDP
server

M Notes:
- For the update module, the server must have a complete output to the internet for downloading update
patches, from the official sites of each provider and their subsequent distribution on managed devices.

F Notes:
- Configuring the server to allow viewing and downloads of the https://download.arandasoft.com/updates
site is required to facilitate automatic downloads of agents in ADM

Remote Control Notifications



443

(HTTPS) TCP, UDP Inbound port: Required for agents connection to notification server

Input Port, intended for the connection of the Specialist Agent and the
8081 TCP Workstation Agent with the Turn Server on the remote takeover, the use of SSL
must be enabled on the server.

They establish a persistent two-way connection between the agent and the

WebSockets
server.
Input Port, intended for connecting the Specialist Agent and Workstation Agent
3478 TCP N
to the Stun Server in file transfer.
49152~ UDP Input port, if you require it to operate as a webRTC turn to receive incoming
65535 connections. Configuring the Stun/Turn WebRTC Server

M Notes:
- It is required to configure the server, to view the site in case of having the Remote Control functionality.
https://download.arandasoft.com/updates and download files

Repserver
80(HTTP)or TCP, Inbound port: Required for the connection of agents and/or Conserver
443 (HTTPS) UDP depending on the implemented architecture

1884 (Optional) MOTT Required for output only, used according to the implemented architecture

Repserver Notifications

They establish a persistent bidirectional connection between the ADM agent and the

HEREE server, which is required for the Remote Administration

M Notes:
- - Remote administration functionality will only be supported on secure sites with protocol (Https).

e For remote administration functionality, you must have communication enabled by (TLS 1.2 or 1.3).
For communication security, lower versions of TLS are not supported.

Servidor ADM Conserver

Machines on local networks can connect to a Conserver (server on the networklocal) to work with local connections
and have additional functionalities.


https://docs.arandasoft.com/adm/en/pages/gestion_inventarios/dispositivos_detalles_administracion_remota.html

80(HTTP)or 443 UL Input port: Required for agents connection to the conserver server

(HTTPS) UbP
1884 MOTT Required for output only, intended for connection to the MOQTT
Broker
F Notes:

- For agent distribution devices must be within the same LAN, the devices are required to have the shared

admin$ resource.
- It is required that the Windows User of Aranda with whom the installation and deployment of Agents will

be carried out has Installation permissions, preferably administrator of the corresponding machines.
- For Linux and Mac operating systems, the use of the root user is required for the deployment of the

agent.

Discovery Agent

When the client requires discovery functionality, it is must enable protocols so that equipment can be found and
identified on the local network.

137(Optional)  NETBIOS Required for egress only, intended for device discovery by the NETBIOS

protocol
22 (Optional) SSH Required for egress only, intended for device discovery by SSH protocol
389 TCP, . . .
(Optional) UDP Required for output only, intended for discovery by LDAP
161(Optional) SMNP Required for egress only, intended for device discovery by SMNP protocol
M Notes:

- Port 80 (HTTP) is required if the server is not configured with HTTPS andthe appropriate SSL
certificates. The client must enable the HTTPS protocol and not through the HTTP protocol.

- It is not necessary to always enable all protocols. The ADM Discovery Module allows you to enable the
protocols that are required in the process.

Database Server

The ADM server stores the information on servers, in SQL Server or SQL Azure. If you are using SQL Server as a
repository, you need to enable the communications to this server.

1433 TCP SOL Server protocol input port on the database server

MOTT Broker

To generate real-time notifications to devices, you can use a MQTT server on the local network. As a result, you will
need to enable the communications to the MQTT Broker.



The port of the MOTT Broker can be modified if required. You will only have to enable the
1884 MOTT  entry port on the machine where the MQTT Broker works, for cloud environments it is
defined by the Aranda operations area

ADM Gateway (Onpremises Architecture - ADM versions lower than 9.21.1)

To make remote control connections, it is possible to install an ADM Gateway that allow connection between
computers that are on different local networks or when a connection of a computer on a local network with
computersin the homes of employees.

The port of the ADM Gateway can be modified if required. You will only need to enable the

AR IR inbound port on the machine where ADM Gateway works

Aranda ADM Utils Installer (Onpremises Architecture - ADM versions lower than 9.21.1)

Remote Support Viewer is an application that allows you to take remote control of managed machines. It is installed
on the users’ devices from which the connection is to be made by remote control, it applies to On-premises
architectures

9125 Outbound Port: Required for remote control between devices that are on the same
. TCP .
(Optional) LAN when not using a Gateway
L4435 Required for egress only, intended for connection to ADM Gateway for remote control
. CP .
(Optional) between computers on different local networks
ADM Agents

The Agents are installed on each of the computers that are going to be managed through the through ADM. In
conserver architectures, agents are installed on machines through a distributed process guided from the console,

however, there are multiple deployment alternatives which can be combined to cover different infrastructure
scenarios.

The ports used in ADM vary depending on the architecture and functionalities required.

ADM Agent



80(HTTP)
or 443
(HTTPS)

1884

9025
(Optional)

9125
(Optional)
- ADM
versions
lower than
9.21.1

L4443
(Optional)
- ADM
versions
lower than
9.21.1

137 (Optional)

22 (Optional)

389 (Optional)

161(Optional)

F Notes:

TCP, UDP

MOTT

TCP, UDP

WebSockets

(optional)

TCP

TCP

NETBIOS

SSH

TCP, UDP

SMNP

Required for output only, intended for connection to ADM repserver or ADM
Conserver

Required for output only, intended for connection to the MOTT Broker

Input port: required for server communication with the agent forRemote
Management, used when the architecture does not allow the repserver
notification server to be displayed for communication. :
https://Dominio/repserver/Notificationmessage.

They establish a persistent bidirectional connection between the ADM agent
and the repserver notification server, required for the Remote Management,
used when the architecture allows the repserver notification server to be
displayed for communication. :
https://Dominio/repserver/Notificationmessage.

Input Port: Required for remote control between devices that are on the
same LAN when not using a Gateway

Required for egress only, intended for connection to ADM Gateway for
remote control between computers on different local networks

ADM Agent (With Discovery Capabilities)

Ingress port, intended for device discovery by the NETBIOS protocol

Input port, intended for device discovery via the SSH protocol

Inbound port, intended for discovery by LDAP

Input port, intended for device discovery by SMNP protocol

- It is not necessary to always enable all protocols. The ADM discovery allows you to enable the protocols
that are required in the process.

- The ADM agent uses two local ports to establish outbound connection (TCP) such as the connection to
the MOTT Broker and communications between agent processes, it handles the ip of the localhost and is
dynamic, chosen by the network card, usually ranges greater than 1023 to 65535 are used. It does not
require you to do anything in the configuration.

ADM Agent (With Remote Control Functionality)

For remote control functionality in a cloud and on-premises architecture, the ADM agent installs a Workstation Agent


https://docs.arandasoft.com/adm/en/pages/gestion_inventarios/dispositivos_detalles_administracion_remota.html
https://docs.arandasoft.com/adm/en/pages/gestion_inventarios/dispositivos_detalles_administracion_remota.html

called “Aranda Remote Control Worksation®, for the automatic installation to be performed the ADM agent must be
able to visualize the domain of the repserver and everything that is after the installation is performed./ :
https://Dominio/repserver/api/ and download files from that site. To connect to these devices, install the Specialist

Agent viewer, taking into account the following Requirements and ports for the two components of Remote Control
Cloud and Onpremises <.

Antivirus Requirements/Exclusions

Antivirus programs must be configured with the following inclusions on the computers where the ADM Agent will be
installed:

Process: Aranda.Agent.ACOREService.exe

Name Description Route

Aranda Agent9  Service Agent  {InstallDirl\Aranda\Aranda Agent 9

Proceso:Aranda.Agent.RemoteCommand.exe

Name  Description Route
Installation in Computer C:\Windows\RemoteCommand
Discovery \Device\HarddiskVolume3\Windows\RemoteCommand

Processes: Aranda.Agent.ARSService.exe

Name Description Route

Remote Control

. {InstallDirNAranda\Aranda Agent 9
Service

Aranda Agent Remote Control 9

Processes: APaaSPersist.msi

Name Description Route

APaaSPersist.msi  Service Agent  {InstallDir\Aranda\Aranda Agent 9



Processes: Aranda.ARC.Workstation.exe

Name Description Route

ARC Agent {InstallDirNAranda\Aranda Remote

ATEMRIREARE LTS O L.EE Service Control\Workstation

Processes: Aranda.AVS.VNC.Application.exe

Name Description Route

ARC Agent {InstallDirNAranda\Aranda Remote

Aranda.AVS.VNC.Application.exe Service Control\Workstation

Processes: Aranda.AVS.TransferFile.Service.Target.exe

Name Description Route

ARC Agent {InstallDirNAranda\Aranda Remote

Aranda.AVS.TransferFile.Service.Target.exe Service Control\Workstation

Requirements/Remote Administration Module

Required Ports and Permits

ADM Agent Onpremises Architecture
Web Console, Repserver, Repserver Notification Server

Configuration by Database

SELECT *FROM afw_settings WHERE sett_key="EnableServerNotification'

UPDATE afw_settings SET sett_value ='true' WHERE sett_key ="EnableServerNotification'




Remote Administration

Remote Control Requirements/Control

Specialist Agent (Viewer)

Specialist device

Virtual processor ~ 2-core CPU

RAM Minimum 4 GB

Disk Space Minimum 4 GB
Operating system Version
Windows 10 LTS 2019 1809

Windows 10 Enterprise LTSC

2021 20H1
Windows 10 20H2
Windows 10 21H1

Windows 10 21H2
Windows 10 22H2
Windows 11 21H2
Windows 11 22H2
Browser Version

Edge Version >= 88

Google Chrome  Version>=97.0.4692.71

Ports used by the Specialist Agent


https://docs.arandasoft.com/adm/en/pages/gestion_inventarios/dispositivos_detalles_administracion_remota.html

Port Protocol Description

Required for the Specialist Agent’s connection to the Recording server, he must

a3 Tee be able to view the site: https://Dominio/adm/arc/recording

8081 TCP Required only for output, intended for the connection of the Specialist Agent
with the Turn Server at the remote takeover.

WebSockets They establish a persistent two-way connection between the agent and the

server.

3478 TCP Required only for output, intended for the connection of the Specialist Agent
with the Stun Server in the file transfer.

15000 - UDP Range required only for output, intended for the connection of the Specialist

65000 Agent with the Stun Server in the file transfer.

Workstation Aranda Remote Control Agent

A Important: You cannot have the AVS Agent and the Aranda Remote Control (ARC) Agent installed
simultaneously on the same workstation. Conflicts can be generated between both agents, preventing
proper use.

The minimum conditions for installation that the workstation must meet are:

Workstation Requirements

Virtual processor 2-core CPU
RAM Minimum 4 GB
Disk Space Minimum 400 MB

The operating system versions supported by this agent are:



Operating system

Windows 10 LTS 2019

Windows 10 Enterprise LTSC

2021

Windows 10

Windows 10

Windows 10

Windows 10

Windows 11

Windows 11

Windows Server 2016

Windows Server 2019

Windows Server 2022

Version

1809

20HT1

20H2

2TH1

21H2

22H2

21H2

22H2

1809

Ports used by the Workstation Agent.

Port

443

8081

3478

15000

65000

Protocol

TCP

TCP

WebSockets

TCP

UDP

Description

Required for the Workstation Agent connection to the Notifications server, you
must be able to view the site: https://Dominio/adm/arc/notification

Required only for output, intended for connecting the Workstation Agent to the
Turn Server on the remote control socket.

They establish a persistent two-way connection between the agent and the
server.

Required for output only, intended for connecting the Workstation Agent to the
Stun server in file transfer.

Range required only for output, intended for the connection of the Workstation
Agent with the Stun server in file transfer.

Local Ports Used for Internal Agent Process Communication



Port Protocol Description

Used by Aranda.ARC.Workstation.exe to receive messages and requests from other
processes

5050 WebSocket

Used by Aranda.AVS.TransferFile.Service.Target.exe to receive file transfer

5029 GRPC
requests

9087 GRPC Used by Aranda.AVS.VNC.Application.exe to receive remote control requests

M Notes:
- The workstation agent should be able to display the next repserver path for automatic agent update and
everything after / : https://Dominio/repserver/api/ and download files from that site

ADM Installer/Web Console

OnPremises Windows Server Installation Requirements

* Role and feature activation.
¢ |nstalling the .NET Framework Version 4.8
¢ |nstalling Windows Hosting Bundle Installer

ADM Console Installer

The installer Aranda.ADM.Web.Installer from the ADM web console, installs the console sites, the Repserver, and the
Remote Control (Notifications and Recordings) sites; additionally, it creates the Crunchers, License, Scheduler,
Worker, Turn Stun WebRTC and Turn Server services that are used in the application. Here is the step-by-step of the
installation.

1. Clicking on the installer will launch the installation wizard. ClickFollowing.

Bienvenido a Aranda Device Management -
InstallShield Wizard

Device

Management Installshield(R) Wizard instalard Aranda Device Management
en su equipo. Para continuar, haga dic en Siguiente.

ADVERTENCIA: Este programa esta protegido por las leyes de
derechos de autor y otros tratados internacionales.

2. Enter the customer information and click Following.


https://dotnet.microsoft.com/es-es/download/dotnet/thank-you/runtime-aspnetcore-6.0.32-windows-hosting-bundle-installer

Informacion del cliente

Por favor, introduzca la informacidn. Device
Management

InstallShield

3. Select the full installation type and click Following.

Tipo de instalacion

Elija el tipo de instalacién que se adapte mejor a sus Device
necesidades. Management

Seleccione un tipo de instalacidn.

(®) Completa
Se instalaran todos los componentes del programa. (Necesita mas
espacio en disco).

Elija los componentes del programa que desee instalar v la ubicacion
en que se instalardn. Recomendada para usuarios avanzados.

InstallShield

4. Click Install.

Preparado para instalar el programa

El Asistente esta preparado para comenzar la instaladion. Device
Management

Haga dic en Instalar para comenzar la instalacion.

Si desea revisar la configuracion de la instalacidn o realizar algin cambio, haga dic en
Atrds. Haga dic en Cancelar para salir del Asistente.

InstallShield

5. Once the installation process is complete, click End.



Device

Management Installshield Wizard ha instalado Aranda Device Management
correctamente, Haga dic en Finalizar para salir del asistente.

e ————

[] Mostrar el registro del instalador de Windows

< Atrds ” Finalizar | [ Cancelar

F Note:

- If the ADM website does not upload correctly, check that the requirements have been executed
according to the defined order; Run the installers again by repairing the installation

- If the error persists, find the WinDir%\System32\Inetsrv\Config\applicationHost.config file and remove
the location tag that corresponds to the site “Repserver/notificationmessage” and restart the IIS

| < | Config - O < | [ applicationHost.config - Notepad - O X
Home  Share  View ~ @] File Edit Format View Help
~
1« System32 > Inetsrv > Config v o » <system.webServers|
# Quick access ome Date modified <session timeout="00:20:00" />
1 Desicon . Export 7/12/2024 2:19 AM <limits scriptTimeout="00:01:30" />|
schema 7/12/2024 2:37 PM
& Downloads » S
[ administration.config 7/12/2024 2:45 AM <authentication|
B Documents A g —— 7/12/2024 239 PM <anonymousAuthentication enabled
& Pictures * o § <basicAuthentication enabled="fa
1] redirection.config 7/12/2024 2:19 AM <windowsAuthentication enabled="
= This PC
</security>|
& Network <httplogging dontLog="false" />
</system.webServer>
<location path="Default Web Site/selfservice/api”>
<system.webServer>
<asp>
<session timeout="00:20:00" />
<limits scriptTimeout="00:01:30" />
</asp>
<security>
<authentication>
<anonymousAuthentication enabled="true" />
<basicAuthentication enabled="false" />
<windowsAuthentication enabled="false" />
</authentication>
</security>
<httplLogging dontLog="false" />
</system.webServer>
</location>
<location path="Default Web Site/ADM">
<system.webServer> v
< > < >
Sitems 1 item selected 72.0 KB = Ln 950, Col 1 100%  Windows (CRLF) UTF-8

41 PM

AR Type here to search

Installer/Serverer

The second installer isAranda.Conserver.Installer. A service must be installed for each network segment.

1. Clicking on the installer will launch the installation wizard.



%M Aranda Conserver Service - InstallShield Wizard *

Continuando con Aranda Conserver Service
- InstallShield Wizard

Device
Management InstallShield(R) Wizard acabard de realizar la instalacidn de
Aranda Conserver Service en su equipe. Para continuar, haga clic
en Siguiente.

< Atrds Siguiente = Cancelar

2. Select the full installation type and click Following.

Tipo de instalacién

Elija el tipo de instalacdion que se adapte mejor a sus Device
necesidades, Management

Seleccione un tipo de instalacion.

(® Completa

Se instalaran todos los componentes del programa. (Necesita mas
espacio en disco).

Elija los componentes del programa que desee instalar y la ubicacion
en que se instalaran. Recomendada para usuarios avanzados.

InstallShield

3. Click Install.

Preparado para instalar el programa b’f:[

¥

El Asistente est3 preparado para comenzar la instalacion. Device
Management

Haga dic en Instalar para comenzar la instalacion.

Si desea revisar la configuracidn de la instalacién o realizar algln cambio, haga dic en
Atrds. Haga dic en Cancelar para salir del Asistente.

InstaliShield

4. When the installation process is complete, click End.



Aranda Conserver Service Finalizado -
InstallShield Wizard

Device
Management

InstallShield Wizard ha instalado Aranda Conserver Service
correctamente. Haga dic en Finalizar para salir del asistente.

< Atras H Finalizar | ‘ Cancelar

Related Links:
- Conserver Configuration
- Conserver Console Configuration

Conserver Configuration

Conserver Configuration

« Installer Conserver

1. When you install a Conserver, all files are saved in the pathC:\Program Files (x86)\Aranda\Conserver, Configure the

Aranda.Conserver.Windows.Service.exe.config in the following way to communicate with the Repserver:

AppSettings Settings

add

key="dataConfiguration:defaultDatabase”

value="local”/

add key="Serilog:MinimumLevel’
value="Debug”

add key="Serilog:WriteTo:0:Name”
value="File”

add key="Serilog:WriteTo:0:Args:path”
value="Logs\log.txt"

add key="Serilog:WriteTo:0:Args:shared”

value="true”

add

key="Serilog:WriteTo:0:Args:rollinginterval”

value="Day”

add key="Logging:LogLevel:Default”
value="Information”

add key="serverAddress” value="'

add key="enableProxy” value="false”

It is used to set the default database to be used in the
application.

Used to set the minimum level of event logging for the
Serilog log library.

Used to specify the first log target to be used for Serilog.
The value “File” indicates that log events will be written to a
file.

It is used to specify the path and name of the file where log
events will be written.

It is used to specify whether the log file should be shared by
multiple processes or not.

Used to specify the time interval at which new log files are
created.

It is used to set the default logging level for the Microsoft
logging library.

Address where the Repserver is located

If you use Proxy, the enableProxy tag is enabled with a value

AF e A



Ul Liue
AppSettings Settings
add key="proxyAddress” value=

n

Proxy address

__m

add key="proxyUser” value= Proxy User

n

add key="proxyPassword” value= Proxy Password

"ou

Verbosity level log of the conserver; “Information”, “Debug”,
add key="logLevel” value="Information” “Detailed”, “Verbose”. By default it is parameterized in
“Information”

Identifier on the internal network of the Conserver, should ia

add key="privatelp” value= *heiip

Conservar network identifier from the outside, the ip must
go.(In case it is not required, the same private address is
placed)

"

add key="publiclp” value=

L e T e 1 MOTT Communlcotlon port, by default “1884" is
parameterized

"

add key="mqttlp” value= Mqtt identifier on the internal network, the IP must go

Conserver's public network communication port, by default

add key="publicServerPort” value="80 “80%1s parameterized!

Conserver private network communication port, by default

add key="privateServerPort” value="80" . )
y=p “80" is parameterized.

Port for p2p connections, by default the “9501" is

add key="p2pPort” value="9501 Dardmeter zed

add
key="maxDistributionSleepMsPerThread” -
value="8"

These last two tags are used for the internal functioning of

add key="maxDistributionThreads” value="4 the system, they must be modified

<appSettings>
<add key="dataConfiguration:defaultDatabase" value="local" />
<add key="Serilog:MinimumLevel" value="Debug" />
<add key="Serilog:WriteTo:0:Name" value="File" />
<add key="Serilog:WriteTo:0:Args:path" value="Logs\log.txt"/>
<add key="Serilog:WriteTo:0:Args:shared" value="true" />
<add key="Serilog:WriteTo:0:Args:rollingInterval" value="Day" />
<add key="Logging:LogLevel:Default" value="Information" />
<add key="serverAddress" value=""/>
<add key="enableProxy" value="false" />
<add key="proxyAddress" value=""/>
<add key="proxyUser" value=""/>
<add key="proxyPassword" value=""/>
<add key="privatelp" value=""/>
<add key="publiclp" value=""/>
<add key="mqttServerPort"value="1884"/>
<add key="mqttIp" value=""/>
<add key="publicServerPort" value="80" />
<add key="privateServerPort" value="80" />
<add key="p2pPort"value="9501"/>
<add key="maxDistributionSleepMsPerThread" value="8" />
<add key="maxDistributionThreads" value="4"/>
<add key="enableDiscoveryCommon" value="1"/>
<add key="SecondsPingRemoteServer" value="60" />
<add key="enableSecurity" value="false" />
</appSettings>




2. Start the service Aranda Conserver V9, to allow communication with the Repserver.

@Aranda Conserver V3 En gjecu... Automatico Sisterna local

Configuring the conserver to receive requests over https
To configure the conserver to receive https requests, https must be enabled in the iis with the proper certificate.
Important to secure any additional hostnames using SNI.

IP address: select “All unassigned”.

IP address: Port:
All Unassigned v (443

o—
Host name:

yourdomain.com

SSL certificate:
yourdomain2.com v Select... View...

OK Cancel

The value of the label“enableSecurity” must be equal to “true”

<appSettings>

<add key="serverAddress" wvalue=" ttgs:ggIP_SERVEkzrepserver“/>

<add key="enableProxy" value="false"/>

<add key="proxyAddress" value=""/>

<add key="proxyUser" value=""/>

<add kev="proxyPassword" value=""/>

<add key="loglewvel" value="Information"/>

<add key="privateIp" wvalue="IP_SERVER"/>

<add key="publicIp" value="IP SERVER"/>

<add keyv="mgttServerPort" wvalue="1884"/>

<add key="mgttIp" value=“IP_SERVER"/>

<add kev="publicServerPort" valus="443"/>

<add key="privateServerPort" wvalue="443"/>

<add key="p2pPort" wvalue="9501"/>

<add key="maxDistribuntionSleepMsPerThread" values="8"/>

<add key="maxDistributionThreads" wvalues="4"/>

<add key="enableDiscoveryCommon" value="1"/>

<add key="SecondsPingRemoteServer" value="60"/>

|<add key="enableSecurity" value="true“/>|
</appSettings>

« Installer Conserver

Installer/Discovery Agent

1. Run the installer Aranda.Discovery.Agent.x.x.x.exe


file:///adm-install-onpremise/en/instalacion_conserver.html

ﬁ Aranda Discovery Agent - InstallShield Wizard *

Welcome to the InstallShield Wizard for
Aranda Discovery Agent

The InstallShield(R) Wizard will install Aranda Discovery Agent
on your computer. To continue, dick Next,

WARMNIMG: This program is protected by copyright law and
international treaties.

< Back Next> | = Cancel

2. In the Customer Information window, enter the user name, organization, and click Following. These fields may be
left empty.

ﬁ Aranda Discovery Agent - InstallShield Wizard
Customer Information

Flease enter your information.

User Mame:

IUsuariul

Organization:

Installshield

<Back || MNext> || Cancel

3. In the Destination Folder window, you can change the installation path of the service or leave it by default where
the installation suggests, then click Following.

ﬁ Aranda Discovery Agent - InstallShield Wizard
Destination Folder

Click Mext to install to this folder, or dick Change to install to a different

Install Aranda Discovery Agent to:

C:\Program Files\Aranda\Aranda Discovery,

Installshield

<Back [ Mext> || cancel

4. Click Install; You must have permissions as a machine administrator.



‘E Aranda Discovery Agent - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.

InstallShield
<Back [ Instal | cancel
5. When the installation process is finished, click the End.
¥ Aranda Discovery Agent - InstallShield Wizard >

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed Aranda
Discovery Agent. Click Finish to exit the wizard.

6. To configure the discovery agent, open the appsettings.json in the folder where the service is installed and in the
Services in ApiUrl, enter the URL of the site’s Repserper.

T 5 ThisPC > Windows () » Program Files » Aranda » Aranda Discovery v
Mame Date modified Type Size
" Data 7/8/202410:32 PM File folder
Al
" Logs 7/8/2024 10:32 PM File folder
Al
[ ] appsettings.jsan 7/8/2024 8:5T7 AM JSON File 1KB

@ *C\Program Files\Aranda\Aranda Discoven/appsettings.json - Notepad++ [Administrater]

File Edit Search View Encoding Language Settings Tools Macre Run  Plugins Window 7
cHHBR LG DD ey 2% EE ST ERETAD |6 E D

|=] appsettings.jsen B _ discovery-agent-20240708.log I'El

1 {
2 E "Logging™: {
3 "PathFormat": "Logs/discovery-agent.log”,
4 "RetainedFileCountLimit": 7
5 = "LogLewel": {
! & "Default™: "Information™,
| 7 "Microsoft": "Warning",
8 "Microzoft.EntityFrameworkCore.Database™: "Warning"”,
‘ g "Micro=szoft.Hosting.Lifetime": "Information”™
10 - ¥
i 11 o}
12 E  rmservices": {
i 13 I "ApiOrl™: "https:!IuIldelsitiolRepserver,ﬂ"
14 -}
| 15 L}

7. Once the AppSettings go to the services and verify that the service: Aranda Discovery Agent is installed, then
restart the service so that it takes the changes configured in the AppSettings.



%Arﬂnda Discovery Agent En gjecucion

8. The archives of Log will be stored in the following path: C:\Program Files\Aranda\Aranda Discovery\Logs

T ThisPC » Windows (C) » Program Files » Aranda » Aranda Discovery » Logs

.

Mame Date modified Type Size

discovery-agent-20240708 7782024 10:43 PM Text Document & KB

Uninstalling the Discovery Agent

1. Enter the control panel and right-click on the app Aranda Discovery AgentSelect uninstall.

Organize *  Uninstall Change  Repair

s

Marne Publisher
ﬁ Aranda Discovery Ag Aranda Software
e Microsoft Edge T“ Uninstall Microsoft Corporation

2. To the question“Esta seguro que quiere desinstalar Aranda Discovery Agent?”, click the Sl button in the message.

#

Name Publisher Installed On  Size Version
@Alanda Discovery Agent Aranda Software 7/8/2024 81.4MB 0.0.0.32

e Microsoft Edge o o - T “76.0.2592.87
I Microsoft Edge WebView2 Runtime | ©"0grams and Features 5.0.2502.87
& Microsoft OneDrive 1220.1024.0005
g Notepad-+ (64-bit x64) !'\_ Are you sure you want to uninstall Aranda Discovery Agent? 4

(] Inthe future, de not show me this dialog box Yes MNo

3. Check the service again and the folder where the service was installed, the record should no longer appear.

Automatic Discovery Agent Update

1. The discovery agent will automatically update within one day of the ADM site update.

MOTT Broker Installer/Washer

R Note: A maximum number of 10,000 connections(devices) per MOTT broker server is suggested.
1. Run the installer Aranda.ADM.MQTT.Broker.exe

2. Define the language for the installation process.

Aranda. ADM.MQTT_Broker - InstallShield Wizard X

. Seleccione uno de los idiomas siguientes para la instalacion.

Espafiol

Inglés
Portugués (brasilerio)

3. The installer validates the prerequisites that must be met to configure the Aranda broker. If this is not met, the
system will install the required information.



Aranda. ADM.MQTT_Broker - InstallShield Wizard

4 Aranda.ADM.MQTT_Broker requiere gue estén instalados en su equipo los siguientes
LY clementos. Haga dic en Instalar para comenzar a instalar estos requisitos.

Estado Requisito
Pendiente .NET 6.0 Runtime (v6.0.7)

[ ®rmstalar | | cancelr

4. When you finish installing the requirements, you will be able to see the welcome screen. Confirm the installation by
clicking the Following.

ﬁ Aranda.ADM.MQTT_Broker - InstallShield Wizard

v
PaS

Bienvenido a Aranda.ADM.MQTT_Broker -
InstallShield Wizard

Instalishield(R) Wizard instalard Aranda.ADM.MQTT_Broker en
su equipo. Para continuar, haga dic en Siguiente,

ADVERTENCIA: Este programa esta proteaido por las leyes de
derechos de autor y otros tratados internacionales.

<awés | siguente> | Cancelar

5. In the Customer Information window, enter the user name, organization, and click Following. These fields may be
left empty.

t_ﬂ Aranda. ADM.MQIT _Broker - InstallShield Wizard

Informacion del cliente

Por favor, introduzca la informacion.

Nombre de usuario:
{aDM

Organizadon:

InstaliShield

<Atrés | Siguiente > | = Cancelar

6. Define the type of installation, the options are:

e Complete: All sites and services will be installed on the default routes.
e Custom: You can change the installation path of websites and services.



ﬁ Aranda.ADM.MQTT_Broker - InstallShield Wizard

Tipo de instalacion

Elija el tipo de instalacion que se adapte mejor a sus necesidades.

Selecdone un tipo de instalacion.

(® Completa
Se instalaran todos los componentes del programa. (Necesita mas
espacio en disco).

Elija los componentes del programa que desee instalar y la ubicacidn
en que se instalaran. Recomendada para usuarios avanzados.

InstaliShield

<Atds || Siguente> | | Cancelar

ﬁ Aranda. ADM.MQTT_Broker - InstallShield Wizard
Instalacion personalizada
Selecdone los componentes del programa que desee instalar.
Para cambiar la forma de instalacion de un componente, haga dlic en un icono de la lista siguiente.
Aranda.ADM.MQTT _Broker_Files sEiilis =
Este componente requiere
2920KB en el disco duro.
Instalar en:
C:\Program Files\Common Files\Aranda Software\Aranda ADM MQTT_Broker)
InstallShield
. Ayuda | Espado | <Atrds | Siguiente> | = Cancelar |

7. 0Once the Full or Custom installation is chosen, clickInstall, you must have permissions as a machine administrator.

‘,E Aranda., ADM.MQTT_Broker - InstallShield Wizard x

Preparado para instalar el programa
El Asistente esta preparado para comenzar la instalacion.

Haga dic en Instalar para comenzar la instalacion.

Si desea revisar la configuracion de la instalacion o realizar algin cambio, haga dic en
Atrds. Haga dic en Cancelar para salir del Asistente.

Instalishield

| <avds [ @Gnstalar | | Cancelar

8. When the installation process is finished, click theEnd.



Aranda.ADM.MQTT_Broker Finalizado -
InstallShield Wizard

InstallShield Wizard ha instalado Aranda. ADM.MQTT _Broker
correctamente. Haga dic en Finalizar para salir del asistente.

. Servicios (locales)

Aranda MQTT Broker

Detener el servicio
Reiniciar el servicio

Nombre

& Agente de supervicién en tiempo de gjecucion...
" Agente SOL Server (MSSQLSERVER)

-.E;"; Agrupacién de red del mismo nivel

&) Aislamiento de claves CNG

-[,;); Almacenamiento de datos de usuaries_1bca20...
{6 AnyDesk Service

& Aplicacién auxiliar de NetBIOS sobre TCP/IP

& Aplicacién auxiliar IP

& Aplicacién del sistema COM+

£ AppX Deployment Service (AppXSVC)

) Aranda Agent 9

&} Aranda Agent Remote Control 9

&, Aranda AMWD 2

&8 Aranda MQTT Broker

Descripcion

Supervisa y certifica |2 integ...

Ejecuta tareas, realiza el seg...
Permite la comunicacién d...

El servicio Aislamiento de cl...

Controla el almacenamient...
AnyDesk support service.
Proporciona compatibilida...

Propoerciona conectividad d...

Administra la cenfiguracic...
Provides infrastructure sup...
Aranda Agent 9

Aranda Agent Remote Cont...

Aranda AMWD 2

Propiedades: Aranda MQTT Broker (Equipe local)
General

MNombre de servicio:  Aranda MQTT Broker

Nombre para mostrar: Aranda MQTT Broker

Descripcion I
Ruta de acceso al ejecutable:

Tipo de inicio: Automatico

Iniciar sesién  Recuperacién Dependencias

3\Aranda Software\Aranda ADM MQTT_Broker\Aranda.MQTT Broker.exe"

n d...
it-of...

3 pr..
enal...
3 3.
Br5e..

work...

[dde...

ahle...

pnin...
Ede..

Er Se...

tura...

Estado

En gjecu...

En gjecu...
En gjecu...
En gjecu...
En gjecu...
En gjecu...

En gecu...
En gjecu...

En gjecu...

En gjecu...

En gjecu...

En gjecu.,

En gjecu...

En gjecu...

Tipo de inicio

Automatico (i...

Manual
Manual

Manual (dese...

Manual
Automatico

Manual (dese...

Automatico
Manual

Manual (dese...

Automatico
Automatico
Manual
Automatico
Manual
Manual
Automatico

Manual (dese..

Manual

Manual (dese..

Automatico

Manual (dese...

Manual

Manual (dese...

Automatico
Manual
Automatico
Manual

Automatica [...

Iniciar sesién cc
Sistema local
T Service\SOL
Servicio local
Sistema local
Sistema local
Sistema local
Servicio local
Sistema local
Sistema local
Sistema local
Sistema local
Sistema local
Sistema local
Sistema local
Sistema local
Servicio local
Servicio de red

. Sistema local

Servicio de red

. Sistema local

Servicio local
Sistema local
Sistema local
Sistema local
Sistema local
Servicio de red
Servicio local
Sistema local

Sistema Incal

» Este equipo » Discolocal (C:) » Archivos de programa > Common Files > Aranda Software » Aranda ADM MQTT_Broker

[J Nembre i Fecha de modificacién Tipo Tamario
do
runtimes Carpeta de archivos
appsettings.Development.json Archivo de origen ... 1KB
[ | appsettings.json Archivo de origen ... 1KB
koS Aranda.MQTT Broker.deps.json Archivo de origen ... 43 KB
[4] Aranda.MQTT.Broker.dll
[55] Aranda.MQTT.Broker.exe Aplicacién 145 KB
I_ Aranda,MQTT.Broker.pdb Program Debug D... 15 KB
Aranda,MQTT.Broker.runtimecenfig js... Archivo de origen ... 1KB
| Microsoft.Extensions.Configuration.A... Extension de la ap... 25KB
|%] Microsoft.Extensions.Configuration.Bi... Extension de la ap... 34 KB

{} appsettingsjson X

"Default”:
"Microsoft™:
"Microsoft.H

ting.Lifetime

>

"PathFormat™:




12. In Windows Defender Firewall, select the Inbound rules option and in the MOTT properties, validate that port
1884/1883 is open on the machine.

@ Windows Defender Firewall with Advanced Security

File Action View Help
e 25 =]

&3 Inbound Rules
&5 Outbound Rules M- Group

%% Connection Security Rules @ varr

> %, Monitoring MQTT Properties X
General Programs and Services Remote Computers E
Protocols and Ports ~ Scope  Advanced  Local Principals ~ Remote Users  [¢
v
Protocols and ports n
W Protocol type: |TCP i | t
Protocol number: i3
N
it
Local port: | Specific Ports v | t'
[1e84 | :
Example: 80, 443, 5000-5010 it
Remote port: |AI Ports 5 | i
s
Example: 80, 443, 5000-5010 i
s
Intemet Control Message Protocol [ Customize... i
(ICMP) settings: : )
[

13.The archives of Log will be stored in the following path: C:/Windows/System32/LogFiles/ArandaMqttBroker

» Esteequipo » Discolocal (C:) » Windows » System32 » LogFiles » ArandaMgttBroker

|:| Nombre Fecha de modificaciéon Tipo Tamafo
ido
4 = 10g-20220209.10g 9/08/2022 9:28 a. m. Documento de te... 2KB

tos

[ T S

Uninstalling MOTT Broker

1. Open the Aranda MQTT Broker file, the Properties window is enabled, and in theGeneral, under the Service Status,
select the Detain and click the Apply.
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L) Aranda Agent 9 Aranda Agent 9 En gjecu...  Automa
) Aranda Agent Remote Contral 9 Aranda Agent Remeote Cont...  En gecu...  Automad
."'Z'L.ﬁ.randa AMWD 2 Aranda AMWD 2 Manual
£ Aranda MOTT Broker En gjecu... Automa
Sha et . * Manual
A Propiedades: Aranda MOTT Broker (Equipo local) > | i
'Ellld Gonersl | bicior sestde] e T ki En gjecu... Automa
m’:j Manual
! Mombre de servicio:  Aranda MGTT Broked ! Manual
. Manual

5

A0 4
S e ™ ™ ™y T S Y e T T T 8 B T T Te he e e

Nombre para mostrar. Aranda MOTT Broker

-

En gjecu..  Automa!

»
=y
% Descripoidn: k Manual
& Manual
":}:.: Ruta de acceso & ejecutable k Manual
L “C:\Program Files\Common Files'Amanda Software'\Aranda ADM MATT_Br En gjecu...  Automd
&k Tty i i = |8 Manual
& ke Automatico X . Enegjecu.. Automal
S 8 Manual
o Automd
5Q  Estado delsenvicio:  En ejecucidn { Enejecu.. Automa
b : En gjecu...  Automd
) miciar Detener Fausa Reanudar : :
i e e En gjecu.. Automd
e —m——
i Puede especificar los parametros de inico que se aplican cuandd se nicia - Manual
5 el servicio desde aqui. |  Enéjecu. Automd

o

En gjecu..  Automa
Manual

. Enegjecu.. Manual
v Enegjecu.. Manual
Manual

T ¥ T
IR T T 0 O G e ]

Cancelar

kL Manual

i
A
;

Tareas
Windows PowerShell

Simbolo del sistema

Azure Cloud Shell

DEV&IOPnr CAamimand Dranand FAr VIC D

B Abrir

Develop

Lo Ejecutar como administrador
Develop

628 Anclar a Inicio
Develop

ss Desanclar de la barra de tareas

Terminal
Desanclar de la barra de tareas

Cerrar la ventana

SC DELETE “Aranda MOQTT Broker™

|SC] DeleteService CORRECTO




Broker Configuration

Broker Configuration

Broker Configuration

Aranda MOTT Broker Installer

Conserver

m nicio

Vista

Compartir

Anclar al
acceso rapide

<« A
[ Este equipo 2
¥ Descargas

£ Documentos

I Escritorio

=] Imagenes

D Misica

B Videos
‘i Disco local (C:)

AGENT

azagent
inetpub
InstaladoresAutoit
MS0Cache
PerfLogs

Program Files
Program Files (x26)
ProgramData
5012019

Usuarios

Windows

= Disco local (D:)

mqttServerPort"value="1884"/>

"mqttip" value="182.168.X.XXX"/>

Nuevo elemento =

X

Eliminar

] Fadil acceso ~
Hueva
<arpsta

Propiedades

» Esteequipe » Discolocal (C:) » Program Files (x86) » Aranda » Conserver »

Nombre Fecha de modifica
logs 3 11
64 g
86 3

[4] Aranda. ADM.Communications.dll
5] Aranda ADM Virtualization.dil 7
[5 Aranda.AgentRemoteCommand.exe
5] Aranda.Commen.Util.dll

[ Aranda.Conserver.Windows.Service.exe

1443

|5 Aranda Conserver Windows.Senice.exe.config

[5] Aranda.Discovery.dil

5] CommandLine.dil

[5] Dart.samp.di

5] DotNetZip.dil

[5] EntityFramework.dil

5] EntityFramework. SqiServer.dll

[5] MediatR.di

[5] Microsoft Practices EnterpriseLibrary. Common.dll
[5] Microsoft.Practices EnterpriseLibrary.Data.dll

[5] Microsoft Practices EnterpriseLibrary.ExceptionHandling.dl

[ Microsoft.Practices.EnterpriseLibrary ExceptionHandling.L...
4] Microsoft.Practices.EnterpriseLibrary.Logging.dll
[5] Microsoft.Practices.ServiceL ocation.dil

51 Mirenenft Practices Hnite Canfinnratinn All

EH seteccionar tado

No seleccionar ninguna

orial g Invertir seleccién

Tipo

Carpeta de archivos
Carpeta de archivos
Carpeta de archivos
Exte

n de la aplicacion
Extensién de |z aplicacién
Aplicacién

Extensién de |z aplicacién
Aplicacién

XML Configuration File
Extension de la aplicacién
Extension de |z aplicacién
Extension de la aplicacién
Extension de |z aplicacién
Exte

n de la aplicacién
Extensién de |2 aplicacién
Extensién de la aplicacién
Extensién de la aplicacién
Extensién de la aplicacién
Extensién de la aplicacién
Extensién de la aplicacién
Extensién de la aplicacién
Extensién de la aplicacién

Ftencifn de 1a anlicacian

en Conserver

Tamafo

330KB

214 KB
23KB
641 KB
10KB

21KB

111 KB

18 KB
an ke

</add>
<add name="DataPolicy">
= <exceptionTypes>

F </exceptionTypes>
F </add>
F </exceptionPolicies>
F </exceptionHandling>
<dataConfiguration defau
= <connectionStrings>

<add
</connectionStrings>
= <appSettings>

"serverAddress"
enableProxy"

proxyUser" va
"proxyPassword"

<add name="All Exceptions" type="System.Exception,

name="local" connection

mscorlib,

Database="local"/>

Data Source=Data\local.dat ;busytimeout=60" pr;

adm-testing.arandasoft.com/repserver"/>

adm-testing.arandasoft.com"/>

‘adm-testing.arandasoft.com"/3|

logLevel" "Information" />
publicIp” wal
mattserverPort” ="1884"/>

mgttIp" value="192.168.1.126"/>

publicServerPort"

privateServerPort”
p2pPort" value="9501"/>
"maxDistributionsleepMsPerThread" val:

80"/ >
80"/>

nEn sy

</appsettings>

maxDistributionThreads" ="an/>

"enableDiscoveryCommon" v USRS
ingRemoteServer ="60"/>

enableSecurity” val nfalse"/>

Version=4.0.0.0,

Culture=neutral,

PublicReyToken=b77a5c561334e089" post

="System.Data.SQLite.EF6"/>

Topologies supported in ADM with conserver broker division

- Configuration of the broker on the same server as the conserver
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Configuring the broker from the Repserver

1. To configure the communication between the repserver directly with the Broker, you must configure the
web.config of the repserver that is located in the path “%inetpub\wwwroot\RepServer'.

“ Inicio Compartir Vista

= Cortar I - " Nuevo elemento ~ 00 Abrir ~ Selecclonar todo
» B[4 ¢® X=f B D 2=
Copiar ruta de acceso 5 . 'D Facil acceso = | Editar 1 Mo seleccianar ningunc
Anclaral  Copiar Pegar : Mover Copiar Eliminar Cambiar  Nueva Propiedades . /. 5
acceso rapido E Pegar acceso directo a a2~ - nombre  carpeta - 4 Historial dﬂ' Inwertir seleccian
Portapapeles Organizar Muevo Abrir Seleccionar
Ba-
“« « 4 | | » Esteequipe » Discolocal (C:) » inetpub » wwwroot » RepServer
~
! Este equipo L MNombre Fecha de medifica.. Tipo Tamafio
& Descargas | bin 3/1/2022 21:53 Carpeta de archivos
@ Documentos | 1 logs 3/1/2022 21:53 Carpeta de archivos
[ Escritorio |2 src 3172022 21:53 Carpeta de archivos
[&] Imagenes L Ws 3/1/2022 21:53 Carpeta de archivos
J’ Misica [E] Default.aspx 3/1/2022 14:48 ASP.NET Server Pa... 2KB
& vid [ EntityFramework.Memarylain.dil 177472020 20:13 Extension de la apl... 20 KB
ideos
5 i i Global.asax 3/1/2022 14:48 ASP.NET Server A... 1KB
& Discolacal (C) Web.config 3/1/2022 21553 XML Configuratio.. 12 KB
| AGENT

2. Add the following values in < appSettings > based on the parameterized port and host of the server where the
broker is installed.



<add key="mqttServerPort" value="1884"/>

<add key="mqttlp" value="192.168.X.XXX"/>

<provider iantName="System.Data.SqglClient" type="System.Data.Entity.SqglServer.SglProviderServices, EntityFramework.SglServer" />
<provider invariantName="Oracle.ManagedDatafccess.Client" type="Oracle.ManagedDataAccess.EntityFramework.EFOracleProviderServices, Oracle.ManagedDatahcces
r </providers>
<defaultConnectionFactory type="System.Data.Entity.Infrastructure.LocalDbConnectionFactory, EntityFramework"s
<parameters>
<parameter "vil.o" />
F </parameters>
F </defaulrConnectionFactory>
- </entityFramework>
[ <appSettings>
<add 'vs:EnableBrowserLink" value="false" />

<add
<add

"loglevel" value="Information" />
'Z_EntityFramework_Extensions_LicenseName'

4339;100-arandasoft.con" />

<add 'Z_EntityFramework Extensions LicenseRey" v ="2a228917-2440-1205-c78b-d06a907829£5" />
<add e
<add
[ </zppSettings>
= <runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.vi">
= <dependentAssembly>
<assemblyldentity name="Newtonsoft.Json" pu '30ad4fesblataced" "neutral" />
<bindingRedirect o "0.0.0.0-12.0.0. 12.0.0.0" />
</dependentAssembly>
<dependentissembly>
<assenblyldentity name="DotNetZip" pul nentral” />
<bindingRedirect oldVersion="0.0.0.0-1.14.0.0"
«</dependentissenbly>
<dependentAssembly>
<publisherPolicy apply="no" />
<assemblyldentity name="Oracle.ManagedDataAccess" publ: "neutral" />
</dependentAssembly>
<dependentissembly>
<assemblyldentity name="System.Runtime.CompilerServices.Unsafe" © "bO3£5£7£11d50a3a" neutral” />

“hindinaRedi rect nldVersian="0_0.0.0-5.0_0_ 0" newlersion="5_0_0.0% />

Configuring the broker by pointing directly to the Repserver

% Application Server

s
-
Agent
- d —
>
- ADM Web Console ADM Web AP RepServer
Agent S0L Database
"
¥
Cruncher Windows Common Windows Broker MOQTT
ik i XX
Agent

Aranda MOTT Broker Installer

MibBrowser Installer/Washer


file:///adm-install-onpremise/instalacion_broker/instalacion_broker_aranda.html

‘ﬂ Aranda MibBrowser - InstallShield Wizard ot

Bienvenido a Aranda MibBrowser -
Installshield Wizard

Installshield(R) Wizard le permitird modificar, reparar o eliminar
Aranda MibBrowser. Para continuar, haga dic en Siguiente,

< Atras I Siguiente = || Cancelar |

2. You can define the username or organization and click Following. These fields may be left empty.

ﬂ Aranda MibBrowser - InstallShield Wizard ot

Informacion del cliente

Por favor, introduzca la informadaon.

Mombre de usuario;
ADM

Organizacion:

Installshield

< Atrds || Siguiente = || Cancelar

3. The installer selects a location for installation or you can change it, then click Following.

ﬂ Aranda MibBrowser - InstallShield Wizard ot

Carpeta de destino

Haga dic en Siguiente para instalar en esta carpeta o en Cambiar para i
en una carpeta diferente,

Instalar Aranda MibBrowser en:

C:\Program Files\Aranda\Aranda MibBrowser),

InstallShield

< Atras || Siguiente = || Cancelar

4. Then we proceed to the installation, click onInstall.



ﬂ Aranda MibBrowser - InstallShield Wizard

Preparado para instalar el programa

El Asistente esta preparado para comenzar |a instalacian,

Haga dic en Instalar para comenzar la instalacian.

Si desea revisar la configuracion de la instalacidn o realizar algin cambio, haga dic en
Atras. Haga dic en Cancelar para salir del Asistente,

InstallShield
< Afras || Instalar I | Cancelar
5. Wait while the installer finishes the process.
‘E Aranda MibBrowser - InstallShield Wizard — ol

Instalando Aranda MibBrowser

Los componentes del programa seleccionados se estan instalando.

Por favor, espere mientras InstallShield Wizard instala Aranda MibBrowser.
Este proceso puede durar varios minutos.

Estado:

Installshield

< Atrds Siguiente > |

6. Confirm the installation by clicking the End.

ﬂ Aranda MibBrowser - InstallShield Wizard oy

Aranda MibBrowser Finalizado - InstallShield
Wizard

InstallShield Wizard ha instalado Aranda MibBrowser
correctamente. Haga dic en Finalizar para salir del asistente,

Related Links:
- MibBrowser Utility




Mib Browser Settings

MibBrowser Settings

« Aranda MibBrowser Installer

<center><img src="/adm-install-onpremise/en/assets/images/02-instalacion/08-

mib_browser/caso_uso_mib_browser_0.png" style="width:700px;"></center>

& Aranda MibBrowser

Import MIB

Load Default MIE
Exit

[ SMMP2-SMI

[ SMMPv2-Th



& Aranda MibBrowser — a x

File
Mibs et
I RFC1155-5M1 & Abis ®
b )
| « « 4 | « Windows (C) » Archivos deprograma > Aranda » ArandaMibBrawser > Mibs v ®  Buscaren Mibs »
I SNMPv2-SMI
I SNMPv2-TM Organizar v Nueva carpeta e @
ADMV2 A Nombre Fecha de modificacién  Tipo Tamatio -
images ") BRIDGE-MIB.mib 11/12/2024 9:09 3. m. Archive MIB 56 KB
MiBBrowserDoc: ) CISCO-IPSEC-FLOW-MONITOR-MIB.mib  11/12/2024 09 2. m.  Archive MIE 20K8
@ OneDrive - Arend, ) CISCO-MEMORV-POOL-MIB.mib 1/12/20249098.m.  Archiva MIB 17K8
77 CISCO-SMLmib 11/12/2024909a.m.  Archivo MIB 17K8
3 Este equipo ) CISCO-SYSLOG-MIB.mib 11/12/2024909a.m.  Archiva MIB 2K8
* Descargas g DELL-NETWORKING-PRODUCTS-MIB.txt 11/12/2024 9:09 a. m. Archivo TXT 13 KB
Documentos ) DLINK-3100-Filemib 11/12/2024909a.m.  Archiva MIB 6KB
B Escritorio g DLINKSW-SNMP-MIB.bet. 11/12/2024 9:09 a. m. Archivo TXT 19KB
) ) ENTITY-MIB.mib. 11/12/2024909a.m.  Archiva MIB B6KE
] Imagenes
~ } ENTITY-SENSOR-MIB.mib 11/12/2024 9:09 a. m. Archivo MIB 17KB
d Misica ) ENTITY-STATE-MIB.mib 11/12/2024909 3. m.  Archive MIB 19Ke
B Objetes 30 [ HOST-RESOURCES-MIB.mib. 11/12/2024909 3. m.  Archivo MIB 57KE
B Videos | HP-ICF.mib 111272024909 a.m.  Archivo MIB 02K8
. Windows (C) (7 HP-ICF-CHASSIS mib. 112720249095, m.  Archivo MIB 77K8
5 ke o dEveaxmemi 11/12/20249098.m.  Archivo MIB 1028 .
Nombre de archivo: \cwscnrsw mib. v\ |MIB fles (ibtmysa) v
Mibs
[+ RFC1155-5MI A
[ RFC1213-MIEB
[ SNMPv2-MIB
4 CISCO-SMI
4 0 cisco
1 ciscoProducts
2 local
3 temporary
4 pakmon
5 workgroup
4 6 otherEnterprises
1 ciscoSB
2 ciscoSME
7 ascofgentCapability
8 ascoConfig
9 ascoMgmt

10 ciscoExperiment
4 11 ciscofdmin
4 1 ascoProxy
1 ciscoPartyProxy
2 ciscoContextProxy
4 2 ascoRptrGroupObjectiD
1 ciscollnknownRptrGroup
2 cisco2505RptrGroup
3 cisco2507RptrGroup
4 cisco2516RptrGroup
5 ciscoWsx3020RptrGroup
4 3 ciscoChipSets
1 ciscoChipSetSaint1

2 aiscoChipSetSaint2
3 ciscoChipSetSaint3
4 giscoChipSetSaintd
12 ciscoModules
13 lightstream

R Note: A MIB usually has dependencies which it is recommended to upload it to its main MIB or manually
copy it to the MIB. MibBrowser installation directory in the folder MIBS, since it is the path where the
application consults to try to resolve dependencies automatically.

2. When you load a MIB you can see the related OIDs, if you select a node you can see the information in
the Object Identifier section



& Aranda MibBrowser
File

Mibs Settings
I RFC1155-SMI ~ E " |

I RFC1213-MIB SNMP Version: SNMP v2c -

I SNMPv2-MIB

4 CISCO-SMI G i

4 0 gsco

Authentication: '® MD5 (' SHA

2 local

3 temporary Password:
4 pakmeon
5 workgroup Encryption: ® DES ' AES
herEnterpri
¢ °t1 ::i;;;p e v3 Encryption Key:
2 ciscoSMB Context:
7 ciscoAgentCapability
8 ciscoConfig
9 ciscoMgmt
10 ciscoExperiment
11 ciscoAdmin lIl
4 1 ciscoProxy
1 ciscoPartyPro o
2 ciscoCo:zenl;‘r{my Object identifier
4 2 ciscoRptrGroupObjectID Name: ciscoProducts
1 discollnknownRptrGroup Oid: 13614191
2 cisco2505RptrGroup .
3 cisco250TRptrGroup Type:

4 ciscod316RptrGroup Description; “ciscoProductsis the raot OBJECT IDENTIFIER from which sysObjectiD

_5 ciscc_)stSONRptrGroup values are assigned. Actual values are defined in CISCO-PRODUCTS-
4 3 ciscoChipSets MIB"

1 ciscoChipSetSaint1
2 ciscoChipSetSaint2
3 ascoChipSetSaint3
4 ciscoChipSetSaintd
12 ciscoModules
13 lightstream
14 ciscoworks
15 newport
16 ciscoPartnerProducts
4 17 ciscoPolicy
2 ciscoPIB

1

Qid: 1.3.61.4.1.91

3. To consult an OID you can fill out the form with the required data, then press the Get button and if there is
information it will be shown in the OID and value section.

randa Mil o -
& Aranda MibBrows o x
File
Mibs Settings .
4 RFCT155-5MI A Devicelp/por: [ | ] el
e 1356.1.2.1.11.0|Hordware: Intel64 Family 6 Mode! 85 Stepping 7 AT/AT COMPATIBLE -
Tiso SNMP Version: | SNMP v2e ~] Software: Windows Version 6.3 (Build 22631 Multiprocessor Free)
4 RFC1213-MIB
‘el Commenty [ |
4 1 system
1 sysDescr e y
2 5ysObjectiD Authentication:  ® MD5  SHA
3 sysUpTime Password:
4 sysContact
5 sysName Encryption: ® DES ) AES
6 sysLocation
7 r;sw-m v3 Encryption Key:
4 2interfaces Context
1 ifNumber
4 2ifTable
4 1 ety | 13612111 |
1ifindex
o [=—
3ifype
: zp‘:nd Object identifier
6 ifPhysAddress Name: sysDescr
7 ifAdminStetus i 13612111
8 ifOperStatus
9 ifLastChenge Type: OctetString (SIZE (0.255))
10 finOctets .
11 HinlUcactPhds Description: A textual description of the entity. This value should includs the full

name and version identification of the system’s hardware type,
software operating-system, and networking software. It is mandatory
that this only contain printable ASCII characters.

12ifinNUcastPlts
13 ifinDiscards

14 ifinErrors

15 finUnknownProtos
16 ifCutOctets

17 ifOutUcastPkts
18 iOutNUcastPkts
19 {OutDiscards
20 ifQutErrors
21ifOutQlen

22 ifSpecific

F Note: Note that the OID entered must be related to the device.

« Aranda MibBrowser Installer

Remote control

It allows you to take control of machines in a simple and efficient way and transfer files conveniently, facilitating
remote management of workstations.

F Note: This functionality is not supported on OnPremises installations of ADM versions lower than 9.21.1

Installer/Remote Control

ADM Windows Agents from ADM version 9.19.2, after performing the zero installation or an upgrade from a previous
version, will automatically install the new remote control component after 30 minutes. The following processes and
services are displayed on the device.

F Note: In the event of a connection failure at the time of installation or update of the remote control
component, the ADM agent will perform installation retries every 4 hours.

Remote Control Component Processes and Services


file:///adm-install-onpremise/instalacion_mib_browser/instalacion_mib_browser.html

Remote Control Component Upgrade

Installer/Viewer Remote Support Specialist

Remote control viewer installation

Remote Control Configuration

Remote Control Setup Process

update AFW_SETTINGS set sett_value ='true' WHERE sett_key="EnableARC'

View Settings

Agent Configuration and Installation

Remote Control Component Installation

Installation viewer remote support specialist

Remote Control Configuration



1. Configure connection chain

4 ‘Web Applications

E AADMarcrecordingappsettingsjson

L] _ I
L] : T L]
n = L
WindowsServices
l_.h’.E.... .._ . - P . PP _. . -,l
L]
-

Dencrn BT T

2. Loginto the console

Home £

Aranda z
Device Management . APPLICATION ADMINISTRATOR

3. External Turn Servers



A. Click on the option New.

B. Complete the requested fields according to the following table:

Field Description

Name Name that you want to assign to the configuration, between 6 and 50 characters.

It corresponds to the STUN/TURN server site, for example: turn:<server_public_ip>:puerto or

URL .
stun:<server_public_ip>:puerto .

User Name of the user authorized to connect to the STUN/TURN server.

Password Password associated with the user that allows the connection to the STUN/TURN server.

C. Finish by clicking the Save.

F Note: This configuration is required for file transfer when the specialist agent and the workstation
agent are not on the same network, therefore, both devices must be allowed to exit to the Internet
through the configured port.

External Turn servers

Configure the Turn servers to establish the connéction between the specialist and the workstation.

Mew @ Delete

O Name =]
#i

Turn Servers

Here you con cregte or edit o turn server
Name
Url
User

Password
| @

The user can register the number of external Turn servers that he or she deems necessary to have good
communication between the specialist’s devices and the workstation through the ADM console. To delete an external
Turn server, in the External Turn Servers Select the server(s) to delete and click theEliminate, it will be confirmed
that the server(s) have been successfully deleted.

You can use public STUN/TURN WebRTC, by doing a web search “STUN server list” you will be able to list the different
public STUN/TURN servers available. When configuring public servers on workstations and on specialist computers,
they must allow the output of the servers that are configured to the sites. It is also possible to configure the
STUN/TURN server provided in the instoller by making the settings in the Aranda Turn Stun WebRTC Server Windows
Service. In addition, public STUN/TURN can be used in conjunction with your own installed servers, as mentioned
above.

4. Turn Local Server

To establish remote takeover communication between the specialist agent and the workstation agent, use a local
Turn server that can relay network traffic.

Toadd alocal Turn server, follow these steps:
A. Click on the option Local Turn Server from the main menu.

B. Complete the field Host with the path to the local server, which can be the IP of the server or the DNS. The
countryside Port it is set by default to the value 8081 and SSL is inactive; if the port is changed or SSL is enabled

make the settings in the Aranda Turn Server service installed on the server.

C. Finish by clicking the Save



-
t q Enable 55
t Enable SSL

Manual Service Configuration

Turn Server Configuration

1. Validating the appsettings.json File

= | Turn Server - O X
“ Home Share View 0
€« A & ‘ C:\Program Files (x36)\Aranda\Aranda Remote Control\Turn Served V‘ o P
Name ’ Date modified Type Size File version a
Logs F
runtimes F
] appsettings.Development.json 2/6/2024 11:22 PM JSON File 1 KB
1) appsettings.json
| Aranda.AVS.Turn.Common.dll 2/6/2024 11:22 PM Application exten B
| Aranda.AVS.Turn.Domain.dil ter B
| Aranda.AVS.Turn.Infrastructure.dil 2/6/2024 11:22 PM Application exten... 38 KB
Aranda.AVS.Turn.Service.deps.json 2/6/20 22F ONF 28 KB
| Aranda.AVS.Turn.Service.dll 2/6/2024 11:22 PM Application exten 11 KB
(8] Aranda.AVS.Turn.Service.exe 2 2 B
1| Aranda.AVS. Turn.Service. runtimeconfig,j..  2/6/2024 11
| FluentValidation.dll 27672024 11 4
Microsoft.Extensions.Configuration.dll 2/6/202411:22 PM Application exten... 39 KB
4 Microsoft.Extensions.Configuration.Envir... 2/6/2024 11:22 PM Application exten...
| Microsoft.Extensions.Configuration.User... B
Y Microsoft.Extensions.Hosting.dll 2/6/2024 11:22 PM Application exten 55KB 6.0.222
| Microsoft.Extensions.Hosting.Windows5...  2/6/2024 11:22 PM Application exten 24 KB
| NewtensoftJson.dil 2/6/2024 11:22 PM Application exten ~
23 items =3 &

{
"Logging": {
“LogLevel": {
"Default": "Information”,

"Microsoft": "Warning",

"Microsoft.Hosting.Lifetime": "Information”
}
}/
“TurnConfiguration”: {

"CertificateParam": ™,

"CertificatePath": ™,




"CertificateSubject": ",
"IsSsl": false,

"Port": 8081,
"SSLProtocols": "TIs12"

2. Port Configuration Change

"TurnConfiguration": {
"CertificateParam": ™,

"CertificateSubject": ",
"IsSsl": false,

"Port": <Puerto>,
"SSLProtocols": "TIs12"

3. SSL Secure Connection Configuration

/ = | Resources - 0 %
Archivo nicio Compartir Vista 0
i M Casillas de elemento T
l B Panel de vista previa I -
= [1* [ Extensiones de nombre de archivo
Panel de  TH panel de detalles — Ordenar Opdiones
navegacion * r ¥ Elementos oculto:

Paneles

T « Aranda > Aranda Virtual Support > Tumn Server * Resources

2 ArandaTum.pfx

"TurnConfiguration": {
"CertificateParam": "<clave-base64>",
"CertificatePath": "<nombre-archivo.pfx>",
"CertificateSubject": ",
"IsSsl": true,
"Port": 8081,
"SSLProtocols": "TIs12"

“TurnConfiguration": {
"CertificateParam": ™,

"CertificatePath™: ™,
"CertificateSubject": "
“IsSsl": true,
"Port": 8081,

"SSLProtocols": "TIs12"

<nombre-certificado>",

4. Service Restart

b. Firewall Settings




Stun/Turn WebRTC Server Configuration

1. File Validation turn-server.toml

realm = "localhost™

[[turn.interfa
transport =
bind = "127.8.8.1:

external = "127.8.6.1:3478"

[[turn.interfaces]]

transport = "t
bind = "127.6.8.
= "127.8.8.1:3478"

4-3472"™
13478

external

[api]

bind = "127.8.8.1:3668"




2. Start of Service

3. Firewall Settings

STUN/TURN Service Configuration Example and Scenarios

1. Set up the realm

realm="1.2.3.4"

2. Set up bind

bind ="192.168.1.25:3478"

bind ="0.0.0.0:3478"

3. Set up external



external ="1.2.3.4:3478"

4. Authentication

[auth]
userl]="test"
user2 ="test"

[turn]
realm="1.2.3.4" # IP publica del servidor

[[turn.interfaces]]

transport ="udp"”

bind ="192.168.1.25:3478" # La IP privada del servidor en la red local 0 0.0.0.0 cuando se desea escuchar todas las interfaces
external ="1.1.1.1:3478" # La IP publica del servidor visible desde el exterior

[[turn.interfaces]]

transport ="tcp"

bind ="192.168.1.25:3478" # La IP privada del servidor en la red local 0 0.0.0.0 cuando se desea escuchar todas las interfaces
external ="1.1.1.1:3478" # La IP publica del servidor visible desde el exterior

[api]
bind ="127.0.0.1:3000"

[log]
level ="info"

[auth]

# Credenciales para autenticaciéon TURN/STUN
userl ="test"

user2 ="test"

Scenarios



Scenario  Specialist

You can only
access the
1 TURN/STUN
server using
the public IP

You can only

access the
2 TURN/STUN

server using

the public IP.

You can

access the
3 TURN/STUN

server using

the public IP.

You can only
access the
TURN/STUN
server using
the private
IP.

You can only

access the
5 TURN/STUN

server using

the public IP.

You can only

access the
6 TURN/STUN

server using

the public IP.

A\ Note:

Network
Status

External

External

Internal

Internal

External

External

Network

ARC Agent Status

You can only access the
TURN/STUN server using
the public IP.

External

You can access the
TURN/STUN server using
the public IP.

Internal

You can access the
TURN/STUN server using
the public IP.

Internal

You can only access the
TURN/STUN server using
the private IP.

Internal

You cannot use the public
IP to connect to the
TURN/STUN server, as
your access is restricted
to the internal network
(private IP).

Internal

You cannot use the public
IP to connect to the
TURN/STUN server, as its
access isrestricted.

External

Result

The Specialist and the
ARC Agent can
establish
communication by
consuming the
TURN/STUN server
over the public IP.

The Specialist and the
ARC Agent can
establish
communication by
consuming the
TURN/STUN server
over the public IP.

The Specialist and the
ARC Agent can
establish
communication by
consuming the
TURN/STUN server
over the public IP.

The Specialist and the
ARC Agent can
establish
communication by
consuming the
TURN/STUN server
over the private IP.

The Specialist and the
ARC Agent are unable
to establish
communication due
to a connectivity
problem between
networks (external
and internal).

The Specialist and the
ARC Agent are unable
to establish
communication due
to a connectivity
problem between
networks.

e To coverscenarios 1, 2, and 3, configure in the AMD website the External Turn server as follows:
Name: configuration name.
URL: turn.1.2.3.4:3478(1.2.3.4 refers to the server's public IP).

User: userl.
Password: test.

A\ Notes:

e Tocoverthe scenario(4), configure in the ADM website the External Turn server as follows:
Name: configuration name.
URL: turn.192.168.1.25:3478(192.168.1.25 refers to the server's private IP).


file:///adm-install-onpremise/en/configuration_arc.html#turn_extern
file:///adm-install-onpremise/en/configuration_arc.html#turn_extern

User: userl.
Password: test.

e |f in theturn-server.toml was set up(0.0.0.0 in the parameter bind, the configuration must be
performed on the site as above.

ADM Installer/Agent

The ADM Agent is a program installed on managed devices that allows the generation of inventories and management
tasks associated with distribution processes, updating and use of software, management of energy policies and
remote control.

When you install the agent, a number of services are created on the device that allow you to establish communication
with the remote control viewer and the overall management of the device.

pa— -

Dispositivos Dispositivos

SISTEMA OPERATIVO WINDOWS SISTEMA OPERATIVO LINUX
Consola Web ADM

|

& &

Dispositivos
SISTEMA OPERATIVO MAC

There is an agent for each of the supported platforms:

* ADM Agent Installer for Windows.
o ADM Agent Installer for Mac.

¢ ADM Agent Installer for Linux

Agent Deployment

Agent deployment is the process of distributing this component to the devices that need to be managed. The process
of distributing and installing the ADM agent can be carried out from the ADM web console or using other deployment
options, as follows:

¢ |nstallation by Domain Polic
¢ |nstallation and distribution with Aranda Device Management ADM

ADM Installer/Agent on Windows

The third executable file isAranda.Agent.Windows.x86\_x64 which corresponds to the installer of the ADM Agent for
Windows. This file is responsible for the creation and configuration of the services required for the operation of the
ADM Agent for Windows.

The installer automatically detects the system language, currently supporting English, Spanish and Portuguese. If the
configurationisin a different language, the installer defaults to Spanish.

B Note: The agent can be installed unattended and automatically through theAgent Distribution, or
manually.

Manual Agent Installation

1. Click on the Aranda Agent installer. The wizard will start. Click Following.


https://docs.arandasoft.com/adm/en/pages/gestion_distribucion/distribucion.html
https://docs.arandasoft.com/adm/en/pages/gestion_distribucion/proyecto_agente.html

E Aranda Agent 9 - InstallShield Wizard *

Bienvenido a Aranda Agent 9 - InstallShield
Wizard

Installshield(R) Wizard instalard Aranda Agent 9 en su equipo.
Para continuar, haga dic en Siguiente,

Installshield

2. 1f you have a configuration file select Yes and enter the path, otherwise select No and click Following.

ﬁ Aranda Agent 9 - InstallShield Wizard >

Seleccione el archive de configuracion a utilizar

Seleccone Usar archivo si desea espedficar la ruta de un archivo de
configuracion para el Agente

(s
(® Mo

Usar archivo de configuracian

Installshield

= Atras || Siguiente = I | Cancelar

3. Enter the profile identifier, entering O downloads the profile that is configured by default. Enter the address of
Conserver or Repserver according to the pointing configured in the MOTT brokerMOTT Broker Configuration. By
entering the ADM console you can obtain the communication route. Configuration > ADM > Communications

ﬁ Aranda Agent 9 - InstallShield Wizard

Ingrese configuracion

Ingrese la direccion del servidor al gue desea comunicar v el identificador del
perfil del agente

Identificador de perfil IU
Direccidn de |http: flocalhost jconserver
Conserver Repserver
Installshield
= Atras ” Siguiente = | | Cancelar

F Note: Agent addressing when repserver only works with an agent version since 9.13.
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4. Enter the username and organization where the agent will be installed.

ﬁ Aranda Agent 9 - InstallShield Wizard >

Informacion del cliente

Por favor, introduzca la informacian,

Mombre de wsuario;

suariol

Qrganizadion:

InstallShield

< Atras || Siguiente = || Cancelar

5. Select the type of installation you want to perform (complete or customized)) and clickFollowing.

ﬁ Aranda Agent 9 - InstallShield Wizard >
Tipo de instalacion

Elija el tipo de instaladidn gue se adapte mejor a sus necesidades.

Selecdone un tipo de instalacion.

Se instalaran todos los componentes del programa. (Mecesita mas
espacio en disco).

Elija los componentes del programa que desee instalar v la ubicacian
en que se instalarédn. Recomendada para usuarios avanzados,

InstallShield

< Atras |I Siguiente = I | Cancelar

6. Click Install to start the installation of the agent.

ﬂ Aranda Agent 9 - InstallShield Wizard

Preparado para instalar el programa

El Asistente estd preparado para comenzar |a instalacidn.

Haga dic en Instalar para comenzar la instaladan.

Si desea revisar la configuracidn de la instalacién o realizar algin cambio, haga dic en
Atras, Haoga dic en Cancelar para salir del Asistente.,

Installshield

< Afras || Instalar I | Cancelar

7. When the agent installation is complete, clickEnd



ﬁ Aranda Agent 9 - InstallShield Wizard >

Aranda Agent 9 Finalizado - InstallShield

| =

Installshield Wizard ha instalado Aranda Agent 9
correctamente. Haga dic en Finalizar para salir del asistente.

[ Mostrar el registro del instalador de Windows

< Afrés Finalizar Cancelar

Manual Agent Installation by Command Line

Aranda.Agent.Windows.x86_x64.9.xx.xxxx.xxxx.exe /S /V"'/norestart /gn

AGENT_SERVER_ADDRESS=http://localhost/Conserver AGENT_PROFILE_ID=0"

Identifier of the profile to be installed, 0 is a profile selected in the

AGENT_PROFILE_lD:[UNlT] Opp”COtiOﬂ as the default profile.

AGENT_SERVER_ADDRESS=

[STRING] Path of the Server.

ADM Installer/Agent on MacOS

Installing the agent from the Ul

- ® ® [ Downloads
o I ol = == BV . I
Favorites Shared Folder
@ AirDrop Name si
Recents Aranda.Agent.UnixInstaller ‘k—
[ Desktop
B | drop9
-,5‘. Applications SR
@ Documents Fn drop (4).zip

MOTT Broker Configuration
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@ e Aranda Agent 9

Agent profile: 1

URL of conserver:  http://localhost/Conserver

Mext

osascript wants to make changes.

i - Enter your password to allow this.

User Name: Administrator

| Password: |

Installation is succassful with version
8.70.2%07. 0007

Message Description

The version to be installed is the same as the

. . This case is used to update the data in the conserver.
installed version

The version to be installed is lower than the In this case, the installation of the agent being installed
installed version will be prevented.

Installing the agent from the command line



sudo sh RUTA_INSTALADOR/Aranda.Agent.Mac.x64.9.3.1801.3001.sh -

AGENT_SERVER_ADDRESS=http://localhost/Conserver AGENT_PROFILE_ID=0

Line Instruction
RUTA_INSTALADOR Path where the installeris located, can be relative or absolute

Identifier of the profile to be installed, 0 is a profile selected in the

AGENT_PROFILE_ID=[UNIT] application as the default profile

AGENT_SERVER_ADDRESS=

[STRING] Conserver or Repserver Path

Grant agent permissions

®  Preferenciasdel Sistema  Edicion  Visualizacion  Ventana  Ayuda M *» ® Q & Mar28dejun. 12:12p.m.

Acerca de esta Mac
Prijerencias del Sistema... 1 acuaizacion s

App Store...
i . PRUEBAS
tiii Preferencias del Sistema

Elementos recientes LIBERACION.mm

Forzar salida.
= Juan Sacristan
leposo Apple 1D y iCloud

Reiniciar... - i e Aranda.Agent.Mac
Genera

Apagar equipo.. -x64.9.1...1.app.zip

- @ ' .
protectorde pantalla  de mends t y regidr

Aranda.Agent.Unix
Installer

Bloquear pantalla
Cerrar sesion de Aranda...

5&"&3_‘.. PO-0C B — ™



Seguridad y privacidad

General FileVault Firewall Privacidad

Recordatorios

Permite que las siguientes apps y sarvicios determinen tu ubicacidn.
Fotos
Camara
Micréfono

Servicios del sistema Detalles... -

Reconocimiento de voz
Accesibilidad
Monitorizacién de entr... 4 Indica una app que usd tu ubicacidn en las dltimas 24 horas.

Acceso total al disco

Archivas y carpetas
Acerca de Localizacién y la privacidad...

E
0
o
O
0
®
EEE
-
-

Seguridad y privacidad

General FileVault  Firewall | Privacidad

Recordatorios Permite que las apps de abajo accedan a datos de Mail, Mensajes,
Safari, Casa, respaldos de Time Machine y algunas configuraciones

Folos administrativas de todos los usuarios de esta Mac.

Camara

Micrdfono
Reconocimiento de voz
Accesibilidad
Monitorizacién de entr...
Acceso total al disco

Archivos y carpetas

TN iee00@




Seguridad y privacidad

General FileVault Firewall Privacidad

Recordatorios Permite que las apps de abajo accedan a datos de Mail, Mensajes,
Safari, Casa, respaldos de Time Machine y algunas configuraciones

Eotos administrativas de todos los usuarios de esta Mac.

Camara - . Aranda.Agent. ACOREService
—

Microfono sshd-keygen-wrapper

leconocimia & VOZ "
Reconocimiento de voz Google Chrome

Accesibilidad
Fertere Google Software Update
Monitorizacion de entr...

Acceso total al disco

Archivos y carpetas

E
®
o
O
m
)
=
=
-

Avanzado...

Agent exceptions on macOS

Agent Modification

Agent Modification (Repserver Host or Conserver and Profile)

@ Aranda.Agent.Unixinstaller

H Aranda.Agent.Mac.x64.8.14.2203.0101.app.zip

Recientes
i
Escritorio h Aranda.Agent.Mac.x64.9.14.2202.280 3.app.zip




IninstallAgent

Do you have an agent installed that you want to do?

* Modify agent

Uninstall agent

Agent prafile:

LURL of conserver:

Uninstalling Agent

Command Line
graphical interface.

Command Line

cd /opt/local/aranda

sudo sh UninstallAgent.sh

Graphical Interface

.I.I_ | '.'| Fi r.': _| _||‘| -:I o r r .:'El

http:/focalhost/Conserver




L]
<

Favoritos
# Aplicaciones
o Descargas
(& Recientes

[ Escritorio

. Uninsta _.l"._;_!l_'-l |
Do you have an agent installed that you want to do?
Modify agent

#* Uninstall agent

osascript guiere realizar cambios.

| Ingresa tu contrasefia para parmitir esta accidn.

Usuario: Admin

Contrasena: |

Cancelar

Agent was successfully uninstalled

Linux ADM Installer/Agent

Manually installing the Command-Line Agent on Linux

MOTT Broker Configuration




sudo sh RUTA_INSTALADOR/Aranda.Agent.Linux.x64.9.3.1801.3001.sh --

AGENT_SERVER_ADDRESS=http://localhost/Conserver AGENT_PROFILE_ID=0

Line Description
ROUTE_INSTALLER Path where the installer is located, can be relative or absolute.

Identifier of the profile to be installed, 0 is a profile selected in the

AGENT_PROFILE_ID=[UNIT] application as the default profile

AGENT_SERVER_ADDRESS=

[STRING] Conserver or Repserver path.

2. Después de instalar el agente se crea una carpeta con el nombre Aranda en la ruta
‘/Opt/’ con las librerias, servicios del agente y otra carpeta en ‘/etc/ ' con el nombre
Aranda, donde se guardan los logs y la base de datos del agente. Al borrar estas
carpetas se desinstalarad el agente.

Agent exceptions on Linux

Manual uninstallation of the Command Line Agent on Linux

cd /opt/aranda

sudo sh UninstallAgent.sh

Database connection configuration
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SqlServer * ArandaConn B i

Name Provider Server

o Connection success
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vl Services

4 (] web Applications
sql E CAinetpub wrootiagentavs\appsettingsjson
E[ﬁ Chinetpub\wwwroot\arc\notification\appsettingsjson
Mﬁ Chinetpubiwwewroot\arc\recording\appsettingsjson
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4 |/ Windows Services
Mﬁ CAProgram Files [x86)\Aranda\Aranda License\Aranda License Windows.Sernvice.exe.config
ﬁ CihProgram Files (x86)\Aranda\Aranda Services\Aranda.CommonWindows.Service.exe.config
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ADM Licensing

All Aranda Software products require a license to operate, for this reason

G Google

ADM uses Aranda’s common licensing

service to authorize users to enter the console and control the licenses purchased, among other operations.

Upload Licensing File

1. To upload the licensing file, the first time you enter the Aranda Device Management (ADM) website, go to the
configuration view of the ADM web console, in the General from the main menu, select theLicences. In the

information view, you can view information associated with licensing.

‘g’i’_ﬂ Aranda Device Management

!;' Roles y permisos
Configuraciones

* globales

x Usuarios

g3 Licenciamiento

L usuarios

Licencias producto
Seleccione la licencia para editary filtre [a biisqueda por los criterios deseados

Inventario @ Licenciamiento e Distribucién @ Actualizaciones
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Francisco

Bl Acchivos
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2.Intheinformation view, select the Records and click the New.
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5_{5 Roles y permisos
Archivos de licencia -
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Realice el proceso para generar las licencias y administrartas

o2

ARANDA ASSET MANAGEMENT #1 ARANDA PATCH MANAGEMENT #4
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3. In the window that is enabled select the Download MACHINE-KEY option,

QU Ordenar:| Compaiia

Nuevo

ARANDA POWER MANAGEMENT #6
Demo

Producto Fecha de expiracion
Energ ia 10/09/2025
Configuracién de la licencia ~ Compaiiia

B L= desamrallo
ARANDA SOFTWARE METRIX #2

Demo

Producto Fecha de expiracion
Licenciamiento 10/09/2025
Configuracién de la licencia ~ Compaiiia

desarrollo

B L2

click on the linkHere, which allows the

download of the MachineKey.amk file (licensing file), which must be sent to the area in charge of Aranda Software

(Pre-Sales and Projects) for the generation of the .lic file (licensing file).
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Archivos de licencia Buscar Q Ordenar:| Compaiiiz - | m

Realice el proceso para generar las licencias y administrarlas

Software Enviar MACHINE-KEY

Esta pantalls e permite agregar licencias. Solo podra finalizar el proceso hasta  Envie el archivo generado en el punto anterior, para que ArandaSoftware e envie de vuelta
que lleve a cabo todos los pasos descriptivos a continuacion. un archivo de licencia (lic). Haga clic Aqui para enviar el archivo.
Descargar MACHINE-KEY Subir licencia
Para iniciar el proceso de creacitn de |a licencia, descargue el archivo Para subir la licencia usted debe adjuntar el archivo que le fue enviado por ArandaSoftware y
MACHINE-KEY. Haga clic Aqui para iniciar la descarga. despues de click en el boton finalizar para completar el proceso.

Explora los archivos y seleccione Los archivos que desea cargar

5 ARANDA ASSET MANAGEMENT #1 L ARANDA PATCH MANAGEMENT #4 5 ARANDA POWER MANAGEMENT #6
o3 o3 &
Demo Demao Demo
Producto Fecha de expiracion Producto Fecha de expiracidn Producto Fecha de expiracion
6 registro(s)

R Warning: Once the user uploads their purchased licenses from the console, the common licensing
service must remain on the same machine, otherwise the uploaded licenses will be lost.

R Warning: If your application server is located on a virtual machine, it is recommended that you install
the Common Licensing Service on a physical machine, because when you restart virtual machines, there
is a high probability that the hardware brand will change and the service will incorrectly assume that it was
moved.

4. Once you have received the .lic file (licensing file), you need to upload it to the server, click on theSelect File and
thenin End.

% Licenciamiento ‘ Usuarios Archivos

Archivos de licencia Buscar Q| Ordenar:| Compaiiia - m

Realice el proceso para generar las licencias y administrarlas

Software Enviar MACHINE-KEY
Esta pantalla le permite agregar licencias. Solo podra finalizar el proceso Envie el archivo generado en el punto anterior, para que ArandaSoftware le envie de vuelta

hasta que Lleve a cabe todos Los pases descriptivos a continuacion. un archivo de Licencia (lic). Haga clic Aqui para enviar el archivo.
@ Abrir x Ed debe adjuntar el archivo que le fue enviado por ArandaSoftware
T+ ‘ » Esteequipo » Descargas v O Buscar en Descargas o | [poton finalizar para completar el proceso.
CEEIEET Mrae e BE ~ | e :;Leccmne los archivos que desea carg Seleccionar archivo
[ Este equipo ” Hoy (4) La semana pasada (4)
- Descargas [@ License 311085 1311204217 p.m.__ License
Documentes
I Escritorio
o= Imagenes o 9'_% ARANDA POWER MANAGEMENT #6
Dema
Nerbre de archivo: || ~ | |'k>dns los archivos ~ ‘ Producto Fecha de expiracién
[ Awic ]| cancelar |
] =

View/Associate Licensed Devices

5. To view the license detail and licensed devices, in the Licensing information view, select the Licensing and the
license by ADM management module (Inventory, Licensing, Distribution, Updates, Remote Control and Energy). The
Licensed and Unlicensed options group the devices found.

6. By selecting one or more devices, you can select the respective button to Associate Licenses or Disassociate
Licenses to the chosen devices.
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Desasociar licencias

Delete Licenses

7. To delete alicense, in the Licenses information view, select the Records and the registration of a license. Click the
Eliminate

. You will be able to display a message confirming the action; when you click Accept the license will be deleted.
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ADM Access

The authentication process to the ADM web console will be executed according to the role defined by the
organization to develop the different tasks of device management and configuration. The two instances of



authentication are:

Login
1. Enter the URL from the Aranda Device Management ADM web console.
2. Tologinto the ADM application, enter the username and password assigned to you.

R Note: For more information on the authentication process of Aranda products (authentication and
forgot possword fields and providers), go to the Aranda Common Login Module.
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Logging Out

1. When a user is in an active session within the web console and requires to end the session and exit the application,
in the console header menu select the usericon and click log off.

== HH = = Confiquracién Ce .
59’&"‘] Aranda Device Management = = =4 A ® 5] # Configuracién Cerrar sesidn
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2.0nce the sessionis closed, the user returns to the home screen and the user can enter the console again.

Update

ADM Update

In the ADM upgrade processes, after installation, you must take into account the following components to be
updated:

ADM Console Update.

ADM Agent Update.

Manual Upgrade of the Server.

Updating the Conserver by Distribution Project.
Remote Support Viewer Update.

F Important: To ensure that your application is working properly after an update to the latest version,
update the following components:

e Discovery Agent (starting with version 9.21.1, the Discovery Agent is automatically updated)


https://docs.arandasoft.com/common/en/pages/login/inicio_sesion.html

ADM Console Update

- Aranda Conserver V9

- Aranda Cruncher Catalog

- Aranda Cruncher Energy

- Aranda Cruncher File

- Aranda Cruncher Inventory

- Aranda Cruncher Patch

- Aranda Cruncher Usage

- Aranda License Windows Service

- Aranda Scheduler Windows Service
- Aranda Worker Windows Service

- Borrar el contenido que se encuentra en la carpeta “%Program Files (x86)% \Aranda\Aranda Services”
- Excepcion de la carpeta‘Downloads’, debido a que en esta se guarda el catdlogo de parches.

- Carpeta “%Program Files (x86)% \Aranda\Conserver” a excepcion de la carpeta ‘Data’.

- Carpeta“% inetpub\wwwroot\ADM"

- Carpeta“% inetpub\wwwroot\RepServer”

View ADM Console Installation

View Installation Conserver




- Aranda Cruncher Catalog

- Aranda Cruncher Energy

- Aranda Cruncher File

- Aranda Cruncher Inventory

- Aranda Cruncher Patch

- Aranda Cruncher Usage

- Aranda License Windows Service

- Aranda Scheduler Windows Service
- Aranda Worker Windows Service

View installation
Aranda MOTT Broker Installation

Automatic Agent Update

Agent Pack for Windows




F Note:

- After 12 hours, after the installation or update of the ADM console, the ADM agent will attempt to update
to the latest version released for the console version. If you want to force the update, from the list of
devices, you can execute the Update Agent

- Starting with ADM Agent version 9.23.0, it is no longer necessary to upload the Agent package from the
ADM console for agent update.

Updating the MacOs Agent

1. To perform the automatic update of the MacOs agent, enter the ADM management console, in the section of ADM
Configuration from the main menu, select the Packages . In the information view, click More Options and Package.

Upload the installation file with extension.Sh.

m Paguetes

Compieze la informacidn pars la creacion de paguetes
Tipo del paguete

() Software () Agente

Sistema operativo Arguiteciura
() windows () Linee (@) Mac 0 e xb4
Hombre del paguete ‘ersion

Aranda Agent Mac.xb4.9 15.2206.1601 9.15.2206.2201
Descripcidn

o~

Archivo actual

Aranda AgentMacx54.9.15.2206.1601.5h arsg M A

Escoja un archivo o arrastrelo aqui para reemplazar el acoual

2. When the agent finishes loading, click Save

F Note:

- After 12 hours, after the installation or update of the ADM console, the ADM agent will attempt to update
to the latest version released for the console version. If you want to force the update, from the list of
devices, you can execute the Update Agent

- Starting with ADM Agent version 9.23.0, it is no longer necessary to upload the Agent package from the
ADM console for agent update.

Linux Agent Package

1. To perform the automatic update of the Linux agent, go to the ADM Management Console, in the ADM Configuration
from the main menu, select the Packages . In the information view, click More Options and Package.

Upload the installation file with extension.Sh.



m Paguetes

Compiete la informacidn para la creacion de paguetes

Tipo del paguete
Saftware & Agente
Sistema operativo

Wi ows B Linux Mac

Mombre del paguete

Aranda Agent Linux x54.9.14 2205 0386

Descripcidn

Archivo acoual

Arguitectura

B e B

ersian

9.14.2205.0386

,

ArandaAgent Linuxx64.9.14 2205.0386.5h 1870MEB &L

Escoja un archivo o armastrelo aqui para reemplazar el actual Formatos soportacos: EXE, 5H

m

F Note:

- After 12 hours, after the installation or update of the ADM console, the ADM agent will attempt to update
to the latest version released for the console version. If you want to force the update, from the list of
devices, you can execute the Update Agent

- Starting with ADM Agent version 9.23.0, it is no longer necessary to upload the Agent package from the
ADM console for agent update.

Manual Upgrade of the Shelf

1. Stop the Aranda Conserver V9 service.

2. Uninstall the Conserver Service program from the control panel.

3. Delete the record from the following folder:

e Folder“%Program Files (x86)%\Aranda\Conserver” except for the ‘Data’.

F Note: Do not delete the contents of the Conserver repository.

4. Run the installer Aranda.Conserver.Installer.exe. Do not upload the service until configuring the .config of the

conserver folder. See Insta

llation Conserver..

5. Start the Aranda Conserver V9 service.

6. To verify the successful connection of the conserver, log in to the ADM Management Console, in the ADM
Configuration from the main menu, select the Communications . In the Information View, in the Communications
Tree, click on the Repserver node and select Keep. In the detail view on the Configuration Click the Test Connection

Aranda

Device Management

Comunicaciones

Credenciales

Comunicaciones

Perfiles Agente

Cavdlogo de
Aplicaciones

@ & & <

b

B

Paquetes

Portal de .
autogestion O

=

€5 ) FRepserves

@ BG-D-SACRISTANLINTERSEQ.LOCAL

3 conguracin S8 pescuvrimients

Configuracién nodo de comunicaciones
Edite la informacidn para conectar el node de comunicaciones
Direccidn nodo de comunicaciones

hetp//192.168.1 111 Conserver

Puerto Wake on LAN Ruta en donde se quardan los archivos

CAConserver

F Note: Installation of the Conserver requires that the server has version 4.8 of the .NET framework or

later.


file:///adm-install-onpremise/instalacion_conserver/instalacion_conserver.html

Updating the
Conserver by Distribution Project

Maintaining the Conserver via Distribution Project

Upgrade from version 9.16 to 9.17 »

Upgrade from versions later than 9.17 »

Preconditions

Upgrade from version 9.16 to 9.17

:: Ingresar en la variable path la ruta donde se encuentra instalado el conserver
SET path =C:\"Program Files (x86)"\Aranda\Conserver

:: Ingresar el nombre del instalador .exe del conserver

SET conserver = Aranda.Conserver.Installer.9.17.0.0.exe

SET config = Aranda.Conserver.Windows.Service.exe.config

MsiExec.exe /X{96E7810B-02CE-40D1-A17D-4FDAC64B5BOC} /gn
@timeout /t 6 /nobreak

cd $TEMP%

cmd.exe/c %conserver% /S /v/gn

@timeout /t 20 /nobreak

del %path%\%config%
copy % TEMP%\%config% %path%

sc start ArandaConserverWindowsServiceV9

del % TEMP%\%conserver%
del % TEMP%\%config%

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>
<section name="dataConfiguration"
type="Microsoft.Practices.EnterpriselLibrary.Data.Configuration.DatabaseSettings,
Microsoft.Practices.EnterpriselLibrary.Data, Version=6.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"
requirePermission="true" />
<!-- For more information on Entity Framework configuration, visit http://go.microsoft.com/fwlink/?Link|D=237468 --

<section name="entityFramework" type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSection,
EntityFramework, Version=6.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" requirePermission="false" />
</configSections>
<connectionStrings>



file:///adm-install-onpremise/en/actualizacion_Conserver_proyecto_distribucion.html

<add name="local" connectionString="Data Source=Data\local.dat;busytimeout=60"
providerName="System.Data.SOLite.EF6" />
</connectionStrings>
<appSettings>
<add key="dataConfiguration:defaultDatabase" value="local" />
<add key="Serilog:MinimumLevel" value="Debug" />
<add key="Serilog:WriteTo:0:Name" value="File" />
<add key="Serilog:WriteTo:0:Args:path" value="Logs\log.txt" />
<add key="Serilog:WriteTo:0:Args:shared" value="true" />
<add key="Serilog:WriteTo:0:Args:rollinglnterval" value="Day" />
<add key="Logging:LogLevel:Default" value="Information" />
<add key="serverAddress" value=""/>
<add key="enableProxy" value="false" />
<add key="proxyAddress" value=""/>
<add key="proxyUser" value=""/>
<add key="proxyPassword" value=""/>
<add key="privatelp" value=""/>
<add key="publiclp" value=""/>
<add key="mqttServerPort"value="1884"/>
<add key="mqttlp" value=""/>
<add key="publicServerPort" value="80" />
<add key="privateServerPort" value="80" />
<add key="p2pPort" value="9501" />
<add key="maxDistributionSleepMsPerThread" value="8" />
<add key="maxDistributionThreads" value="4"/>
<add key="enableDiscoveryCommon" value="1"/>
<add key="SecondsPingRemoteServer" value="60" />
<add key="enableSecurity" value="false" />
</appSettings>
<startup>
<supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.8" />
</startup>
<entityFramework>
<providers>
<provider invariantName="System.Data.SQLite" type="System.Data.SQLite.EF6.SOLiteProviderServices,
System.Data.SOLite.EF6" />
<provider invariantName="System.Data.SqlClient" type="System.Data.Entity.SqlServer.SqlProviderServices,
EntityFramework.SqlServer" />
<provider invariantName="System.Data.SQLite.EF6" type="System.Data.SOLite.EF6.SQLiteProviderServices,
System.Data.SOLite.EF6" />
</providers>
<defaultConnectionFactory type="System.Data.Entity.Infrastructure.LocalDbConnectionFactory, EntityFramework">
<parameters>
<parameter value="mssqllocaldb” />
</parameters>
</defaultConnectionFactory>
</entityFramework>
<runtime>
<assemblyBinding xmIns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyldentity name="Newtonsoft.Json" publicKeyToken="30ad4fe6b2a6aeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-13.0.0.0" newVersion="13.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="DotNetZip" publicKeyToken="6583c7c814667745" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-1.14.0.0" newVersion="1.14.0.0" />
</dependentAssembly>
<dependentAssembly>
<publisherPolicy apply="no" />
<assemblyldentity name="0racle.ManagedDataAccess" publicKeyToken="89b483f429c47342" culture="neutral" />
<bindingRedirect oldVersion="4.121.0.0 - 4.65535.65535.65535" newVersion="4.122.19.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Runtime.CompilerServices.Unsafe" publicKeyToken="b03f5f7f11d50a3a"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Configuration.Abstractions"
publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Configuration" publicKeyToken="adb9793829ddae60"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.1" newVersion="6.0.0.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Configuration.EnvironmentVariables"
publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.1" newVersion="6.0.0.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Logging" publicKeyToken="31bf3856ad364e35" culture="neutral"

<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Tokens" publicKeyToken="31bf3856ad364e35" culture="neutral"

<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.IdentityModel.Tokens.Jwt" publicKeyToken="31bf3856ad364e35"




culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Diagnostics.DiagnosticSource" publicKeyToken="cc7b13ffcd2ddd51"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.ValueTuple" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.0.3.0" newVersion="4.0.3.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Threading.Tasks.Extensions" publicKeyToken="cc7b13ffcd2ddd51"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.0.1" newVersion="4.2.0.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Bcl.AsynclInterfaces" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Buffers" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.0.3.0" newVersion="4.0.3.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="RestSharp" publicKeyToken="598062e77f915f75" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-106.13.0.0" newVersion="106.13.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Configuration.Binder" publicKeyToken="adb9793829ddae60"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Logging.Abstractions" publicKeyToken="adb9793829ddae60"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.1" newVersion="6.0.0.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Owin" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.2.0" newVersion="4.2.2.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Text.Encodings.Web" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.0.5.1" newVersion="4.0.5.1"/>
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Text.Json" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.6" newVersion="6.0.0.6" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Web.Http" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.2.9.0" newVersion="5.2.9.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Owin.Security" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.2.0" newVersion="4.2.2.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Owin.Security.OpenldConnect" publicKeyToken="31bf3856ad364e35"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.1.0" newVersion="4.2.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Owin.Security.Cookies" publicKeyToken="31bf3856ad364e 35"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.1.0" newVersion="4.2.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Logging" publicKeyToken="adb9793829ddae60" culture="neutral"

<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Dependencylnjection.Abstractions”
publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Options" publicKeyToken="adb9793829ddae60" culture="neutral"

<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Primitives" publicKeyToken="adb9793829ddae60"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.JsonWebTokens" publicKeyToken="31bf3856ad364e35"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>




<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Protocols" publicKeyToken="31bf3856ad364e35"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Protocols.OpenldConnect”
publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Net.Http.Formatting" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.2.9.0" newVersion="5.2.9.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Abstractions" publicKeyToken="31bf3856ad364e35"
culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>
<system.data>
<DbProviderFactories>
<remove invariant="System.Data.SOLite.EF6" />
<add name="SQL.ite Data Provider (Entity Framework 6)" invariant="System.Data.SQLite.EF6" description="NET
Framework Data Provider for SQLite (Entity Framework 6)"' type="System.Data.SQLite.EF6.S0LiteProviderFactory,
System.Data.SOLite.EF6" />
<remove invariant="System.Data.SQLite" />
<add name="SQLite Data Provider" invariant="System.Data.SQLite" description=".NET Framework Data Provider for
SQLite" type="System.Data.SQLite.SOLiteFactory, System.Data.SOLite" />
</DbProviderFactories>
</system.data>
<system.serviceModel>
<behaviors>
<serviceBehaviors>
<behavior name="">
<serviceMetadata httpGetEnabled="true" httpsGetEnabled="true" />
<serviceDebug includeExceptionDetaillnFaults="false" />
</behavior>
</serviceBehaviors>
</behaviors>
<services>
<service name="Aranda.Conserver.Ws.Servicel">
<endpoint address=""binding="basicHttpBinding" contract="Aranda.Conserver.Ws.IServicel">
<identity>
<dns value="localhost" />
</identity>
</endpoint>
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange"/>
<host>
<baseAddresses>
<add baseAddress="http://localhost:8733/Design_Time_Addresses/Aranda.Conserver.Ws/Servicel/" />
</baseAddresses>
</host>
</service>
</services>
</system.serviceModel>
</configuration>

Create a Distribution Package Create a Distribution Package

Create a new Distribution Pack

Software Distribution Project
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Configuracion del proyecto de software
Configure Los datos basicos, paquetes y ejecuciones del proyecto de distribucién de software.

Buscar aplicaciones y/0 paquetes de instalar

2 ar
i [g) Conserver8.17 o0 #[8) Conserver config o0 #[) =eriet 00

Plataforma: Windows Plataforma: Windows Plataforma: Windows
Version 9.170.7 Versién 6

Motificaciones

8. Run the distribution on the computer to perform the Conserver update.

R Note: If you have more than one conserver and they are installed on a different path, you must create a
.batone.config and a different project for each of the conservers. If the conservers maintain the
installation path and have the same configuration, they can be submitted in the same distribution project

9. Inthe ADM configuration, define the Reserver/Conserver Communication Components and check the connection.

Upgrading from versions after 9.17
To update the conserver using a distribution project, you need to follow the following steps:
1. Create afile with .bat extension (e.g., UpdateConserver.bat)

2. Copy and edit the following script in the created file and save it.

B Note:

- Enterin the variable path the route where the conserveris installed.**

- Enterin the variable conserver the full name of the conserver installer

- If you have more than one conserver and they are installed on a different path, you must create a
different .bat and project for each of the conservers

~~~batch :: Ingresar en la variable path la ruta donde se encuentra instalado el conserver SET path = C:"Program Files
(x86)'\Aranda\Conserver :: Ingresar el nombre del instalador .exe del conserverSET conserver =
Aranda.Conserver.Installer.9.16.3.6.exe

copy %path%\Aranda.Conserver.Windows.Service.exe.config % TEMP% @timeout /t 3 /nobreak

MsiExec.exe /X{96E7810B-02CE-40D1-A17D-4FDAC64B5B0C} /gn @timeout /t 6 /nobreak cd %TEMP% cmd.exe /c
%conserver% /S /v/gn @timeout /t 20 /nobreak

del %path%\Aranda.Conserver.Windows.Service.exe.config @timeout /t 3 /nobreak copy
% TEMP%\Aranda.Conserver.Windows.Service.exe.config %path% @timeout /t 3 /nobreak

sc start ArandaConserverWindowsServiceV9

del % TEMP%\Aranda.Conserver.Windows.Service.exe.config del % TEMP%\%conserver%

5. Create a Distribution Package guy copy with the installer of the consever.
4. Create a new Distribution Pack guy execution with the file .bat created in steps Tand 2.

5. Loginto ADM Distribution Management and create o Software Distribution Project.

B. In the project add the packages created in step 3 and 4 by first adding the conserver installer package (Copy type
package)adding % TEMP% as a path.
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Configuracion del proyecto de software

Configure Lo datos bisicos, paquetes y ejecuciones del proyecto de distribucién de software.

Datos ba:

Distribucién de paquetes

Tipo de sistema operative

i . o N X
TR Lt e A continuacion agregue la ruta de copiado
Puede usar %USERPROFILEX para el directorio de usuario 0 XTEMP%
Faquetes para temporales de Windows.
‘ %TEMPS] |
Buscar aplicaciones y/o paquetes de instalar Q
| |
B Conserver O @ E[@) script O @
Plataforma: Windows Plataforma: Windows
Version 9.163.6 Version 1
Credencial
Notificaciones

7. Run the distribution on the computer to perform the Conserver update.

B Note:

- If you have more than one conserver and they are installed on a different path, you must create a
different .bat and project for each of the conservers. If the conservers maintain the installation path, they
can be submitted in the same distribution project.

If the distribution has been successful, the conserver is updated.

8. Inthe ADM configuration, define the Reserver/Conserver Communication Components and check the connection.

Remote Support Viewer Update
To update the Remote Support Viewer follow the steps below:

1. Login to Control Panel > Programmes > Programs and FeaturesSelect Aranda ADM Utils and click Uninstall

Desinstalar o cambiar un programa

Para desinstalar un programa, selecciénelo en la lista y después haga clic en Desinstalar, Cambiar o Reparar.

Organizar ~ | Desinstalar | Cambiar  Reparar =- @
Nombre Desinstalar este programa. Editor Seinstalé el Tamafio Version
[@7-Zip 21.07 (x64) Igor Paviov 20/04/2022 531MB 2107
[ ActivePerl 5.22.1 Build 2201 ActiveState 20/04/2022 832MB 5222201
[PE] Agente de Red de Kaspersky Security Center Kaspersky Lab 18/01/2022 497MB 102434
B3 AnyDesk AnyDesk Software GmbH 11/08/2022 200MB ad 7.0.14
£l Aranda ADM Utils MNombre de su organizacion 31/03/2023 260MB 91642
£ill Aranda Conserver Service Aranda Software 28/03/2023 379MB 9.17.07
- Aranda Database Tools Aranda Software 25/03/2022 260MB 9.0.4.1
34']1 Aranda Device Manag Aranda Software 2711272022 498 MB 91633
€ Aranda Virtual Support Agent Aranda Software 14/01/2023 802MB 9118
© Aranda ADM.MQTT _Broker Mombre de su organizacion 21/11/2022 281MB 9000
‘ Azure Data Studio Microsoft Corporation 16/06/2021 417 MB  1.23.0
0 Beyond Compare 4.4.5 Scooter Software 14/02/2023 490ME 44527371
|j Browser for SQL Server 2019 Microsoft Corporation 16/06/2021 11,0 MB  15.0.2000.5
ACMake Kitware 14/12/2022 1M5MB 3251
8 DB Browser for SQlite DB Browser for SQLite Team 27/02/2023 438MB 3122

Nombre de su organizacién Version producto: 9.16.4.2 Vinculo de soporte .. http://www.arandasoft.com
%ﬁ Vinculo de Ayuda:  http://www.arandasoft... Tamafio: 26,0 MB

2. Once the previous version is uninstalled, you can start the installation of the new versionView Remote Support
Viewer Installation

ADM Structures

Onpremise Structure

The structure and operation of Aranda Device Management ADM is an application distributed in the following
components:
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Database (server in the client’s infrastructure)

Repository where all system information is stored. The database stores hardware, software, and file inventory
information for all workstations.

Application Server

This server contains the business logic, as well as the Mailer, DB Manager, Conserver, and Cruncher modules.
Additionally, it communicates with the Web Console to display the information contained in the Database there.

Preserve

The Conserver acts as a link between the application server components and the client's LAN. This is a Windows
service that must be located on the LAN network in order to send and receive messages from the agents installed on
each machine facilitates the processes of discovery, distribution, and remote management. Depending on the
topology, a Conserver must be installed for each network segment.

Cruncher

Service installed on the server where the console is installed, is responsible for processing the inventories and saving
them in the database. To do this, it decrypts, decompresses, and stores the data collected by each station. There are
2 crunchers:

ADM Agent

The Aranda Device Management agent is the component installed on the customer’s devices it is responsible for
generating, compressing, encrypting and sending via TCP/IP the hardware and software inventory in each of the
workstations; it also allows the generation of inventories and the secure management of commands from the server.

This component is installed on the client side. It can be installed locally and/or remotely on each workstation.

Repserver

This component is installed on the application server and is responsible for receiving requests from the client’s LAN
network or from computers that are directly connected through the Internet.

Web Server Repserver

This component is installed on the application server and contains the Internet Information Services IIS and .Net
Framework, on which the application for the Administration Web Console is installed.



Web Console

Through this interface that the customer, user or administrator visualizes, they will be able to manage and view
hardware and software inventories by workstation, track and control their IT resources, perform remote control
tasks.

Self-Management Portal

This interface that the client visualizes, allows the users responsible for the devices to visualize the available
software distribution projects and perform the installation in an unattended manner.

Broker MOTT

This service, located on the customer’s LAN network, allows you to manage and control the messaging actions sent
to the web console in real time.

It facilitates communication with the different devices that are being managed, it allows requests to the devices to
arrive in real time, for the communications of the devices within the business LAN network, the service can be
installed on the server of the conserver or another server that is on the LAN network, it is necessary to open port 1884
or 1883.

Turn Server

When two devices are unable to establish a direct connection to each other, a Turn server is needed to facilitate
communication.

It is a Windows service installed in a virtual machine, which acts as a bridge for remote control between the specialist
agent and the workstation agent. To activate this functionality, both agents establish a connection with the Turn
Server, which is listening on port 8081 or the parameterized for operation on Onpremises, transmitting the data from
one agent to the other.(Cloud, defined listening port 3478)

Specialist Agent

It is designed to allow remote control access, file transfers, and recordings for audits. Each specialist must install
this application on the machine where he works.

Workstation Agent

Component installed on Windows devices in architectures, they are responsible for receiving remote support. It can
be located both inside and outside the customer’s infrastructure.

Harbours

Communication ports used by Aranda Device Management (ADM) to enable required communications.



