%] Aranda Device Management



ADMis a solution that manages the organization’s hardware and software computer assets, performing remote monitoring and control tasks. Based on inventory knowledge,
you can distribute and keep the software updated on the devices reached.

Knowledge and access to the installation and update stages of ADM allows the user to define and configure the components necessary for the operation of the application.
The guidelines to be taken into account are:

O (2) ©
1 <

Requerimientos Instalacion Actualizacion

1. Requirements

Learn the basic requirements for proper application operation.

2. ADM Installation
Learn the required installation path of the different components and applications that make up ADM device management.

3. Upgrade

Identify how to perform updates to the components of the functionality.

¢Para quién es esta guia?

This guide is designed to provide the user with a secure path through the ADM installation, configuration, and update process.
What is our documentation?

Aranda Device Management ADM < Getting Started Guide

ADM Installation and Configuration Guide (You are HERE)

Aranda Device Management ADM < Management Manual
Aranda ADM < Integration Manual

Hardware and Software Requirements

Hardware and Software Requirements

The following settings are recommended for managing between 1and 2500 devices.

Azure Web Server ADM Console and Conserver

Operating system Windows Server 2019 Datacenter

Cores Intel® Xeon® CPU E5-2673 v4 @ 2.30GHz 2.29GHz
RAM Minimum 4 GB
Disk Minimum 64 GB

Azure Database Server

Guy SOL Database (MS SQL 2019 or higher in Standard/Enterprise Datacenter version)

Size Minimum 5 GB

Additional information The database must be created with Collate: SQOL_Latin1_General_CPI1_CI_Al

Remarks Database space varies depending on the number of devices and modules you have enabled in ADM.

= Note: See Exceptions


https://docs.arandasoft.com/adm-guide/en
https://docs.arandasoft.com/adm/en
https://docs.arandasoft.com/adm-integra/en
file:///adm-install/en/pdf.html#section-00d

Workstation Agent

The operating system versions supported by this agent are:

Windows

Windows Operating System Version

Windows 8.1 Pro
Windows 10 Pro
Windows 10 Home
Windows 10 Enterprise
Windows 11 Pro
Windows 11 Home
Windows 11 Enterprise
Windows Server 2016
Windows Server 2019
Windows Server 2022
Mac

Mac operating system Version

Mac0S Sonoma
MacOS Fortune
MacOS Monterey

F Note: The following processors are supported: Intel and Apple Silicon M1, M2 and M3

Linux

Linux Operating System Version

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

Red Hat Enterprise Linux 8.0
Red Hat Enterprise Linux 8.6
Red Hat Enterprise Linux 9

R Note: 1. Ubuntu versions are supported for both server and desktop.
2.The agentis not supported for 32-bit Linux distributions.



Exceptions

Exceptions

< Hardware and Software Requirements

[AAM_FILE_NAME] [name] I|SOL_Latin1_General_CP1_CS_AS| [AAM_FILE_PRODUCT]l [name] SOL_Latin1_General_CP1_CI_AS| [[AAM_LOCAL_USER] [domain]l
SOL_Latin1_General_CP1_CI_AS| [AAM_LOCAL_USER] [username] SOL_Latin1_General_CP1_CI_AS| [AAM_MANUFACTURER] [name] SOL_Latin1_General_CP1_CI_AS]| |
[AAM_NETWORKADAPTER] [name] SOL_Latin1_General_CP1_CI_AS| [[AAM_PATH] [path]l SOQL_Latin1_General_CP1_CI_AS| [AAM_SOFTWARE_PRODUCT] [namel]
SOL_Latin1_General_CP1_CI_AS]| [AAM_SOFTWARE_UNINSTALL] [uninstall_string]| SOL_Latin1_General_CP1_CI_AS| [[ASM_FILE_RULE] [namell
SOQL_Latin1_General_CP1_CI_AS| [ASM_FILE_RULE] [file_product_name]l SOQL_Latin1_General_CP1_CI_AS] [ASM_SOFTWARE_RULE] [namell
SOL_Latin1_General_CP1_CI_ASI[[ASM_SOFTWARE_RULE ][ manufacturer_name ]l SOL_Latin1_General_CP1_CI_AS| [ AAM_DRIVER] [name ] SOL_Latin1_General_CP1_CI_AS|

Required Ports and Permissions on ADM Components

The following are the communication ports used by Aranda Device Management (ADM). The network needs to be configured to allow communications over these ports.

ADM Console Server

The following are the ports and permissions required on the ADM console server for the connection of each of the following Components:

ADM Website

80(HTTP)or 443(HTTPS)  TCP,UDP  Input port: Required for connection of clients to the server

P Notes:
- For the update module, the server must have a complete output to the internet for downloading update patches, from the official sites of each provider and
their subsequent distribution on managed devices.

Remote Control Notifications

has TCP, UDP Inbound port: Required for agents connection to notification server
(HTTPS)
Input Port, intended for the connection of the Specialist Agent and the Workstation Agent with the Turn Server on the
8081 TGP
remote takeover, the use of SSL must be enabled on the server.
WebSockets  They establish a persistent two-way connection between the agent and the server.
3478 TCP Input Port, intended for connecting the Specialist Agent and Workstation Agent to the Stun Server in file transfer.
49152~ UDP Input port, if you require it to operate as a webRTC turn to receive incoming connections. Configuring the Stun/Turn
65535 WebRTC Server
P Notes:

- It is required to configure the server, to view the site in case of having the Remote Control functionality. https://download.arandasoft.com/updates and
download files

Repserver
80(HTTP)or 443 TCP, Inbound port: Required for the connection of agents and/or Conserver depending on the implemented
(HTTPS) UDP architecture
1884 (Optional) MOTT Required for output only, used according to the implemented architecture

Repserver Notifications

They establish a persistent bidirectional connection between the ADM agent and the server, which is required for the Remote

WebSockets \
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B Notes:
- - Remote administration functionality will only be supported on secure sites with protocol (Https).

e For remote administration functionality, you must have communication enabled by (TLS 1.2 or 1.3). For communication security, lower versions of TLS are
not supported.

Servidor ADM Conserver

Machines on local networks can connect to a Conserver(server on the network local) to work with local connections and have additional functionalities.

80(HTTP)or 443(HTTPS)  TCP, UDP Input port: Required for agents connection to the conserver server

1884 MOTT Required for output only, intended for connection to the MQTT Broker

P Notes:

- For agent distribution devices must be within the same LAN, the devices are required to have the shared admin$ resource.

- Itis required that the Windows User of Aranda with whom the installation and deployment of Agents will be carried out has Installation permissions, preferably
administrator of the corresponding machines.

- For Linux and Mac operating systems, the use of the root useris required for the deployment of the agent.

Discovery Agent

When the client requires discovery functionality, it is must enable protocols so that equipment can be found and identified on the local network.

137 (Optional) NETBIOS Required for egress only, intended for device discovery by the NETBIOS protocol
22 (Optional) SSH Required for egress only, intended for device discovery by SSH protocol
389 (0ptional)  TCP, UDP Required for output only, intended for discovery by LDAP

161(Optional) SMNP Required for egress only, intended for device discovery by SMNP protocol

B Notes:
- Port 80 (HTTP) is required if the server is not configured with HTTPS and the appropriate SSL certificates. The client must enable the HTTPS protocol and not
through the HTTP protocol.

- Itis not necessary to always enable all protocols. The ADM Discovery Module allows you to enable the protocols that are required in the process.

Database Server

The ADM server stores the information on servers, in SQL Server or SQL Azure. If you are using SQL Server as a repository, you need to enable the communications to this
server.

1433  TCP  SOL Server protocol input port on the database server

MOTT Broker

To generate real-time notifications to devices, you can use a MOTT server on the local network. As a result, you will need to enable the communications to the MQTT Broker.

The port of the MOTT Broker can be modified if required. You will only have to enable the entry port on the machine where the MQTT

U3tE8) LS Broker works, for cloud environments it is defined by the Aranda operations area

ADM Gateway (Onpremises Architecture - ADM versions lower than 9.21.1)

To make remote control connections, it is possible to install an ADM Gateway that allow connection between computers that are on different local networks or when a
connection of a computer on alocal network with computers in the homes of employees.

The port of the ADM Gateway can be modified if required. You will only need to enable the inbound port on the machine where ADM

A Gateway works

Aranda ADM Utils Installer (Onpremises Architecture - ADM versions lower than 9.21.1)

Remote Support Viewer is an application that allows you to take remote control of managed machines. It is installed on the users’ devices from which the connection is to be
made by remote control, it applies to On-premises architectures



9125 . . .
TCP  Outbound Port: Required for remote control between devices that are on the same LAN when not using a Gateway

(Optional)
4443 TCP Required for egress only, intended for connection to ADM Gateway for remote control between computers on different local
(Optional) networks

ADM Agents

The Agents are installed on each of the computers that are going to be managed through the through ADM. In conserver architectures, agents are installed on machines
through a distributed process guided from the console, however, there are multiple deployment alternatives which can be combined to cover different infrastructure
scenarios.

The ports used in ADM vary depending on the architecture and functionalities required.

ADM (Onpremises Architecture) Agent

80(HTTP)or

443 (HTTPS) TCP, UDP Required for output only, intended for connection to ADM repserver or ADM Conserver

1884 MOTT Required for output only, intended for connection to the MOQTT Broker

Input port: required for server communication with the agent for Remote Management, used when the
9025 (Optional) TCP, UDP architecture does not allow the repserver notification server to be displayed for communication. :
https://Dominio/repserver/Notificationmessage.

They establish a persistent bidirectional connection between the ADM agent and the repserver notification

(V;/ett:)iigglk)ets server, required for the Remote Management, used when the architecture allows the repserver notification
P server to be displayed for communication. : https://Dominio/repserver/Notificationmessage.

9125 (Optional) -
ADM i . . .
Iowe:fr:zlnons TCP Input Port: Required for remote control between devices that are on the same LAN when not using a Gateway
9.21.1
4443 (Optional)
- ADM versions TCP Required for egress only, intended for connection to ADM Gateway for remote control between computers on
lower than different local networks

9.21.1

ADM Agent (With Discovery Capabilities)

137 (Optional) NETBIOS Ingress port, intended for device discovery by the NETBIOS protocol
22 (Optional) SSH Input port, intended for device discovery via the SSH protocol
389(0ptional)  TCP, UDP Inbound port, intended for discovery by LDAP

161(Optional) SMNP Input port, intended for device discovery by SMNP protocol

P Notes:
- Itis not necessary to always enable all protocols. The ADM discovery allows you to enable the protocols that are required in the process.

- The ADM agent uses two local ports to establish outbound connection (TCP) such as the connection to the MOTT Broker and communications between agent

processes, it handles the ip of the localhost and is dynamic, chosen by the network card, usually ranges greater than 1023 to 65535 are used. It does not require
you to do anything in the configuration.

ADM Agent (Cloud Architecture)

(SI_?T(IT_E;—)P)OM% TCP, UDP Required for output only, intended for connection to ADM repserver or ADM Conserver
1884 MOTT Required for output only, intended for connection to the MOTT Broker

They establish a persistent bidirectional connection between the ADM agent and the server, required for

WebSockets . :
remote management functionality.

F Notes:
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- For remote administration functionality, the device where the agent is installed must be able to display the repserver's notification server site:
https://Dominio/repserver/Notificationmessage.

- View functionality Remote Management

ADM Agent (With Discovery Capabilities)

137 (Optional) NETBIOS Ingress port, intended for device discovery by the NETBIOS protocol
22 (Optional) SSH Input port, intended for device discovery via the SSH protocol
389 (0ptional)  TCP,UDP  Inbound port, intended for discovery by LDAP

161(Optional) SMNP Input port, intended for device discovery by SMNP protocol

F Notes:

- Itis not necessary to always enable all protocols. The ADM Discovery module allows you to enable the protocols that are required in the process.

- The ADM agent uses two local ports to establish outbound connection (TCP) such as the connection to the MQTT Broker and communications between agent
processes, it handles the ip of the localhost and is dynamic, chosen by the network card, usually ranges greater than 1023 to 65535 are used. It does not require
you to do anything in the configuration.

ADM Agent (With Remote Control Functionality)

For remote control functionality in a cloud and on-premises architecture, the ADM agent installs a Workstation Agent called “Aranda Remote Control Worksation®, for the
automatic installation to be performed the ADM agent must be able to visualize the domain of the repserver and everything that is after the installation is performed. / :
https://Dominio/repserver/api/ and download files from that site. To connect to these devices, install the Specialist Agent viewer, taking into account the following
Requirements and ports for the two components of Remote Control Cloud and Onpremises <.

ADM Reference Architecture Diagrams
To visualize the Ports and iteration with the components you can check the following links.

o Cloud with Conserver Onpremises <
o Cloud without a servere
o Onpremises<=

Required Exclusions in Antivirus

Antivirus programs must be configured with the following inclusions on the computers where the ADM Agent will be installed:

Process: Aranda.Agent.ACOREService.exe

Name Description Route

Aranda Agent 9 Service Agent {InstallDirN\Aranda\Aranda Agent 9

Proceso:Aranda.Agent.RemoteCommand.exe

Name Description Route

Installation in Computer Discovery ~ C:\Windows\RemoteCommand \Device\HarddiskVolume3\Windows\RemoteCommand

Processes: Aranda.Agent.ARSService.exe

Name Description Route

Aranda Agent Remote Control 9 Remote Control Service  {InstallDir\Aranda\Aranda Agent 9
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Processes: APaaSPersist.msi

Name Description Route

APaaSPersist.msi Service Agent {InstallDirNAranda\Aranda Agent 9

Processes: Aranda.ARC.Workstation.exe

Name Description Route

Aranda.ARC.Workstation.exe ARC Agent Service {InstallDirP\Aranda\Aranda Remote Control\Workstation

Processes: Aranda.AVS.VNC.Application.exe

Name Description Route

Aranda.AVS.VNC.Application.exe ARC Agent Service {InstallDirN\Aranda\Aranda Remote Control\Workstation

Processes: Aranda.AVS.TransferFile.Service.Target.exe

Name Description Route

Aranda.AVS.TransferFile.Service.Target.exe ARC Agent Service {InstallDirNAranda\Aranda Remote Control\Workstation

Licensing Service

Requirements for Remote Administration Functionality

Remote administration configuration Cloud architecture
Configuration of remote administration of Onpremises architecture

Requirements Remote Administration - Cloud Architecture

SELECT * FROM afw_settings WHERE sett_key ='EnableServerNotification'

UPDATE afw_settings SET sett_value ='true' WHERE sett_key ='EnableServerNotification'

Required Ports and Permissions ADM Agents (Cloud Architecture)
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F Note: In the detail view of the devices inventoried by ADM, you can view the device information with Remote
Administration

Remote Administration Requirements - Onpresmises Architecture

ADM Agent Onpremises Architecture
Web Console, Repserver, Repserver Notification Server

SELECT *FROM afw_settings WHERE sett_key ='EnableServerNotification'

UPDATE afw_settings SET sett_value ='true’ WHERE sett_key ='EnableServerNotification’

Remote Administration

ADM Installation

ADM Installation Path

Base de datos Conserver

= (5
= % -FH.*! _ Estaciones de trabajo

Clientes

1. Web Console Installation

2. Install Conserver (Not Required)

3. Agent Installation

4. Remote Support Viewer Installation

Gateway Installation

Broker Installation

ADM Installation in New Database
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ADM Web Console Installer

OnPremises Windows Server Installation Requirements

o Role and feature activation.
o Installing the .NET Framework Version 4.8
o Installing Windows Hosting Bundle Installer

ADM Console Installer

The installer Aranda.ADM.Web.Installer from the ADM web console, installs the console sites, the Repserver, and the Remote Control (Notifications and Recordings) sites;
additionally, it creates the Crunchers, License, Scheduler, Worker, Turn Stun WebRTC and Turn Server services that are used in the application. Here is the step-by-step of
the installation.

1. Clicking on the installer will launch the installation wizard. Click Following.

Bienvenido a Aranda Device Management -
InstaliShield Wizard

Device
Management InstaliShield(R) Wizard instalara Aranda Device Management
en su equipo. Para continuar, haga dic en Siguiente.

ADVERTENCIA: Este programa estd protegido por las leyes de
derechos de autor y otros tratados internacionales.

<awés || Siguiente> | |  Cancelar

2. Enter the customer information and click Following.

Informacion del cliente

Por favor, introduzca la informacidn. Device
Management

Nombre de usuario:

Windows User

InstallShield

3. Select the full installation type and click Following.

Tipo de instalacion

Elija el tipo de instalacidén que se adapte mejor a sus Device
necesidades. Management

(® Completa
Se instalaran todos los componentes del programa. (Necesita més
espacio en disco).

() Personalizada

Elija los componentes del programa que desee instalar y la ubicacion
en que se instalaran. Recomendada para usuarios avanzados.

InstallShield

4. Click Install.
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Preparado para instalar el programa @

El Asistente estd preparado para comenzar la instalacion. Device
Management

Haga dic en Instalar para comenzar la instalacion.

Si desea revisar la configuracién de la instalacién o realizar algin cambio, haga dic en
Atrds. Haga dic en Cancelar para salir del Asistente.

InstallShield

5. Once the installation process is complete, click End.

Aranda Device Management Finalizado -
InstallShield Wizard

Device

Management InstaliShield Wizard ha instalado Aranda Device Management
correctamente. Haga dic en Finalizar para salir del asistente.

——

[] Mostrar el registro del instalador de Windows

T e

F Note:

- If the ADM website does not upload correctly, check that the requirements have been executed according to the defined order; Run the installers again by
repairing the installation

- If the error persists, find the WinDir%\System32\Inetsrv\Config\applicationHost.config file and remove the location tag that corresponds to the site
“Repserver/notificationmessage” and restart the lIS

| < | Config b [m] X "] applicationHost.config - Notepad - O X

Home  Share  View ~ @] File Edit Format View Help

T « System32 » Inetsrv > Config v O p

~
Pedinie Date Aesciiiel 1 <session timeout="0e
<limits scriptTimeout=

3t Quick access
[ Desktop
¥ Downloads
Documents
&= Pictures

Export 7/12/2024 2:19 AM
schema 7/12/2024 2:37 PM

[ administration.config 7/12/2024 2:45 AM
| applicationHost.config 7/12/2024 2:39 PM <anonymousAuthentication enabled="true"
<basicAuthentication enabled="false" />|

FU S

D redirection.config 7/12/2024 2:19 AM

= This PC

¥ Network

<location path="Default Web Site/selfservice/api">
<system.webServer>
<asp>
<session timeout="00:20:00" />
<limits scriptTimeout="00:01:30" />
</asp>
<security>
<authentication>
<anonymousAuthentication enabled="true" />
<basicAuthentication enabled="false" />
<windowsAuthentication enabled="false" />
</authentication>
</security>
<httpLogging dontlLog="false" />
</system.webServer>
</location>
<location path="Default Web Site/ADM">
<system.webServer> &7
< > |« >

5items 1 item selected 72.0 KB = Ln 950, Col 1 100%  Windows (CRLF) UTF-8

bel Type here to search

Installer Conserver
The second installer is Aranda.Conserver.Installer. A service must be installed for each network segment.

1. Clicking on the installer will launch the installation wizard.



™A Aranda Conserver Service - InstallShield Wizard

%I Continuando con Aranda Conserver Service

- InstallShield Wizard

Device
Management InstallShield(R) Wizard acabara de realizar la instalacidn de
Aranda Conserver Service en su equipo. Para continuar, haga clic

en Siguiente.

< Atrds Siguiente = Cancelar

2. Select the full installation type and click Following.

Elija el tipo de instalacion que se adapte mejor a sus Device
Management

necesidades.
Seleccione un tipo de instalacion.

@Cnmpleh
ﬁ Se instalaran todos los componentes del programa. (Necesita mas

espacio en disco).

Elija los componentes del programa que desee instalar y la ubicacién
en que se instalaran. Recomendada para usuarios avanzados.

InstallShield

3. Click Install.

Preparado para instalar el programa M
El Asistente esta preparado para comenzar la instalacion. Device
Management

Haga dic en Instalar para comenzar |z instalacion.

Si desea revisar la configuradion de la instalacion o realizar algin cambio, haga dic en
Atras. Haga dic en Cancelar para salir del Asistente.

InstaliShield

4. When the installation process is complete, click End.

Aranda Conserver Service Finalizado -
InstallShield Wizard

Device
Management Installshield Wizard ha instalado Aranda Conserver Service
correctamente, Haga dic en Finalizar para salir del asistente.

< Atrds || Finalizar H Cancelar




Conserver Configuration
Conserver Console Configuration

Conserver Configuration

Conserver Configuration

< Installer Conserver

AppSettings Settings

add key="dataConfiguration:defaultDatabase”

value="local”/

add key="Serilog:MinimumLevel’
value="Debug”

add key="Serilog:WriteTo:0:Name” value="File

add key="Serilog:WriteTo:0:Args:path”
value="Logs\log.txt”

add key="Serilog:WriteTo:0:Args:shared”
value="true"

add
key="Serilog:WriteTo:0:Args:rollingInterval”
value="Day”

add key="Logging:LoglLevel:Default”
value="Information”

i

add key="serverAddress” value=

add key="enableProxy” value="false”

mr

add key="proxyAddress” value=

uu

add key="proxyUser” value=

mr

add key="proxyPassword” value=

add key="logLevel” value="Information”

_m

add key="privatelp” value=

nn

add key="publiclp” value=

add key="mqttServerPort” value="1884"
add key="mqttlp” value=""
add key="publicServerPort" value="80"

add key="privateServerPort” value="80"

add key="p2pPort” value="9501"

add key="maxDistributionSleepMsPerThread”

value="8"

add key="maxDistributionThreads” value="4"

<appSettings>

<add key="dataConfiguration:defaultDatabase" value="local" />

<add key="Serilog:MinimumLevel" value="Debug" />
<add key="Serilog:WriteTo:0:Name" value="File" />

It is used to set the default database to be used in the application.

Used to set the minimum level of event logging for the Serilog log library.

Used to specify the first log target to be used for Serilog. The value “File” indicates that log events
will be written to afile.

It is used to specify the path and name of the file where log events will be written.

It is used to specify whether the log file should be shared by multiple processes or not.

Used to specify the time interval at which new log files are created.

It is used to set the default logging level for the Microsoft logging library.

Address where the Repserver is located

If you use Proxy, the enableProxy tag is enabled with a value of “true”
Proxy address

Proxy User

Proxy Password

non n o "o

Verbosity level log of the conserver; “Information”, “Debug”, “Detailed”, “Verbose”. By default it is
parameterized in “Information”

Identifier on the internal network of the Conserver, should ia the ip

Conservar network identifier from the outside, the ip must go. (In case it is not required, the same
private address is placed)

MQTT Communication port, by default “1884" is parameterized

Mqtt identifier on the internal network, the IP must go

Conserver's public network communication port, by default “80" is parameterized.

Conserver private network communication port, by default “80" is parameterized.

Port for p2p connections, by default the “9501" is parameterized

These last two tags are used for the internal functioning of the system, they must be modified

<add key="Serilog:WriteTo:0:Args:path" value="Logs\log.txt" />

<add key="Serilog:WriteTo:0:Args:shared" value="true" />

<add key="Serilog:WriteTo:0:Args:rollingInterval" value="Day" />
<add key="Logging:LoglLevel:Default" value="Information" />
<add key="serverAddress" value=""/>
<add key="enableProxy" value="false" />
<add key="proxyAddress" value=""/>
<add key="proxyUser" value=""/>
<add key="proxyPassword" value=""/>
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<add key="privatelp" value=""/>

<add key="publiclp" value=""/>

<add key="mqttServerPort" value="1884" />

<add key="mqttlp" value=""/>

<add key="publicServerPort" value: ">

<add key="privateServerPort" value="80" />

<add key="p2pPort" value="9501"/>

d"value="8"/>

<add key="maxDistributionSleepMsPerThre

<add key="maxDistributionThreads" value="4" />

<add key="enableDiscoveryCommon" value="1"/>

<add key="SecondsPingRemoteServer" value="60" />

<add key="enableSecurity" value="false" />
</appSettings>

J,éAranda Conserver V9 En e:iecu... Automatico
Configuring the conserver to receive requests over https
Add Site Binding
Type: IP address: Port:
https v ‘AII Unassigned v |443 |
Host name:

yourdomain2.com

I\f: Require Server Name Indication I

S5L certificate:

Sisterna local

Iyourdomainlcnm VI| Select... ‘ | View..,

Cancel

| oK

<appSettings>
<add y="serverAddress" value="https://IP SERVER/repserver"/>
<add "enableProxy" va ="false" />
<add "proxyAddress" wvalue=""/>
<add "proxyUser" w: e=""/>
<add "proxyPassword" wvalue=""/>
<add "logLevel" value="Information"/>
<add "privateIp" e=”IP_5ERVER”!>
<add "publicIp" wvalue="IP SERVER"/>
<add "mgttServerPort" valus="1884"/>
<add "mgttIp" va;;_=”IP_SERVER"f>
<add "publicServerPort" wvalue="443"/>
<add "privateServerPort" wvalue="443"/>
<add "p2pPort" wvalue="9501"/>
<add k "maxDistributionSleepMsPerThread" wvalue="8"/>
<add key="maxDistributionThreads" wvalue="4"/>
<add "enableDiscoveryCommon" wvalue="1"/>
<add kevy="SecondsPingRemoteServer" wvalue="60"/>
<add key="enableSecurity" value="true"/>

</appSettings>

< Installer Conserver

Conserver Configuration in the ADM Web Console

< Installer Conserver
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F Note: Each Conserver must be included within the Agent’s profile.

2. To add the conserver to the agent’s profile, in the ADM Configuration from the main menu, select the Agent Profiles. In the information view, select a record of
the agent profiles that you want to modify. In the detail view, display the General Module and in the countryside List of available conservers, search for and select
the name of the Cannery to include. When finished, click Save

Aranda
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F Note: In case of losing the connection with a Conserver, the Agent will try to re-establish communication with the conservers stored in the list of Conservers.

< Installer Conserver

Discovery agent installation

1. Run the installer Aranda.Discovery.Agent.x.x.x.exe

ﬂ Aranda Discovery Agent - InstallShield Wizard x

Welcome to the InstallShield Wizard for
Aranda Discovery Agent

The InstallShield(R) Wizard will install Aranda Discovery Agent
on your computer. To continue, dick Mext.

WARMNIMNG: This program is protected by copyright law and
international treaties.

< Back Next = | | Cancel

2. In the Customer Information window, enter the user name, organization, and click Following. These fields may be left empty.
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ﬂ Aranda Discovery Agent - InstallShield Wizard *
Customer Information

Flease enter your information.

User Mame:

|Usuariol

Organization:

InstallShield

<Back || Next> |  cancel

3.In the Destination Folder window, you can change the installation path of the service or leave it by default where the installation suggests, then click Following.

ﬁ Aranda Discovery Agent - InstallShield Wizard 4
Destination Folder

Click Mext to install to this folder, or dick Change to install to a different

Install Aranda Discovery Agent to:

C:\Program Files\Aranda\Aranda Discovery),

InstallShield
<Back [ Next> || Cancel
4. Click Install; You must have permissions as a machine administrator.
ﬂ Aranda Discovery Agent - Install5hield Wizard et

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

Installshield
<Back [ Instal || cancel
5. When the installation process is finished, click the End.
78 Aranda Discovery Agent - InstallShield Wizard x

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Aranda
Dizcovery Agent, Click Finish to exit the wizard.



6. To configure the discovery agent, open the appsettings.json in the folder where the service is installed and in the Services in ApiUrl, enter the URL of the site’s Repserper.

T2 ThisPC » Windows (C:) » Program Files » Aranda » Aranda Discovery hd C
Name Date modified Type Size
88 Data T/8/2024 10:32 PM File folder
Al
= Logs 7/8/2024 10:32 PM File folder
Al
D appsettings.json T/8/2024 8:57 AM JSOM File 1KB

B’ *CA\Program Files\Aranda\Aranda Discoveny\appsettings.json - Notepad++ [Administrator]

File Edit Search View Enceding Language Settings Tools Macro Run  Plugins Window 7

cHHBRERE| i DDy 2% | fEST1EFETH=E® @O ED

|=] appsettings.json B . fél
ik {
2 E "Logging™: {
=) "PathFormat™: "Logs/discovery-agent.log"”,
4 "RetainedFileCountLimit™: 7,
5 = "LogLewel™: {
f & "Default™: "Information™,
| T "Microsoft™: "Warning™,
8 "Microsoft.EntityFrameworkCore.Database™: "Warning”,
{ = "Microsoft.Hozting.Lifetime™: "Informatiomn”™
10 - H
| 11 =R
12 EH mservices": {
il 13 I "Apilrl®: "https:Ifurldelsitio;’ﬁepse:verﬂ"
14 -}
| 15 L}

7. 0nce the AppSettings go to the services and verify that the service: Aranda Discovery Agent is installed, then restart the service so that it takes the changes configured in
the AppSettings.

&Amndﬁ Discovery Agent En gjecucion

8. The archives of Log will be stored in the following path: C:\Program Files\Aranda\Aranda Discovery\Logs

T 5 ThisPC > Windows (C3) » Program Files » Aranda » Aranda Discovery > Logs

-~

Mame Date modified Type Size

discovery-agent-20240708 7/8/2024 10:48 PM Text Document 6 KB

Uninstalling the Discovery Agent

1. Enter the control panel and right-click on the app Aranda Discovery AgentSelect uninstall.

Organize *+  Uninstall Change  Repair

Fa

Mame Publisher
ﬁhlﬂndﬂ Discovery Ag Aranda Software
e Microsoft Edge T“ Uninstall Microsoft Corporation

2.To the question “Esta seguro que quiere desinstalar Aranda Discovery Agent?”, click the Sl button in the message.

Mame Publisher Installed On  Size Version
@Alanda Discovery Agent Aranda Software 7/8/2024 814ME 0.0.038
e Microsoft Edge T S E TR “7h.0.2592.87
& Microsoft Edge WebView2 Runtime Fongramns anciEpaluses £.0.2502.87
& Microsoft OneDrive ) ] .220.1024.0005
g’ Notepad-++ (64-bit x64) & Are you sure you want to uninstall Aranda Discovery Agent? ia

[ In the future, do not show me this dialeg box fes Mo

3. Check the service again and the folder where the service was installed, the record should no longer appear.

Automatic Discovery Agent Update

1. The discovery agent will automatically update within one day of the ADM site update.

ADM Agent Installer

The ADM Agent is a program installed on managed devices that allows the generation of inventories and management tasks associated with distribution processes, updating
and use of software, management of energy policies and remote control.

When you install the agent, a number of services are created on the device that allow you to establish communication with the remote control viewer and the overall
management of the device.
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There is an agent for each of the supported platforms:

o ADM Agent Installer for Windows.
o ADM Agent Installer for Mac.
o ADM Agent Installer for Linux

Agent Deployment

Agent deployment is the process of distributing this component to the devices that need to be managed. The process of distributing and installing the ADM agent can be
carried out from the ADM web console or using other deployment options, as follows:

o Installation by Domain Polic
o |Installation and distribution with Aranda Device Management ADM

Agents

ADM Agent Installer for Windows

< ADM Agent Installer

The third executable file is Aranda.Agent.Windows.x86\_x64 which corresponds to the installer of the ADM Agent for Windows. This file is responsible for the creation and
configuration of the services required for the operation of the ADM Agent for Windows. The installer automatically detects the system language, currently supporting
English, Spanish and Portuguese. If the configuration is in a different language, the installer defaults to Spanish.

F Note: The agent can be installed unattended and automatically through the Agent Distribution, or manually.

Manual Agent Installation

1. Click on the Aranda Agent installer. The wizard will start. Click Following.

ﬁ Aranda Agent 9 - InstallShield Wizard *

Bienvenido a Aranda Agent 9 - InstallShield
Wizard

Installshield(R) Wizard instalara Aranda Agent 9 en su equipo.
Para continuar, haga dic en Siguiente.

Installshield

2. 1f you have a configuration file select Yes and enter the path, otherwise select No and click Following.
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ﬁ Aranda Agent 9 - InstallShield Wizard =
seleccione el archivo de configuracion a utilizar

Seleccione Usar archivo si desea espedificar la ruta de un archivo de
configuracidn para el Agente

s
@No

Usar archivo de configuradidn

Installshield

<Atrds || siguiente> | | cancelar

3. Enter the profile identifier, entering O downloads the profile that is configured by default. Enter the address of Conserver or Repserver according to the pointing
configured inthe MOTT broker MOTT Broker Configuration. By entering the ADM console you can obtain the communication route. Configuration > ADM > Communications

ﬁ Aranda Agent 9 - InstallShield Wizard x

Ingrese configuracion

Ingrese la direccion del servidor al que desea comunicar v el identificador
perfil del agente

Identificador de perfi o

Direcdn de Ihtq:l:fﬂomlhostfconseruer

Conserver [Repserver

InstallShield

<Atds | Siguiente> | | Cancelar

F Note: Agent addressing when repserver only works with an agent version since 9.13.

4. Enter the username and organization where the agent will be installed.

i Aranda Agent 9 - InstallShield Wizard X

Informacidn del cliente

Por favar, introduzca la informacian,

Mombre de usuario:

suarioll

QOrganizacidn:

InstallShield

<Atrds [ Souente> | | Cancelar

5. Select the type of installation you want to perform (complete or customized)) and click Following.
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ﬁ Aranda Agent 3 - InstallShield Wizard

Tipo de instalacién

Elija el tipo de instalacion que se adapte mejor a sus necesidades.

Seleccione un tipo de instalacidn.

Se instalaran todos los componentes del programa. (Mecesita mas
espacio en disco).

() Personalizada

Elija los componentes del programa que desee instalar v la ubicacion
en que se instalaran. Recomendada para usuarios avanzados.

Installshield

< Afras Cancelar

ﬂ Aranda Agent 9 - InstallShield Wizard

Preparado para instalar el programa

El Asistente estd preparado para comenzar |a instaladion.

Haga dic en Instalar para comenzar la instalacian.

Si desea revisar la configuracion de la instalacidn o realizar algin cambio, haga dic en
Atrds. Haga dic en Cancelar para salir del Asistente.

InstallShield

< Atrds Cancelar

ﬁhranda Agent 9 - InstallShield Wizard .

Aranda Agent 9 Finalizado - InstallShield

| =)

InstallShield Wizard ha instalado Aranda Agent 9
correctamente. Haga dlic en Finalizar para salir del asistente.

[ Mostrar el registro del instalador de Windows

< Afras Cancelar

Manual Agent Installation by Command Line

Aranda.Agent.Windows.x86_x64.9.xx.xxxx.xxxx.exe /S /V"'/norestart /qgn AGENT_SERVER_ADDRESS=http://localhost/Conserver AGENT_PROFILE_ID=0"

AGENT_PROFILE_ID=[UNIT] Identifier of the profile to be installed, 0 is a profile selected in the application as the default profile.

AGENT_SERVER_ADDRESS=[STRING] Path of the Server.

< ADM Agent Installer

Installing the Agent on MacOS

< ADM Agent Installer
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Installing the agent from the Ul

| A ® & Downloads
£l = = =l BT
Favorites Shared Folder
@ AirDrop Name 5
E S @ Aranda.Agent.UnixInstaller 4\'—
[ Desktop
> | drop9
-,5, Applications .
@ Documents :En drop (4).zip

MQTT Broker Configuration

® 09 Aranda Agent 9

Agent profile: 1

URL of conserver:  http://localhost/Conserver

Mext

osascript wants to make changes.

i - Enter your password to allow this.

User Name: Administrator

| Password: |

Installation is succsssul with varakan
8.70.2%07.0807

Message Description
The version to be installed is the same as the installed version This case is used to update the data in the conserver.

The version to be installed is lower than the installed version In this case, the installation of the agent being installed will be prevented.

Installing the agent from the command line
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sudo sh RUTA_INSTALADOR/Aranda.Agent.Mac.x64.9.3.1801.3001.sh -- AGENT_SERVER_ADDRESS=http://localhost/Conserver AGENT_PROFILE_ID=0

Line Instruction
RUTA_INSTALADOR Path where the installer is located, can be relative or absolute
AGENT_PROFILE_ID=[UNIT] Identifier of the profile to be installed, 0 is a profile selected in the application as the default profile

AGENT_SERVER_ADDRESS=[STRING] Conserver or Repserver Path

Grant agent permissions

@  Preferencias del Sistema  Edicién  Visualizacién  Ventana  Ayuda m = ® Q & Mar28Bdejun. 12:12p. m.

Acerca de esta Mac
Prljerencias del Sistema... 1 acuslizacién ==

App Store...
iiii  Preferencias del Sistema ittt
Elementos recientes LIBERACION.mm

Forzar salida.
Juan Sacristan
Reposo Apple 1D y iCloud

Reiniciar... Aranda.Agent.Mac

Apagar equipo.. ' x64.9.1...1.3pp.zip

Bloquear pantalla
Cerrar sesion de Aranda... - ~mm

depantala  de mends r egior Aranda.Agent.Unix
Installer

3

LT CETT T LR

Seguridad y privacidad

General FileVault  Firewall = Privacidad

Recordatorios
Permite que las siguientes apps y servicios determinen tu ubicacion.
Fotos

Cémara

Microfono

Servicios del sistema Detalles...

Reconocimiento de voz
Accesibilidad
Maonitarizacién de entr... <4 Indica una app que usd tu ubicacidn en las Gltimas 24 horas.
Acceso total al disco

Archives y carpetas
Acerca de Localizacion y la privacidad...

TN ieeR00@

b




Seguridad y privacidad

General FileVault  Firewall | Privacidad

Recordatorios Permite que las apps de abajo accedan a datos de Mail, Mensajes,
Safari, Casa, respaldos de Time Machine y algunas configuraciones

Fotos administrativas de todos los usuarios de esta Mac.

Micréfono
Reconocimiento de voz
Accesibilidad
Monitorizacién de entr...
Acceso total al disco

Archivos y carpetas

=
0
|
&
i
)
==
-
-

Seguridad y privacidad

General FileVault  Firewall | Privacidad

Recordatorios Permite que las apps de abajo accedan a datos de Mail, Mensajes,
Safari, Casa, respaldos de Time Machine y algunas configuraciones

Fotos administrativas de todos los usuarios de esta Mac.

Camara v . Aranda.Agent. ACOREService

Micréfono sshd-keygen-wrapper

leconocimiel 2 VOZ
Reconocimiento de voz Google Chrome

S — ." ~ Google Software Update

Menitorizacién de entr... r—

Acceso total al disco

IR Iea@O008

Avanzado...

Agent exceptions on mac0S

Agent Modification

Agent Modification (Repserver Host or Conserver and Profile)

4 - =

Favoritos

7% Aplicaciones l Aranda.Agent.Unixinstaller

© Descargas =

H Aranda.Agent.Mac.x64.9.1 x N.app.zip
Recientes

It
[ Escritorio h Aranda.Agent.Mac.x64.9.14.2202.2803.app.zip




Uninstalling Agent

Command Line
graphical interface.

Command Line

cd /opt/local/aranda

sudo sh UninstallAgent.sh

Graphical Interface

@
<
Favoritos
# Aplicaciones
o Descargas
Recientes
[ Escritorio

® UninstallAgent

Do you have an agent installed that you want to do?

* Modify agent

Uninstall agent

Aranca A ':l ant !':|

Agent profile:

URL of conserver:  http:/flocalhost/Conserver

B v #v

@ Aranda.Agent.Unixinstaller

H Aranda.Agent.Mac.x64.9.14.2203.0101.app.zip

h Aranda.Agent.Mac.x64.9.14.2202.2803.app.zip
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] UninstallAgent

Do you have an agent installed that you want to do?

Modify agent

# Uninstall agent

osascript guiere realizar cambios.

| Ingresa tu contrasefia para pearmitir esta accidn.

Usuario: Admin

Contrasena: |

Cancelar

Agent was successfully uninstalled

< ADM Agent Installer

Installing the Agent on Linux

< ADM Agent Installer

Manually installing the Command-Line Agent on Linux

MOTT Broker Configuration

sudo sh RUTA_INSTALADOR/Aranda.Agent.Linux.x64.9.3.1801.3001.sh -- AGENT_SERVER_ADDRESS=http://localhost/Conserver AGENT_PROFILE_ID=0

Line Description
ROUTE_INSTALLER Path where the installer is located, can be relative or absolute.
AGENT_PROFILE_ID=[UNIT] Identifier of the profile to be installed, 0 is a profile selected in the application as the default profile

AGENT_SERVER_ADDRESS=[STRING] Conserver or Repserver path.

2. Después de instalar el agente se crea una carpeta con el nombre Aranda en la ruta’/Opt/’ con las librerias, servicios del agente y
otra carpeta en’/etc/‘con el nombre Aranda, donde se guardan los logs y la base de datos del agente. Al borrar estas carpetas se
desinstalara el agente.

Agent exceptions on Linux
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Manual uninstallation of the Command Line Agent on Linux

cd/opt/aranda

sudo sh UninstallAgent.sh

< ADM Agent Installer

Deploying the ADM Agent by Domain Policy

< ADM Agent Installer

Create Execution Files

msiexec /i "Aranda Agent 9.msi" /norestart /qgn AGENT_SERVER_ADDRESS=http://localhost/Conserver AGENT_PROFILE_ID=13

AGENT_PROFILE_ID=[UNIT] Identifier of the profile to be installed, 0 is a profile selected in the application as the default profile.

AGENT_SERVER_ADDRESS=[STRING] Path of the Server.

Create Group Policies
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4. In the Group Policy Management Editor, select the Computer Configuration, Policies, Windows Settings option, and select the Scripts. In the information view, select the
Beginning .

[ Note: Configure the startup policy allows the ADM agent to run at logon time.

2] Editer de administracién de directivas de grupeo
Archive  Agcién  Mer  Ayuda
o | 2@ E=HME

(5 Directiva ASC [DOMAININTERSEQLOCAL]
~ & Configuracién del equipo

- Scripts (inicic o apagade)
» 1 Impresoras implementadas
> T Configuracitn de seguridad
> gl QoS basada en directiva
5 2] Plantillas administrativas: definicicnes de
» [ Preferencias
v &, Configuracién de usuario
» (] Directivas
» [ Preferencias

W

v [ Dieacti Inicio :umble
3 1 Configuracién de software _
Mostr dad B
~ [ Configuracién de Windows R = Apagado
» [ Directiva de resolucién de nombres Descripeibn:

Contiene scripts de inicio de equipeo.

Extendide /[ Estandar |

5.In the window Startup properties, select the Show Files to paste the file .bat of the ADM agent.

Propiedades de Inicio
Seripts

e

g—0

Scripts de PowerShell

Inicio scripts para ASC

4

Mombre

Parametros

Cuitar
Fara mostrar los scripts guardados en este objeto de directiva
de grupo, presione el batén de abajo.
Muostrar archivas... |
| Aceptar | | Cancelar | | Apicar
IER= Administrar Startup - o x
n Inicio  Compartic  Vista | Herramientas de aplicaciin ~ @
* Ll%'] D & Cortar R idovera | 3¢ Elimtnas = T ;j - [l seleccionar todo
= W= Copiar ruta de acceso 3 : i \ [4 5 Mo seleccionar ninguno
Anclar al isr Pegar s i
amsf:':a;.ao Copiar  Pega B s T Copiara ~ =] Cambiar nombre gumr:; Propicdades B | et seiecadn
Portapapeles Organizar HNuevo Abrir Seleccionar
4+ « Machine » Scripts » Startup ~ O 2 Buscar en Startup
43 Nombre - Fecha de modificacion Tipo Tamano
&* Dropbox
- :
@ OneDrive - Aranda - nnAgﬂ 24/08/2023 8:17 a. m. Archivo por lotes ... 1KB
[ Este equipo
J Descargas
5| Documentos
I Escritonio
= Imdgenes
D Misica
B Objetos 30
B videos

i Disco local (C:)
aa Disco local (D:)

& Red

L

1elemente 1 elemento seleccionade 58 bytes

B

6. In the window Startup properties, select the Add and in the window Add a Script Select the Examine to select the .bat file on the ADM agent, when finished click Accept.



Agregar un script X

Moenbee del script:
| unAgent bat Examinar, .

Fardmetros de scpl:

Associating the Policy with the Organizational Unit

1. Enter the option of Group Policy Management, in the local domain, select the organizational unit to which you are linking the created GPO, and click the Link an existing
GPO.

& Administracsin de directivas de grupe ASC
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» [ Filtros Ayuda
5 g GPO &

2.In the window that is enabled, select the policy of the created policy.

F Note: In the information view, select the configuration to validate that the policy configured with the ADM agent is enabled.

< ADM Agent Installer

Remote Support Viewer Installer

1. To install the Remote Support Viewer click on the utility component: Aranda.ADM.Utils.Installer.

Aranda. ADM.Utils.Installer - InstallShield Wizard

Preparing to Install...

Aranda. ADM,Utils.Installer Setup is preparing the InstallShield
Wizard, which will guide you through the program setup
process, Please wait.

Extracting: Aranda.ADM.Utils. Installer.msi

2. A message will be displayed informing you that it is going to be installed Aranda.ADM.Utils.Installer. Click Next.
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45 Aranda. ADM.Utils.Installer - InstaliShield Wizard X

Welcome to the InstallShield Wizard for
- Aranda.ADM.Utils.Installer

The InstallShield(R) Wizard will allow you to modify, repair, or
remove Aranda. ADM,Utils. Installer, To continue, dick Mext,

3. In the Licensing Agreements window, select the option: | accept the terms in the license agreement and click Next

ﬂ Aranda. ADM.Utils.Installer - InstallShield Wizard b4

License Agreement
Please read the following license agreement carefully.

To add your own license text to this dialog, spedfy your license agreement file in the Dialog
editor,

1. Mavigate to the User Interface view.

2, Select the LicenseAgreement dialog.

3. Choose to edit the dialog layout.

4.  Once in the Dialog editor, select the Memo ScrollableText control.
5. Set FileName to the name of your license agreement RTF file.

After you build your release, your icense text will be displayed in the License Agreement dialog.

(@)1 accept the terms in the license agreement | Print
()1 do not accept the terms in the license agreement

InstallShield

<pak [ Net> ][ cael |

4. In the Customer Information window, enter the username and organization where the utility will be installed. Click Next.

5 Aranda.ADM.Utils.Installer - InstallShield Wizard X

Customer Information
Please enter your information.

User Name:
Iasabogal

Organization:

IAranda

InstaliShield

5. In the Configuration Type section select the required installation type; Complete (complete) or Custom (customized)and click Next.

#5 Aranda.ADM.Utils.Installer - InstallShield Wizard X
Setup Type
Choaose the setup type that best suits your needs.

Please select a setup type.

(® Complete
All program features will be installed. (Requires the most disk
space,)

OCuslsmn

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

<Back [ Next> | Cancel




6. Click the Install to start the installation process.

ﬂ Aranda. ADM.Utils.Installer - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard,
InstallShield
oot [ ]| ol |

7. After the viewer installation is complete, you will be able to display the following confirmation message. Click Finish.

5 Aranda.ADM.Utils.Installer - InstallShield Wizard X

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed
Aranda. ADM. Utils. Installer. Clidk Finish to exit the wizard.

Gateway V9 Installer on ADM

1. To perform the integration of the V9 Gateway in ADM, you must run the Aranda.AVS.Gateway.V9.x.x.x.exe following the default instructions and settings.

Aranda AVS Gateway V9 - InstallShield Wizard -

%] Seleccione uno de los idiomas siguientes para la instaladon.

Aceptar Cancelar

‘Iﬂ Aranda AVS Gateway V9 - InstallShield Wizard

Preparado para instalar el programa

El Asistente estd preparado para comenzar la instaladion.

Haga dic en Instalar para comenzar la instalacian,

Si desea revisar la configuracion de la instalacion o realizar algun cambio, haga dic en
Atrés. Haga dic en Cancelar para salir del Asistente.

Installshield

<atrds [ nstalar ] | cancelar

2. Once installed you will be able to view the following program :



] Aranda AVS Gateway V9 Aranda Software 28/08/2021 221MB  9.0.0.8
Gateway Configuration
Gateway Configuration in ADM Web Console
¢ Gateway Installer
<appSettings>
<add "CertificateParam" value="QXJhbmRARZFOZXdheTIwMTA="/>
<add "CertificatePath" valus="ArandaGateway.pfx",/>
<add "ReadTimeOut" value="5"/>
<add "MaxBuffer" wvalue="32768"/>
<add "Port" wvalue="4443"/>
<add ="g8SL" wvalue="true"/>
<add "EeepTime" lus="2"/>
<add kev="General" valus="true" />
<add key="5tate" valuse="false" />
<add kev="Debugging" wvalus="false" />
<add key="Notification" value="false" />
<add keyv="CertificateSubject" walus=""/>
</appSettings>
¢fconfiguration>
42! Visor de eventos = *
Archive  Accién  Ver Ayuda
o= | 7|
{2 Visor de eventos (local) Aranda Gateway Service Log  Numero d Acciones
F Vistas personalizadas
z’ Reglstfnsde\'\"mdﬂws Nivel Fecha y hora Origen Id. del eventa  Categoria de la # | | Aranda Gateway Service Log =
~ E| Registros de aplicaciones y servicios (@ Informacién 28/09/2021 5:06:18 p. m. General 0 Ninguno = Abrir registro guardado...
& ADM @Infnrma(lﬁn 28/09/2021 5:06:18 p. m. General 0 Ninguno ¥ Crear vista personalizada...
] ADM Cruncher (i) Informacién 28/09/2021 5:06:12 p. m. General 0 Ninguno < : )
= g ; Importar vista personalizada...
& AMwWD (i) Informacién 28/09/2021 4:58:01 p. m. General 0 Ninguno
[=] Aranda Gateway Service Log (D) Informacién 28/08/2021 4:58:01 p. m. General 0 Ninguno Vaciar registro...
[£] AVS - Aranda Gateway Service Log ||| () Informacién 28/09/2021 4:50:01 p. m. General 0 Ninguno o | 7 Filtrar registro actual...
C p=4
g CD;S:.VE; L < > [E] Propiedades
+| CxAudioSvclog
f&] Eventos de hardware Evento 0, General x (88 Buscer.
= Intel General | Detalles H Guardar todos los eventos como...
f&] Internet Explorer
: 3 Adjuntar tarea a este registro...
] Kaspersky Endpoint Security
Title: Listener
e| K Event Lt Ver 3
(] Kspersky Event Log Message: [] Started on [:]:4443
f&] License Service T — @) Actualizar
] Mailer Service -
| Microsoft Ay lida 4
f&] Microsoft Office Alerts Evento 0, General i
| OpenS5H
& Scheduler Service [=] Propiedades de evento
| Servicio de administracion de claves | Adjuntar tarea a este evento...
]
] Windows Azure By Copior N
=] Windows PowerShell =
[ Worker Service | Guardar eventos seleccionados...
d Suscripciones Mombre de registro:  Aranda Gateway Service Log |6 Actualizar
Qrigen: General Registrado: 28/09/2021 5:06:18 p. m. Ayuda »
Id. del 0 Categoria de tarea: Ninguno
Mivel: Informacién Palabras clave: Clasico
Usuario: Mo disponible Equipo: BG-D-JVARGASDZ.INTERSEQ.LOCAL
Cadigo de operacion:
Mas informacion: Ayuda Registro de eventos

Aranda Gate

Sisterna local

Gateway download by the Agent

C:\Conserver\Downloads\Gateway\0

Gateway download by the Viewer
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Requirements for Remote Control Outbound Connection via Gateway

In order for aremote control to occur between the viewfinder and the remote equipment, the following conditions must be met

e Have a Gateway de Aranda V9 previously installed and with a valid configuration.
e Have the Gateway configured in the ADM console and have given sufficient time for the agent on the remote computer to download the configuration.
e Make sure the agentis online.

&0 Aranda Device Management x + Q - x

&« > C @ localh DM/Pages/Default cHine 'devi * &

Aranda Dispositivos ® = -~

Device Management Dasnboard Reglas Repor Alertas

Tipo Buscar Q| ordenar:| Guimo reporte - es— ﬂ
8 Todos ij BG-D-JVARGAS02/INTERSEQ.LOCAL Ultimo reporte:
c =" Sistema Operativo: Microsoft Windows 10 Pro 28/09/2021 1732
IP: 192168152 Dispositivo:
Ultima sesién iniciada: INTERSEQ LOCAL\jose.vargas Intel{R) Core(TM) i7-8700 CPU .
He
E:l DESKTOP-D2ZN5SKN2/WORKGROUP Uitimo reporte: Discos y memoria
= Sistema Oper: icrosoft Windows 10 Enterprise Evalua... | 10/09/2021 10-10
IP: 1721722 Dispositiva:
{itima sesion iniciada: \NETWORK SERVICE
[ BG-D-SACRISTAN1/INTERSEQ.LOCAL Gtzimo reporte i
06/09/ 1 Disco duro

Sistema Operativo: Microsoft Windows 10 Pro
1P: 192.168.201.19
] én iniciada: INTERSEQ\juan sacristan

~ Espacio usado: 879.44GB
Espacio disponible: 120.77GB — Fisica usada: 9.1268

&= manuel/mshome.net Uisimo regarte Fisica disponible: 7.89GB

. 2 sistema Operativo: Upuntu 18.045 175 26/08/2021 1625 — Virlual usada: 12.27GB
SRt SRy IP: 172.17.206.106 s Virtual disponible: 12.2668

Oitima sesién iniciada: LOGIN
Fabricante Sin acalizar

Acciones
Agemte i_—[ manuel-Virtual-Machine/mshome.net Gteimo reporte
= Sistema Operativo: Ubuntu 20.04.2 LTS 26/08/2021 1624
IP: 17217206 105 DEph, & & (4] §| E] E

Limpiar filtros Ultima sesin iniciada: — [ mis20min ] .
Qbtener Actualizar Control Distribuir  Distribuir Mas
Inventario a Remoto agent Proyecto acciones
Aplicar filtros o &

e Ensure that the conservator with whom the agent communicates can receive tasks and communicate them to the agent. One way to test this is to perform the
connection test from the console

0 ArandaDevice Management X Aranda Device Management X =+ o - x

& > C @ localhost/ADM/Pages/Settings.aspxconserver % @

Inicio #
Arar_lda Comunicaciones
Device Management ° . APPLICATION ADMINISTRATOR

€ Configuracion S Descubrimiento
Generales A

Configuracion nodo de comunicaciones

A8 i~ Edite Ia informacién para conectar el nodo de comunicaciones
P ? e m Direccién nodo de comunicaciones
redenciales httpy//192.168.1.52/Conserver
- Activar
Comunicaciones €
BG-D-JVARGASO2INTERSEQLOCAL
Perfiles Agente &
Puerto Wake on LAN Almacenamienta de archivos
acme o

Aplicaciones

Gestor de
contenido

Paquetes

Medicion

Gateway

@ BB 1

Configuracion de
energia

ol
<

adicionzles

Prueba de conexién con éxito

e Ensure that the gateway can be reached from the agent's computer and the computer where the ADM viewer will be launched.
Aslong as these conditions are met, remote control can be taken in different scenarios. For example:

Cloud or team gateway with public IP.

LAN Network gateway reachable from both ends.

Store on LAN Network.

Cloud console.

LAN network console.

Viewer via VPN.

The conserver can go in the cloud, but from there the agent must be reachable, which would possibly require public IP

Outbound Connection Security

Both the agent and the viewer support SSL-encrypted communication in the case of an outbound connection. For this to be the case, SSL must be enabled on the gateway
(both in the Aranda.AVS.Gateway.V9.exe.config as in the ADM console). The agent does not make an outbound connection until ordered by the ADM console.

Direct Connect Support

If you do not configure Gateway in the ADM console, the viewer will automatically choose to make a direct connection to the agent. In this case, the equipment must be
reachable from the viewfinder in order to take remote control. The connection will not be encrypted via SSL

Remote Control Socket

Even when an outbound connection is made by the gateway, the functions of the ADM viewer remain the same. There is no change in this aspect



< Gateway Installer

Aranda Device Management X Aranda Device Management X | + o X

& C @ localhost/ADM/Pages/Default.aspx#inventory/devices

ot
b

‘Configuracion ¥

Aranda Dispositivos i £ e - —~

Device M anagement APPLICATION ADMINISTRATOR

Dashboard Inventario Software Politicas Reglas Reportes

_— B Q  Ordenar:| (it -
5 Acciones
E_—I BG-D-IVARGAS02/INTERSEQ.LOCAL X
= Sistema Operativa: I ft Wind 0 Pro @ é.'c

BG-D-JWARGASD | x
Refresh

Display mode
Send special key

Color level RGB 16Bits Colores
RGB Real Colores
RGB 256 Colores
RGB &4 Colores

RGB & Colores

Compression 3

Enable besp

Share clipboard

Enable remote control

Status bar

Disable remote keyboard and mouse

Record session

Close

ADM Web Console Gateway Configuration

< Gateway Installer

Create Gateway

Inicio €
Aranda
Device Management APPLICATION ADMINIST

Comunicaciones

Perfiles Agente

D & & =

© = H

5 =

Inicio 4
Aranda Gatewa
Device Management sEvEY APPLICATION ADMINISTRATOR

o =0

o

@ &

Paquetes

@ 5 H

Medicidn
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Edit Gateway

1. To edit a gateway, in the information view of the ADM web console, select a record from the existing gateway listing, in the detail view modify the required information
(fields).

2. When you finish editing the Gateway, click Update to confirm the changes made.

Remove Gateway

1. To delete a gateway, in the information view, select one or more records from the list of existing gateways; In the Detail view, uncheck the option Default and click the
Update.

s Inicio £

Device M anageme nt APPLICATION ADMIMISTRATOR

N S : e
borrar i Mompe
Puerto: 443
Credenciales T Host Pusrta
Comunicaciones e 0Ca
S5L Estado
Cathloge de
Apicacones
Gestor de -
contenide =
Paguetes m
Meckcitn ®
i =]
Configuracion de
e &
Campos =
adicicnales D‘ 2
Registro de :,‘f.
L]

2.Inthe updated gateway information view, select the Eliminate to clear the associated information. € Gateway Installer

Aranda MOTT Broker Installer

F Note: A maximum number of 10,000 connections(devices) per MOTT broker server is suggested.
1. Run the installer Aranda.ADM.MOTT.Broker.exe

2. Define the language for the installation process.

Aranda., ADM.MQTT_Broker - InstallShield Wizard X

Selecdone uno de los idiomas siguientes para la instalacon.

S

Inglés
Portugués (brasilerio)

3. The installer validates the prerequisites that must be met to configure the Aranda broker. If this is not met, the system will install the required information.

Aranda. ADM.MQTT_Broker - InstallShield Wizard

4y Aranda.ADM.MQTT _Broker requiere que estén instalados en su equipo los siguientes
LY clementos. Haga dic en Instalar para comenzar a instalar estos requisitos.

Estado Requisito
Pendiente .NET 6.0 Runtime (v6.0.7)

| ®instalar | cancelar

4. When you finish installing the requirements, you will be able to see the welcome screen. Confirm the installation by clicking the Following.
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ﬁ Aranda. ADM.MCTT_Broker - InstallShield Wizard

N/
A

Bienvenido a Aranda.ADM.MQTT_Broker -
InstaliShield Wizard

InstallShield(R) Wizard instalard Aranda.ADM.MQTT_Broker en
su equipo. Para continuar, haga dic en Siguiente.

ADVERTENCIA: Este programa esta protegido por las leyes de
derechos de autor y otros tratados internacionales.

<awds [ Sguente> | cancelar

5.In the Customer Information window, enter the user name, organization, and click Following. These fields may be left empty.

ﬁ Aranda. ADM.MQTT Broker - InstallShield Wizard ¥

Informacion del cliente

Por favor, introduzca la informacion.

Nombre de usuario:
|aDm
Organizadion:
InstallShield
<Atrds [ Siguente> | cancelar
6. Define the type of installation, the options are:
e Complete: All sites and services will be installed on the default routes.
e Custom: You can change the installation path of websites and services.
ﬂ Aranda ADM.MQTT Broker - InstallShield Wizard x

Tipo de instalacion

Elija el tipo de instalacién que se adapte mejor a sus necesidades.

Seleccione un tipo de instalacion.

Se instalaran todos los componentes del programa. (Necesita més
espacio en disco).

Elija los componentes del programa que desee instalar y la ubicacién
en que se instalaran. Recomendada para usuarios avanzados.

InstallShield

<atds | Siguiente > | | Cancelar




Instalacion personalizada

ﬂ Aranda ADM.MQTT_Broker - InstallShield Wizard

Seleccione los componentes del programa que desee instalar.

p | Aranda. ADM.MQTT _Broker_Files

InstallShield

Este componente requiere
2920KB en el disco duro.

Para cambiar |a forma de instalacién de un componente, haga dic en un icono de la lista siguiente.
Descripcion del componente

Instalar en:
C:\Program Files\Common Files\Aranda Software\Aranda ADM MQTT_Broker, Cambiar...
| Ayda | Espado || <Atrds [ Siguente> | | cCancelar

7. 0nce the Full or Custom installation is chosen, click Install, you must have permissions as a machine administrator.

ﬁ Aranda.ADM.MQTT_Broker - InstallShield Wizard

Preparado para instalar el programa

El Asistente estd preparado para comenzar la instalacion.

Haga dic en Instalar para comenzar la instalacidn.

Si desea revisar la configuracion de la instaladon o realizar algin cambio, haga dic en
Atras. Haga dic en Cancelar para salir del Asistente.

InstaliShield

8. When the installation process is finished, click the End.

< Atrds

ﬁ Aranda.ADM.MQTT_Broker - InstallShield Wizard

9. Once the installation process is finished, go to the services and verify that the service: Aranda MQTT Broker is installed and running.

InstaliShield Wizard

Aranda.ADM.MQTT_Broker Finalizado -

InstallShield Wizard ha instalado Aranda.ADM.MQTT _Broker
correctamente. Haga dic en Finalizar para salir del asistente.

< Atras

Cancelar

_

Aranda MQTT Broker

Detener el servicio

Reiniciar el servicio

10. To configure the port you want to expose, open the appsettings.json in the folder where the service is installed, and do the following:

~
Nombre

1), Agente de supervision en tiempo de ejecucién..

1 Agente SQL Server (MSSQLSERVER)
1 Agrupacién de red del mismo nivel
Q Ajglamiento de claves CNG

-Q, Almacenamiento de datos de usuarios_1bca20...

@},Anyﬂe!k Service

:\.‘.-%ﬂpli ién auxiliar de NetBIOS sobre TCP/IP
& Aplicacion auxiliar IP

& Aplicacion del sistema COM+

-\Q AppX Deployment Service (AppXSVC)

Descripcion

Supervisay certifica la integ...
Ejecuta tareas, realiza el seg...
Permite la comunicacién d...
El servicio Aislamiento de cl...
Controla el a2lmacenamient...

AnyDesk support service.

Proporciona compatibilida...
Proporciona conectividad d...

Administra la configuracié..

Provides infrastructure sup...

&) Aranda Agent 9 Aranda Agent 9
G Aranda Agent Remote Control 9 Aranda Agent Remote Cont...
G Aranda AMWD 2 Aranda AMWD 2
nAranda MQTT Broker
Propiedades: Aranda MQTT Broker (Equipa local) xko
General  Iniciar sesion Recuperacion Dependencias d:
Ind..
Nombre de servicio:  Aranda MQTT Broker jt-of...
Nombre para mostrar: Aranda MQTT Broker B
@ pr...
Descripcion: I lefial...
12 3
Ruta de accesa al ejecutable: e
s\Aranda Software‘\Aranda ADM MQTT_Broker\Aranda.MQTT Broker.exe”
work...
Tipo de inicio: Automatico ~ Eira..
dde..
ahle...

Estado

En gjecu...

En gjecu...
En gjecu...
En gjecu...
En gjecu...
En gjecu...
En gjecu...
En gjecu...

En gjecu...

En gjecu...

En ejecu...

En gjecu...

En gjecu..

En gjecu...

Tipe de inicio

Automatico (i..

Manual
Manual

Manual (dese...

Manual
Automético

Manual (dese...

Automatico
Manual

Manual (dese...

Automético
Automético
Manual
Automatico
Manual
Manual
Automético

Manual (dese...

Manual

Manual (dese...

Automitico

Manual (dese...

Manual

Manual (dese...

Automitico
Manual
Automitico
Manual

Automatica (...

Iniciar sesién cc
Sistema local
INT Service\SQL
Servicio local
Sistema local
Sistema local
Sistema local
Servicie local
Sistemna local
Sistema local
Sistema local
Sistema local
Sistema local
Sistema local
Sistema local
Sistema local
Senvicio local
Servicio de red
Sistemna local
Servicio de red
Sistema local
Servicio local
Sistema local
Sistema local
Sistema local
Sistema local
Servicio de red
Servicio local
Sistema local

Sictema lncal



» Esteequipo » Discolocal (C:) » Archivos de programa > Common Files » Aranda Software » Aranda ADM MQTT_Broker

[J Nombre & Fecha de modificacion Tipo Tamafo
do
runtimes 9/ Carpeta de archivos
appsettings.Development.json 4/ Archivo de origen ... 1 KB
appsettings.json 4/ Archivo de origen ... 1KB
tos Aranda.MQTT.Broker.deps.json 4/08 Archivo de origen ... 43KB
|%] Aranda.MQTT.Broker.dll 4/08 Extension de la ap... 16 KB
[#:] Aranda.MQTT.Broker.exe 4/0 Aplicacién 145 KB
| | Aranda.MQTT.Broker.pdb Program Debug D... 15 KB
Aranda.MQTT.Broker.runtimecenfig,js... Archivo de origen ... 1 KB
|2] Microsoft.Extensions.Configuration.A... Extension de la ap... 25KB
|%] Microsoft.Extensions.Configuration.Bi... Extension de la ap... 34 KB

{} appsettingsjson X

Search (Ctrl+Shift+F) -
Logging”:
"LogLevel™:
"Default™:
"Microsoft”™: "I

"Microsoft.Hosting.

"PathFormat™: "Lo
SMgttEs
"Port”: 1884

File Action View Help

e | 2= HE

@ Windows Defender Firewall witl| [T5 ettt =g

&3 Inbound Rules
&S Outbound Rules
:“;, Connection Security Rules @ marr

Name Group

%, Monitoring MQTT Properties X
General Programs and Services Remote Computers d
Protocols and Pots ~ Scope ~ Advanced  Local Principals ~ Remote Users  |€
v
Protocols and ports "
we; Protocol type: TCP % it
Protocol number: 6l t
t
it
Local port: Specific Ports % t'
1884 "
Example: 80, 443, 5000-5010 t
Remote port: All Ports v it
t
Example: 80, 443, 5000-5010 i
t
Intemet Control Message Protocol it
(ICMP) settings: )
a
» Esteequipe » Discolocal (C:) » Windows » System32 : LogFiles » ArandaMqttBroker
[] Nombre Fecha de modificacion Tipo Tamario
ido
=] log-20220809.log 9/08/2022 9:28 a. m. Documento de te... 2 KB
tos

Uninstalling MOTT Broker
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£ Aranda Agent @ Aranda Agent 9 Emgjecu...  Automd
_"f'-r Aranda Agent Remote Control 9 Aranda Agent Remote Cont... En gjecu... Automna
."“'3'-r Aranda AMWD 2 Aranda AMWD 2 Manual
£ Aranda MQTT Broker En gjecu... Automd
ZhA Manual
A Propiedades: Aranda MOTT Broker (Equipo local) * L Manual
E‘a General |niciar sesién  Fecuperacion  Dependencias RIS ::rtﬂma.
ok anual
S Momibre de servicio:  Avanda MOTT Broked b Manual
& Manual
Ry Nombre para mostrar.  Aranda MOTT Broker ; 2
& En gjecu,.. Automa
.".;:',- Descrpcitn: ! Manual
1'1'1', Manual
":\ Ruta de acceso al ejecutable I Manual
& “C:\Program Files'\Common Files'Mranda SoftwareAranda ADM MGTT _Brc En gjecu... Automd
= |8 Manual
&2 g e b \. Enegjecu.. Automa
£k Manual
& Automna
Sh0  Estado del servicio:  En sjecucidn | Enejecu.. Automd

En gjecu... Automa

niciar Detener Pausar Reanudar

En gjecu...  Automa

O OB S S S S S e o T Te e e Te Te Te Te Te Te

=
Puede especificar los pardmetros de inlcio que se aplican cuando se inicla o Manual
el zervicio desde aqui. | Endecu.. Automs

En gjecu...  Automnd!
Manual
En gjecu...  Manual

aFFeFoFuFefe

T
A

¢ Engjecu.. Manual

Manual
Cancelar

L Manual

Wi

P
!

i
f e

Tareas
Windows PowerShell

Simbolo del sistema

Azure Cloud Shell

Developnr Cammand Dramnd fAr VK D)

B3 Abrir

Develop

Lo Ejecutar como administrador
Develop

68 Anclar a Inicio

Develop

58 Desanclar de la barra de tareas

Terminal
Desanclar de la barra de tareas

Cerrar la ventana

SC DELETE “Aranda MOTT Broker™

| SC] DeleteService CORRECTO

Broker Configuration

Broker Configuration

Broker Configuration

< Aranda MOTT Broker Installer
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Conserver =

m Inio  Compartit  Vista (2]
X Abi [ seteccionar todo

es0 7] Facil acceso =
Nove ar  Eliminar Nueva Propiedades
- carpeta -

TH Nuevo elemento ~

No seleccionar ninguno
Andaral  Copia
acceso rapido

orial g invertir seleccion

ME -~
« © 4 || > Esteequipo > Discolocal (4} » Program Files (35) > Aranda > Conserver » ~ | | Buscaren Conserver »
[ Este equipo A Nombre Fecha de modifica..  Tipo Tamafio fe]
& Descorges logs Carpeta de archivos
Documentos 64 Carpeta de arc
I Escritorio 86 Carpeta de archivos
& Imégenes [2] Aranda.ADM. Communications.dil 6n de la aplicacion
B Misica [5] Aranda.ADM Virtualization.dil sién de la aplicacién

[ Aranda.Agent.RemoteCommand.exe
<] Aranda.Commen.uUtiLdl

B videos Aplicacién

Extension dela aplicacion

S [5] Aranda.ConserverWindows Service.exe Aplicacién
oL 3 Aranda.Conserver.Windows Service xe.config XML Configurstion File
azagent 7] Arenda Discovery dll Extensién de la aplicacion
inctpub <] CommandLine.dll Extension de la aplicacion
InstaladoresAutoit <] Dartsnmp.dil Extension de la aplicacion
iR <] DotNetZip.dil Extensién de la aplicacion
o 4] EntityFramenork.dil Extension de la aplicacion

2] EntityFramework.SqlServer.dil

6n de la aplicacién
Program Files

[2] MediatR.dil 6 de la aplicacién
CEgEm () [4] Microsoft.Practices EnterpriseL ibrary.Cormon.dil 6n de la aplicacion
ProgramData [4] Microsoft.Practices.EnterpriseLibrary Data.dIl Extensin de la aplicacion
QL2019 [<] Microsoft, Practices EnterpriseL ibrary ExceptionHandling.dil Bxtensién de la aplicacion
Usuarios [5] Microsoft.Practices EnterpriseL ibrary ExceptionHandling. Bxtensin de la aplicacion
creg [£] Microsoft Practices Enterprisel ibrary.Logging.dl 6n de fa aplicacion

: [Z] Microsoft. Practices ServiceLocation.dil 6n de la aplicacién
s Disco local (D)

A Mirrnenft Drarticae Hinibr Canfinration dll Ae I anficarifn

="mqttServerPort" value="1884"/>

"mqttlp" value="192.168.X.XXX"/>

</add>
<add name="DataPolicy">
= <exceptionTypes>
<add name="All Exceptions" type="System.Exception, mscorlib, Version=4.0.0.0, Culture=neutral, PublicReyToken=b77a5c561934e083" pos
b </exceptionTypes>
= </add>
= </exceptionPolicies>
i </exceptionHandling>
<dataConfiguration defaultDatabase="local"/>
= <connectionStrings>
<add name="local" connectionStrin
</connectionStrings>
£ <appSettings>
<add
<add
<add

'"Data Source=Data\local.dat:!busytimeout=60" providerName="System.Data.SQLite.EF6"/>

"https://adm-testing.arandasoft.com/repserver"/>
"false"/>
">

<add Ll ]
<add 1 £>
<add lue="Information"/>

<add privateIp" = "adm-testing.arandasoft.com" />

<add key="publicIp" v, "admtesting.arandasoft.com"/3
<add mgttServerPort” value="1884"/>
<add mqttIp" value="192.168.1.126"/>

<add
<add ke
<add ke
<add ke
<add
<add

publicServerPort" vali
privateServerPort”
p2pPort" v 9501"/>

maxDistributionSleepMsPerThread" va
maxDistributionThreads" walue="4"/>
"enableDiscoveryCommon” T ok Ll

80" />
60" />

ngn s>

<add SecondsPingRemoteServer" va 60" />
<add enableSecurity" 1 "false"/>
" </appSettings:>

= DRI

Topologies supported in ADM with conserver broker division

- Configuration of the broker on the same server as the conserver

™ applicstien Seras

ATV Wk |

g O

S0L Dalat

- Configuring the broker on different server of the conserver




t Applicanon Server

3

-

S0 [Lranaas
| Crurctas Wiz |
o o
Eed LN
| omerew |
SErvEr
- ==
Configuring the broker from the Repserver
m Inicio Compartir sta
Cortar Nuevo elemento - o Abrir * Selecclonar todo
| e X = : v =
—' [ Copiar ruta de acceso ¥ | Facil acceso = 3 No seleccionar ningunc
Copiar Mover Copiar Eliminar Cambiar  Mueva Propiedades
| a= av - nombre  carpeta ® 4 Historial Invertir seleccion
— 4+ » Este equipo » Disco local | » inetpub » wwwroot » RepServer
B Este equipo o Mombre Tamanio

4 Descargas Ein

Documentos logs
B Escrtorio srC
| Imagenes Ws
J‘ Misica [Z| Default.aspx KB

: EntityFramework. Memory)oin.dil KB

; Videos -

D = 4] Global.asax 3 2 14:4 KB
& isco local (C:)
o el '_}Web_config 3/1/2022 21:53 12 KB

AGENT

<add key="mqttServerPort" value="1884"/>

<add key="mqttlp" value="192.168.X.XXX"/>

</defaulctConnectionFactory>
</entityFramework>
<appSettings>

<add

<add

e="false"

/>

"vs:EnableBrowserLink" wval

/>

loglevel" wvalue="Information"

5 <hindinaRedirect nldVersinm="N.0_N.0-5.0.0.0" I

EntityFramework.SglServer"

<provider invariantName="System.Data.SqlClient" type="System.Data.Entity.SqlSsrver.SqlProviderServices,
<provider Name="Oracle.ManagedDataAccess.Client" type="Oracle.ManagedDataAccess.EntityFramework.EFOracleProviderServices,
</providers>
<defaultConnectionFactory type="System.Data.Entity.Infrastructure.LocalDbConnectionFactory, EntityFramework":>
<parameters>
<parameter ¥ "vil.0" />
</parameters>

<add EZ EntityFramework Extensions LicenseName" v '4339;100-arandasoft.com" />
<add Z EntityFramework Extensions LicenseRey" '2a226917-e440-1205-c78b-d06a907829£5" />
<add mgttServerPort"” —r
<add mgttIp" valu
</appSettings>
<runtime>
<assemblyBinding xm ="urn:schemas-microsoft-com:asm.v1">
<dependenthssembly>
<assemblyIdentity name="Newtonsoft.Json" pul 30ad4fetblabaced" c neutral" />
<bindingRedirect ol rsion="0.0.0.0-12.0.0.0" newV on="12.0.0.0" />
r </dependentissembly>
= <dependenthssembly>
<assemblyldentity name="DotNetZip" publickK 6583c7c814667745" cu ="neutral" />
<bindingRedirect oldVersion="0.0.0.0-1.14.0.0" Version="1.14.0.0" />
r </dependentissembly>
=] <dependentAssembly>
<publisherPolicy apply="mo" />
<assemblyIldentity name="Oracle.ManagedDataAccess" publicFK "85b4B83f429c47342" cul e="neutral" />
- </dependentAssembly>
] <dependentAssembly>
<assemblyldentity name="System.Runtime.CompilerServices.Unsafe" publicKeyToken="b03f5f7f11d50a3a" cu ="neutral" />

/>

Oracle.ManagedDataAcces



Configuring the broker by pointing directly to the Repserver

S application Server

I
; B, ¥ ns
e Y
Agent
:l* — ® ® ® . N
>
)
o ADM Web Consale ADM Web API RepServer
Agent - S0L Database
o
Cruncher Windows Common Windows
Services Senvices
Agent

F Note: The broker may or may not be within the same server as the repserver.

< Aranda MOTT Broker Installer

MibBrowser Settings

Aranda MibBrowser Installer

1. Run the installer Aranda.MibBrowser.exe

ﬁ Aranda MibBrowser - InstallShield Wizard >

Bienvenido a Aranda MibBrowser -
InstallShield Wizard

Installshield(R) Wizard le permitird modificar, reparar o eliminar
Aranda MibBrowser, Para continuar, haga dic en Siguiente.

<aras [ Siguente> | | Cancelar

2. You can define the username or organization and click Following. These fields may be left empty.

ﬂ Aranda MibBrowser - InstallShield Wizard

Informacidn del cliente

Por favor, introduzca la informacian,

MNombre de usuario:

QOrganizacidn:

InstallShield

<Atrds || siguente> | Cancelar

3. Theinstaller selects alocation for installation or you can change it, then click Following.
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ﬂ Aranda MibBrowser - InstallShield Wizard >

Carpeta de destino

Haga dic en Siguiente para instalar en esta carpeta o en Cambiar para i
en una carpets diferente.

D Instalar Aranda MibBrowser en:

C:\Program Files\aranda\aranda MibBrowser} e |

InstallShield

< Atras || Siguiente = || Cancelar

4. Then we proceed to the installation, click on Install.

ﬁ Aranda MibBrowser - InstallShield Wizard >

Preparado para instalar el programa

El Asistente esta preparado para comenzar la instalacion.

Haga dic en Instalar para comenzar la instalacion.

Si desea revisar la configuracian de |a instalacdn o realizar algin cambio, haga dic en
Atrds. Haga dic en Cancelar para salir del Asistente.

InstallShield

< Atrds || Instalar I | Cancelar

5. Wait while the installer finishes the process.

ﬁ Aranda MibBrowser - InstallShield Wizard — b4

Instalando Aranda MibBrowser

Los componentes del programa seleccionados se estan instalando.

Por favar, espere mientras InstallShield Wizard instala Aranda MibBrowser.,
Este proceso puede durar varios minutos.
Estado:
InstallShield
< Atrés Siguiente >
6. Confirm the installation by clicking the End.
17 Aranda MibBrowser - InstallShield Wizard e

Aranda MibBrowser Finalizado - InstallShield
Wizard

InstallShield Wizard ha instalado Aranda MibBrowser
correctamente, Haga dic en Finalizar para salir del asistente.




MibBrowser Utility

MibBrowser Settings

< Aranda MibBrowser Installer

<center><img src="/adm-install/en/assets/images/02-instalacion/

-mib_browser/caso_uso_mib_browser_0.png" style="width:700px;"></center>

& Aranda MibBrowser

Impeort MIB

File

Load Default MIB
Exit

SMMPw2-SMI
SMMBP2-TM

Mibs

RFC1155-SMI
RFC1213-MIB
SNMPv2-MIB
SNMPv2-SMI
SNMPv2-TM

-
@ Abrir X
« v 4 || « Windows () » Archivos de programa » Aranda > Aranda MibBrowser » Mibs v | @  BuscarenMibs P
Organizar v Nueva carpeta =- m @
ADMV2 A Nombre Fecha de modificacien  Tipe Tamafic A
snages | BRIDGE-MIE.mib Archivo MIB
MiBBrowserDoc! 7 CISCO-IPSEC-FLOW-MONITOR-MIB.mib Archivo MIB
A R 7] €ISCO-MEMORY-POOL-MIB.mib Archivo MIE
1 €15€0-5ML.mib Archivo MIB
[ Este equipo 1 CISCO-SYSLOG-MIB.mib Archivo MIB
¥ Descargas [ DELL-NETWORKING-PRODUCTS-MIB.bxt Archivo TXT
[ Documentos ) DLINK-3100-File.mib hivo MIE
. . -
B Escritorio I‘—i( DLINKSW-SNMP-MIB.bxt Archivo TXT
5 7 ENTITY-MIB.mib Archivo MIB
&) Imagenes e
: 7 ENTITY-SENSOR-MIE.mib Archivo MIB
P Misica ) ENTITY-STATE-MIB.mib Archivo MIB
B Objetos 30 ") HOST-RESOURCES-MIB.mib Archivo MIB
B Videos ) HP-ICF.mib Archivo MIB
i, Windows (C) ") HP-ICF-CHASSIS. mib Archivo MIB
) IBM-AIX-MIB.mib vo MIB
% Red Vo &

Nombre de archive: | CISCO-5ML.mib

| [MBfies (mibrtmyte)

Cancelar
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Mibs

I RFC1155-5MI ~
I RFC1213-MIB
I SNMPv2-MIB
4 CISCO-SMI
4 9 cisco
2 local
3 temporary
4 pakmon
5 workgroup
4 6 otherEnterprises
1 ciscoSB
2 ciscoSMB
7 ciscofgentCapability
& ciscoConfig
9 ciscoMgmt
10 ciscoExperiment
4 11 ciscobdmin
4 1 ciscoProxy
1 ciscoPartyProxy
2 ciscoContextProxy
4 2 ciscoRptrGroupObjectlD
1 ciscolnknownRptrGroup
2 cisco2505RptrGroup
3 cisco2507RptrGroup
4 cisco2516RptrGroup
5 ciscoWsx53020RptrGroup
4 3 ciscoChipSets
1 ciscoChipSetSaintl

2 ciscoChipSetSaint2
3 ciscoChipSetSaint3
4 ciscoChipSetSaintd
12 ciscoMoedules
13 lightstream

F Note: A MIB usually has dependencies which it is recommended to upload it to its main MIB or manually copy it to the MIB. MibBrowser installation directory in
the folder MIBS, since it is the path where the application consults to try to resolve dependencies automatically.

2. When you load a MIB you can see the related OIDs, if you select a node you can see the information in the Object Identifier section

& Aranda MibBrowser

File
Mibs Settings
I RFC1155-5MI n Device IP/Port: I ]
sl SNMP Version: | SNMP v2c |
I SNMPv2-MIB i 6.C ST ] |
4 CISCO-SMI &

Authentication: @ MD3 (' SHA

3 temporary Password:
4 pakmon
5 workgroup Encryption: ® DES ' AES
s V3 Encyption ey
2 ciscoSMB Context:
7 ciscohgentCapability
8 ciscoConfig
9 ciscoMgmt
10 ciscoExperiment
11 ciscoAdmin Get
4 1 ciscoProxy
1 ciscoPartyProxy
2 ciscoContextProxy
4 2 ciscoRptrGroupObjectiD Name: ciscoProducts
1 ciscolnknownRptrGroup Oid: 13614191
2 cisco2505RptrGroup )
3 cisco2507RptrGroup Type:

4 cisco2516RptrGroup Description: “CiscoProducts is the root OBJECT IDENTIFIER from which sysObjectiD

,5 cm‘?wsxsnme"Gmup values are assigned. Actual values are defined in CISCO-PRODUCTS-
4 3 ciscoChipSets MIB.

1 ciscoChipSetSaint1
2 ciscoChipSetSaint2
3 ciscoChipSetSaint3
4 ciscoChipSetSaintd

12 ciscoModules

13 lightstream

14 ciscoworks

15 newport

16 ciscoPartnerProducts

17 ciscoPolicy

2 ciscoPIB

Oid: [13.6.1.4.1.91

(9

Object identifier

3. To consult an OID you can fill out the form with the required data, then press the Get button and if there is information it will be shown in the OID and value section.

@ Arands MibBrowser - o x
File
Mibs Settings
i e . Devicelppor: I I i elue
S ‘ 1.36121.1.10|Hardware: Intel6d Family & Mode! 85 Stepping 7 AT/AT COMPATIBLE -
I liso SNMP Version: | SNMP v2¢ v [Software: Windows Versicn 6.3 (Build 22631 Multiprocessor Free)
4 RFC1213-MIB s
4 1mib2 community (I ]
41 ystem

1 sysDescr ication:  ® MI HA

2 epObjectid Authentication: D5 © 5

3 sysUpTime Password:

4 sysContact

5 sysName Encryption: ® DES O AES

6 sysLocation

i 3;“‘(5 3 Encryption Key:

4 2interfaces Context:
1 ifNumber
4 2 - -

“ :.rienuy IG\d‘ 13612110 ] |
1 ifindex
e -
3ifType
: m:ea Object identifier
6 ifPhysAddress Name  sysDescr
7 fAdminStatus Oid: 13612111
8 ifOperStatus :
9 fLastChange Type: OctetString (SIZE (0.255)
10ifinOctets "
it Description; A tetual desciption of the entity. This value should include the full

name and version identification of the system's hardware type,
saftware operating-system, and netwarking software. It is mandatory
that this only contain printable ASCI| characters.

12 ifinNUcastPkts
13 ifinDiscards
14ifnErrors
15 ifinUnknownProtos
16 ifOutOctets.
17 ifOutUcastPkts
18 ifOutNUcastPkts.
19 ifOutDiscards
20 ifOutErrors
21if0utQlen
22 fSpecific

a3a

P Note: Note that the OID entered must be related to the device.

< Aranda MibBrowser Installer
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ADM Structures

Structures and Components

To view the Ports and iteration with the components you can check the following links.

o Cloud with Conserver Onpremises
o (loud without a servere
o Onpremises=

Cloud con conserver onpremises

< ADM Structures and Components

Microsoft Azue Subscription
= - ——
Servidor Desktop Laptop =
- 0 o Foderated  Fedorated
Pusios 3478 - & Gha s
et foy ¥ (SAMU.  (SAML).
Puero 1854 == , Tenami fenamn
Puerto: 443 Aranda AVS Turn Server Cruncher Windows
J—
poi priviodyib
uop Pusto 3478 @
TP siass
WelEma el Ema
oo e Tenantt Tonanth

: R [ intel | intel |
: B R— ttase Tonani
: - sQL
il : %)
s ian &

‘Agentes ADM

Servidor  Escritorio  orttil Vil Dirctory

Storage Account

| — Wl Server | Ml Server
— Tenantt
=

it
mmmi‘.{'

. 0

)

Hyper-V. —_]

Py

Linux

i E Autogestién Pacuetes  rchives de

Puertos UDP- ® peienke SHTP - 587,25.465
15000-65000 & POP- 905

TCP: 64883 IMAP: 993
Vitual Directory
e E
Frotocolo

' Container

Web Application Broker MQTT
Agentes Workstation WebSockets iy ——

=] peaicy| @
Q

S

—_ = -
| T | @ e
p—
Conserver Grabacién
2 Puerto: 443 &
o] 0]
oy "
Puerto Sitios Web: 443 (HTTPS)
Protocolos de Descubrimiento
s
& = |
= ‘Specialists web site |
i

Puertos para Descubrimiento, )
(Opcional equipos de ia red LAN segin protocolo requerido; Protocolo
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Lop server Ratogenion
161, 162 (SMNP) LF soecastagent
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1500065000 rand Web site Comsols
TP 485

Unpreserved cloud

< ADM Structures and Components

Microsoft Azure Subscription

b
Agentes ADM Puertos UDP:
SIECE 15000-65000
TCP: 64883 ‘Windows Services
Servidor Desktop Laptop Turn Server
Q Q Federated Federated
Puerto: 3478 ﬁ a Identity Identity
— =R r 7 I, —
Puerto - 1884 Manager ———»  Tenant1 TenantN
: -

Aranda - Aranda Worker
Aranda AVS Turn Server Cruncher Windows Server.
1

-~ P
o I& m e
Aranda
Puerto: 3478 g"‘"ﬂh"
e @ E

5 IntelEma  Intel Ema
Agentes Workstation Protocalo: Tenant! Tenant N
WebSockets

499 seicepian [ intel I intel |
i Database Tenant 1 Database Tenant N

P 1

)

Virtual Directory

-Aranda Scheduler
Windows Server

storage Account

‘ — Mail Server | Mail Server
= Tenant! Tenant N
B

IADM
/ADMAPI

g 5
S0 Web portal

Alﬂ.ﬂlﬂ“‘é’l Paquetes  Archivos de SMTP . 587,25,465
@® Inventarios. POP:995

IMAP: 993
Virtual Directory

Container

‘Web Application aroker marT
Firewall (WAF) 1ADMIsetsencn
IADMsefservicerapi
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-~

oA
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-~

(] Puerto - 1634
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@

Puerto Sitios Web: 443 (HTTPS)

Redis Cache
Puerto: 443
Specialists web site ‘
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v\ v\
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Puerto: 3478 ‘WebSockets
AOM Web site Consola ADM Portal
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Onpremise

< ADM Structures and Components

— &>
Puertos:

TURN:8081

RED LAN Server Applications

ArandaTurnServerService
ArandaStunWebRTC ServerService @Q

| Conserver
windows l* |
y = 443 (HTTPS)
Hyper-V

Windows Services

Agentes ADM / Agentes Workstation 1
Servidor  Escritoric  Portatil ﬁ :I
Server on-premise N
Puerto: |

LDAP

- Aranda License Windows Services
- Aranda Scheduler Windows Services
- Aranda Worker Windows Services,

(& ]

Puerto - 389 0 636

Database
Server

> a B0 (HTTP)
2 Senvice Puertos:
3] | e oo =
TURN: 8081 Aranda Cruncher N Q
Service STUN: 3478
Broker MQTT L Database ADM
MAC @ Agente de imi
s ICMP. NetBios, DNS, SNMP,

WebSockets
WMIWBEM, SSH INTERNET INFORMATION SERVICES (IS}

i

Sitio Web ADM -
Sitio Wen Repserver
il P ADwARt

Puertos para Descubrimiento, o
{Opcional equipos de la red LAN segin protocolo requerido: Autogestion
137 (NetBiOS) E =
22 (SSH) . . -

380 (LDAP) admiare/MNosfcation
161, 162 (SMNP) admiarcResording
https://Dominio/repservernotificationMessage 1 [ — m
Puertos:
Sitios Web: 443 (HTTPS)
80 (HTTP)
Dispositivos Impresoras Routers  switch _
H & = ' =
=D Update (AAU)
@

' Protocolo: |
WebSockets

Specialists web site

E——
Qa Consola Portal

ADM Web site Autogestion

Aranda Device Management Web site [ Consola Portal Autogestién

ﬁ Specialists ﬁ

Update

Automatic Agent Update

Agent Pack for Windows

1. The Windows Agent with Extension .exe will be automatically uploaded to the ADM Management Console, in the ADM Configuration from the main menu, option Packages
within one day of the ADM site update.

m Paguetes

#

niglete L infarmacion pars La creacion de paguetss

Tipo del paguete
aftware & Agente
Sistema operativo Arquitectura

& Windows % B <3¢ [ x4

Hombre del paguete Version

Argnda Agent Windows Bb xE

Descripcion

Archivo achual

Aranda.Agent.Windows xB6_x64.9.17.2303.2801 exe 1815 MB & I

Escoja un archive o armastrelo aqui para reemplazar el actual Formatos soportados: EXE, SH
=a

[ Note: After 8 hours, the ADM agent will attempt to update to the latest version published in the console. If you want to force the update, from the list of
devices, you can execute the Update Agent

Updating the MacOs Agent

1. To perform the automatic update of the MacOs agent, enter the ADM management console, in the section of ADM Configuration from the main menu, select the Packages .
In the information view, click More Options and Package.

Upload the installation file with extension .Sh.
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m Paguetes

Complete |a informeciin pars La creacion de paguetes
Tipo del paquete

) Software (@) Agente

Sistema operativo Arquitectura
Windows ) Linux W Mac B e k4

MHombre del paguete Versidn

Aranda Agent Macx64.9 152206 1601 9.15.2206.2201
Descripcidn

i

Archivo actual

Aranda Agent Macx54.9.15 2206.1601.5h 3753 MB &

Escoja un archivo o armastrelo aqui para reemplazar el actual

2. When the agent finishes loading, click Save

F Note: After 8 hours, the ADM agent will attempt to update to the latest version published in the console. If you want to force the update, from the list of
devices, you can execute the Update Agent

Linux Agent Package

1. To perform the automatic update of the Linux agent, go to the ADM Management Console, in the ADM Configuration from the main menu, select the Packages . In the
information view, click More Options and Package.

Upload the installation file with extension .Sh.

m Paguetes

Complete |a informecidn para la creacion de paguetes
Tipo del paquete

) Software (@) Agente

Sistema operative Arquitectura
Windows (@) Linux ) Mac 8 s B xss

Hombre del paguete Versidn

Aranda Agent Linux x64 9 14 2205 0386 0.14.2205.0386
Descripcidn

#

Archivo actual

ArandaAgent LinuxB4.9.14.2205.0386.5h 1870MB &

Escoja un archive o arrastrelo aqui para reemplazar el actual soporacos: EXE, 5H

F Note: After 8 hours, the ADM agent will attempt to update to the latest version published in the console. If you want to force the update, from the list of
devices, you can execute the Update Agent

Manual Upgrade of the Shelf
1. Stop the Aranda Conserver V9 service.
2. Uninstall the Conserver Service program from the control panel.
3. Delete the record from the following folder:
e Folder“%Program Files (x86)%\Aranda\Conserver” except for the ‘Data’.
F Note: Do not delete the contents of the Conserver repository.

4. Run the installer Aranda.Conserver.Installer.exe. Do not upload the service until configuring the .config of the conserver folder. See Installation Conserver..
5. Start the Aranda Conserver V9 service.

6. To verify the successful connection of the conserver, log in to the ADM Management Console, in the ADM Configuration from the main menu, select the Communications .
In the Information View, in the Communications Tree, click on the Repserver node and select Keep. In the detail view on the Configuration Click the Test Connection
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Updating the Conserver by Distribution Project

Maintaining the Conserver via Distribution Project

Upgrade from version 9.16 t0 9.17 <

Upgrading from versions later than 9.17 <

Preconditions

Upgrade from version 9.16 to 9.17

:: Ingresar en la variable path la ruta donde se encuentra instalado el conserver
SET path =C:\"Program Files (x86)"\Aranda\Conserver

:: Ingresar el nombre del instalador .exe del conserver

SET conserver = Aranda.Conserver.Installer.9.17.0.0.exe

SET config = Aranda.Conserver.Windows.Service.exe.config

MsiExec.exe /X{96E7810B-02CE-40D1-A17D-4FDAC64B5B0C} /gn
@timeout /t 6 /nobreak

cd %TEMP%

cmd.exe /c %conserver% /S /v/gn

@timeout /t 20 /nobreak

del %path%\%config%
copy % TEMP%\%config% %path%

sc start ArandaConserverWindowsServiceV9

del % TEMP%\%conserver%
del % TEMP%\%config%

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>
<section name="dataConfiguration" type="Microsoft.Practices.EnterpriseLibrary.Data.Configuration.DatabaseSettings, Microsoft.Practices.EnterpriseLibrary.Data,
Version=6.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35" requirePermission="true" />
<l--For more information on Entity Framework configuration, visit http://go.microsoft.com/fwlink/?Link|D=237468 -->
<section name="entityFramework" type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSection, EntityFramework, Version=6.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" requirePermission="false" />
</configSections>
<connectionStrings>
<add name="local" connectionString="Data Source=Data\local.dat;busytimeout=60" providerName="System.Data.SQLite.EF6" />
</connectionStrings>
<appSettings>
<add key="dataConfiguration:defaultDatabase" value="local" />
<add key="Serilog:MinimumLevel" value="Debug" />
<add key="Serilog:WriteTo:0:Name" value="File" />
<add key="Serilog:WriteTo:0:Args:path” value="Logs\log.txt" />
<add key="Serilog:WriteTo:0:Args:shared" value="true" />
<add key="Serilog:WriteTo:0 s:rollingInterval” value="Day" />
<add key="Logging:LoglLevel:Default" value="Information" />
<add key="serverAddress" value=""/>
<add key="enableProxy" value="false" />
<add key="proxyAddress" value=""/>
<add key="proxyUser" value=""/>
<add key="proxyPassword" value=""/>
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<add key="privatelp" value=""/>
<add key="publiclp" value=""/>
<add key="mqttServerPort" value="1884" />
<add key="mqttlp" value=""/>
<add key="publicServerPort" value="80" />
<add key="privateServerPort" value="80" />
<add key="p2pPort" value="9501"/>
<add key="maxDistributionSleepMsPerThread" value="8"/>
<add key="maxDistributionThreads" value="4" />
<add key="enableDiscoveryCommon" value="1"/>
<add key="SecondsPingRemoteServer" value="60" />
<add key="enableSecurity" value="false" />
</appSettings>
<startup>
<supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.8" />
</startup>
<entityFramework>
<providers>
<provider invariantName="System.Data.SOLite" type="System.Data.SQLite.EF6.SOLiteProviderServices, System.Data.SQLite.EF6" />
<provider invariantName="System.Data.SqlClient" type="System.Data.Entity.SqlServer.SqlProviderServices, EntityFramework.SqlServer" />
<provider invariantName="System.Data.SOLite.EF6" type="System.Data.SQLite.EF6.SOLiteProviderServices, System.Data.SOQLite.EF6" />
</providers>
<defaultConnectionFactory type="System.Data.Entity.Infrastructure.LocalDbConnectionFactory, EntityFramework">
<parameters>
<parameter value="mssgqllocaldb" />
</parameters>
</defaultConnectionFactory>
</entityFramework>
<runtime>
<assemblyBinding xmIns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyldentity name="Newtonsoft.Json" publicKeyToken="30ad4feBb2aBaeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-13.0.0.0" newVersion="13.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="DotNetZip" publicKeyToken="6583c7c814667745" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-1.14.0.0" newVersion="1.14.0.0" />
</dependentAssembly>
<dependentAssembly>
<publisherPolicy apply="no" />
<assemblyldentity name="0racle.ManagedDataAccess" publicKeyToken="89b483f429c47342" culture="neutral" />
<bindingRedirect oldVersion="4.121.0.0 - 4.65535.665535.65535" newVersion="4.122.19.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Runtime.CompilerServices.Unsafe" publicKeyToken="b03f5f7f11d50a3a" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Configuration.Abstractions" publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Configuration" publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.1" newVersion="6.0.0.1"/>
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Configuration.EnvironmentVariables" publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.1" newVersion="6.0.0.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Logging" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Tokens" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.ldentityModel.Tokens.Jwt" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Diagnostics.DiagnosticSource" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.ValueTuple" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.0.3.0" newVersion="4.0.3.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Threading.Tasks.Extensions" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.0.1" newVersion="4.2.0.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Bcl.Asyncinterfaces" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Buffers" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.0.3.0" newVersion="4.0.3.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="RestSharp" publicKeyToken="598062e77f915f75" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-106.13.0.0" newVersion="106.13.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Configuration.Binder" publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Logging.Abstractions" publicKeyToken="adb9793829ddaeB0" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.1" newVersion="6.0.0.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Owin" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.2.0" newVersion="4.2.2.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Text.Encodings.Web" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.0.5.1" newVersion="4.0.5.1" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Text.Json" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.6" newVersion="6.0.0.6" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Web.Http" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.2.9.0" newVersion="5.2.9.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Owin.Security" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.2.0" newVersion="4.2.2.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Owin.Security.OpenldConnect" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-4.2.1.0" newVersion="4.2.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Owin.Security.Cookies" publicKeyToken="31bf3856ad364e35" culture="neutral" />




<bindingRedirect oldVersion="0.0.0.0-4.2.1.0" newVersion="4.2.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Logging" publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Dependencylnjection.Abstractions" publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Options" publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.Extensions.Primitives" publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.JsonWebTokens" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Protocols" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Protocols.OpenldConnect" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="System.Net.Http.Formatting" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.2.9.0" newVersion="5.2.9.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyldentity name="Microsoft.ldentityModel.Abstractions" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.23.1.0" newVersion="6.23.1.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>
<system.data>
<DbProviderFactories>
<remove invariant="System.Data.SQLite.EF6" />
<add name="SQLite Data Provider (Entity Framework 8)" invariant="System.Data.SQLite.EF6" description=".NET Framework Data Provider for SQLite (Entity Framework 6)"
type="System.Data.SQLite.EF6.SQLiteProviderFactory, System.Data.SQLite.EF6" />
<remove invariant="System.Data.SQLite" />
<add name="SQLite Data Provider"invariant="System.Data.SQLite" description="NET Framework Data Provider for SQLite" type="System.Data.SOLite.SQLiteFactory,
System.Data.SQLite" />
</DbProviderFactories>
</system.data>
<system.serviceModel>
<behaviors>
<serviceBehaviors>
<behavior name="">
<serviceMetadata httpGetEnabled="true" httpsGetEnabled="true" />
<serviceDebug includeExceptionDetaillnFaults="false" />
</behavior>
</serviceBehaviors>
</behaviors>
<services>
<service name="Aranda.Conserver.Ws.Servicel">
<endpoint address=""binding="basicHttpBinding" contract="A a.Conserver.Ws.IServicel">
<identity>
<dns value="localhost" />
</identity>
</endpoint>
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />
<host>
<baseAddresses>
<add baseAddress="http://localhost:8733/Design_Time_Addresses/Aranda.Conserver.Ws/Servicel/" />
</baseAddresses>
</host>
</service>
</services>
</system.serviceModel>
</configuration>
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B Note: If you have more than one conserver and they are installed on a different path, you must create a .batone .config and a different project for each of the
conservers. If the conservers maintain the installation path and have the same configuration, they can be submitted in the same distribution project

9. Inthe ADM configuration, define the Reserver/Conserver Communication Components and check the connection.

Upgrading from versions after 9.17

To update the conserver using a distribution project, you need to follow the following steps:
1. Create afile with .bat extension (e.g., UpdateConserver.bat)

2. Copy and edit the following script in the created file and save it.

F Note:

- Enterin the variable path the route where the conserver is installed.**

- Enterin the variable conserver the full name of the conserver installer

- If you have more than one conserver and they are installed on a different path, you must create a different .bat and project for each of the conservers

~~~batch :: Ingresar en la variable path la ruta donde se encuentra instalado el conserver SET path = C:"Program Files (x86)'\Aranda\Conserver :: Ingresar el nombre del
instalador .exe del conserver SET conserver = Aranda.Conserver.Installer.9.16.3.6.exe

copy %path%\Aranda.Conserver.Windows.Service.exe.config % TEMP% @timeout /t 3 /nobreak
MsiExec.exe /X{96E7810B-02CE-40D1-A17D-4FDAC64B5B0C} /gn @timeout /t 6 /nobreak cd %$TEMP% cmd.exe /¢ %conserver% /S /v/gn @timeout /t 20 /nobreak

del %path%\Aranda.Conserver.Windows.Service.exe.config @timeout /t 3 /nobreak copy % TEMP%\Aranda.Conserver.Windows.Service.exe.config %path% @timeout /t 3
/nobreak

sc start ArandaConserverWindowsServiceV9
del %TEMP%\Aranda.Conserver.Windows.Service.exe.config del % TEMP%\%conserver%

3. Create a Distribution Package guy copy with the installer of the consever.

/. Create a new Distribution Pack guy execution with the file .bat created in steps Tand 2.

5.Loginto ADM Distribution Manogement and create o Software Distribution Project.

B. In the project add the packages created in step 3 and 4 by first adding the conserver installer package (Copy type package) adding % TEMP% as a path.

B cenenat

Configuracion del proyecto de software

Configure los datos bésicos, paquetes y ejecuciones del proyecto de distribucién de software.
Datos basicos ¥
Distribucin de paquetes -

Tipo de sistzma operativo

X

(® Windows () Linux () Mac A continuacién agregue la ruta de copiado
Puede usar %USERPROFILE% para el directorio de usuaric 0 %TEMP%

Paquetes para temporales de Windows.

i s e sy |
HTEMP

Buscar aplicaciones y/o paquetes de instalar @ Q
| S |
= Conserver e @ S script e @

Plataforma: Windows Plataforma: Windows
Versién 9.16.3.6 Version 1

Credenciales b

MNotificaciones >

7. Run the distribution on the computer to perform the Conserver update.

P Note:
- If you have more than one conserver and they are installed on a different path, you must create a different .bat and project for each of the conservers. If the
conservers maintain the installation path, they can be submitted in the same distribution project.

If the distribution has been successful, the conserver is updated.

8.Inthe ADM configuration, define the Reserver/Conserver Communication Components and check the connection.

Remote Support Viewer Update
To update the Remote Support Viewer follow the steps below:

1. Loginto Control Panel > Programmes > Programs and FeaturesSelect Aranda ADM Utils and click Uninstall
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Desinstalar o cambiar un programa

Para desinstalar un programa, seleccidnelo en la lista y después haga clic en Desinstalar, Cambiar o Reparar.

Organizar ~ | Desinstalar  Cambiar  Reparar

Nombre Desinstalar este programa. Editor Se instalo el  Tamafio Version
B27-Zip 21.07 (x64) Igor Paviov 20/04/2022 531 MB 21.07
[ ActivePerl 5.22.1 Build 2201 ActiveState 20/04/2022 832MB 5222201
Agente de Red de Kaspersky Security Center Kaspersky Lab 18/01/2022 497 ME  10.2.434
B3 AnyDesk AnyDesk Software GmbH 11/08/2022 200MB ad 7.0.14
£ill Aranda ADM Utils Nombre de su organizacion 31/03/2023 260MB 9.164.2
£ill Aranda Conserver Service Aranda Software 28/03/2023 379MB 9.17.07

~ Aranda Database Tools Aranda Software 25/03/2022 260MB 9.04.1
sf]l Aranda Device Management Aranda Software 271242022 498 MB 9.16.3.3
€D Aranda Virtual Support Agent Aranda Software 14/01/2023 802ME 9118
@ Aranda ADMMQTT_Broker Nombre de su organizacion 21/11/2022 281 MB 9000
& Azure Data Studio Microsoft Corporation 16/06/2021 417 MB 1.23.0
o Beyond Compare 4.4.5 Scooter Software 14/02/2023 490MB 4452737
|j Browser for SQL Server 2019 Microsoft Corporation 16/06/2021 11,0 MB 15.0.2000.5
A CMake Kitware 14/12/2022 115MB 3251
8 0B Browser for SQLite DB Browser for SOLite Team 27/02/2023 438MB 3122

Nombre de su organizacién Version producto:  9.16.4.2
Vinculo de Ayuda: http://www.arandasoft...

Vinculo de soporte .. hitpy/f/www.arandasoft.com
Tamafo: 26,0 MB

2. 0nce the previous version is uninstalled, you can start the installation of the new version View Remote Support Viewer Installation
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