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Application integration is a communication process that facilitates the exchange of information and services, allowing asset management to be enhanced and functionality
to be complemented with resources.

Aranda DEVICE MANAGEMENT provides the following integration solutions:

1. External Integrations

ADM currently integrates with the following external applications:

e |ntegration with Intel® Endpoint Management Assistant (Intel® EMA) It allows remote administration of computers when computers are turned off or the operating
system is unresponsive. Using Intel® EMA, it is possible to use remote desktop and power control options, on computers inside or outside the firewall, using Intel®
Active Management Technology (Intel® AMT), part of the Intel® vPro™ platform.
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2. Internal Integrations

ADM natively integrates with our solutions:

e With Aranda Remote Control ARC, to take control of machines easily and efficiently and transfer files conveniently, facilitating remote management of workstations.

e With Aranda CMDB, to automatically keep CMDB configuration items up to date with discovered or detected changes to device inventories.

e With Aranda QUERY MANAGER AQM As an advanced reporting system, it allows visibility of the infrastructure through real-time indicators and access to customized
reports.

Who is this Handbook for?

This manual is designed to share and deepen the possible integrations between Aranda DEVICE MANAGEMENT ADM and different applications.

What is Our Documentation?

Aranda Device Management ADM < Getting Started Guide
Aranda Device Management ADM < Installation Guide
Aranda Device Management < Manual

ADM Integration Manual (You are HERE)

Intel Ema ADM Integration

Intel EMA ADM Integration

The new integration between Aranda Device Management (ADM) and Intel® Endpoint Management Assistant (Intel® EMA) allows remote management of computers when
computers are turned off or the operating system is not responding.

This is a silent synchronization, where ADM processes and verifies the information recorded by Intel® EMA, thus allowing functional capabilities from ADM with Intel® EMA for
its management and administration.


https://docs.arandasoft.com/adm-guide/en
https://docs.arandasoft.com/adm-install/en
https://docs.arandasoft.com/adm/en
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In integration, different activities are carried out in parallel to take into account and Different components are used that allow the correct functioning of the applications
internally and externally.

1. Activities from Intel EMMA

To have anintegration, the following tasks to be performed from Intel EMMA must be taken into account:

Intel EMMA Activities Description

User Installation and

For external integration with Intel EMA is required:- EMA Server Installation and Tenant Administrator User Creation.

Creation
Intel EMMA Agent Configure and deploy the agent required by Intel® EMA with its respective tenant group configuration profile (profile that has
Generation the Intel® AMT configuration parameters).

2. Activities from ADM

To have an integration, the following tasks to be performed from ADM must be taken into account:

ADM Activities Description

From the ADM Management Console you can:
Configuration Integration and - Enable Intel_EMMA integration.
ADM Access - Create the Tenant Admin User.
- Access the device detail within ADM’s inventory management process.

From the ADM management console, the API Configuration which allows ADM software to be developed and
integrated with other software applications.

API Configuration

EMA Server Installation
The following describes the basic Intel EMA installation for integrating with ADM.

 Note: Forallaspects of configuration, considerations, and installation, see the Intel EMA Official Documentation

1. Download the Emainstallation packages at the following path: Intel-Endpoint-Management-Assistant-Intel-EMA



file:///adm-integra/en/pdf.html#section-011
file:///adm-integra/en/pdf.html#section-00d
file:///adm-integra/en/pdf.html#section-00e
file:///adm-integra/en/pdf.html#section-010
file:///adm-integra/en/pdf.html#section-00f
https://docs.arandasoft.com/adm/en/pages/configuracion_generales/configuracion_api.html
https://www.intel.la/content/www/xl/es/support/articles/000055619/software/manageability-products.html
https://downloadcenter.intel.com/es/download/28994/Intel-Endpoint-Management-Assistant-Intel-EMA
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Version: 1.3.3.1 (m: nte

Descargas disponibles

Ema_Install_Package_1.3.3.1.exe
Windows 10*

Windows 7*

Windows Server 2019*

Windows Server 2016*

Windows* Server 2012 R2

Windows Server 2012*

Lenguaje: Inglés

Tamaio: 55,68 MB

MDS: e3b9f23b4d1baff799fc3b729147b3at

Intel® Endpoint Management Assistant (Intel® EMA)

Fecha: 20/07/2020

Descripcion detallada:
@
Paquete de descarga de Intel® Endpoint Management Assistant (Intel® EMA) 1.3.3.1

Intel® EMA 1.3.3.1, modernizacion de la capacidad de administracion, especialmente en el uso de Intel@ Active Management Technalogy (Intel@ AMT). El servidor de Intel®
EMA se puede hospedar de forma local, en la DMZ corporativa (zona desmilitarizada que separa las comunicaciones internas y externas), de un proveedor hospedado en la nube
(como Amazon Web Services *, Microsoft Azure * o Goegle Cloud Platform *). Los hosts Intel® AMT pueden ser locales o desconectados a su entorno.  Intel® EMA proporciona
‘comunicaciones en banda a través de un agente en el sistema operativo para cualquier plataforma Microsoft Windows® 10. Intel® EMA también proporciona capacidades de
administracién fuera de banda, que se producen por debajo  fuera del sistema operativo, para todos los sistemas dentro de Intel® AMT 11. x o posterior. (Nota: las versiones de
los sistemas Intel® AMT de asistencia incluyen Intel® Core™ vPro® generacion 6 a través de la generacion actual).

Consulte la carpeta de documentacion en la raiz de la descarga descomprimida para obtener orientacidn adicional sobre cémo configurar y utilizar Intel® EMA.
<Necesita ayuda?
Intel® Business Support

Los usuarios de Intel® EMA 1.3.3.1 pueden solicitar asistencia a través del nuevo portal de Intel® Business Support. Quienes realicen un formulario de inscripcidn tnico recibirdn
asistencia directamente de los ingenieros de Intel. Utilice el portal de Intel® Business Support para enviar preguntas, realizar un seguimiento del progreso y obtener un entorne
mas rapido.

Centro experto de Intel® vPro™

Aquellas personas que decidan no inscribirse pueden compartir conocimientos y colaborar en problemas comunes con la comunidad a través del centro de expertos de Intel@
vPro™. Tenga en cuenta que la comunidad no es subvencionable por los ingenieros de Intel. Se recomienda encarecidamente la inscripcion.

(PEsta informacidn es una combinacicn de [a traduccién del contenido original hecha por personas y por computadoras, para su comodidad. Se ofrece este contenide solamente
a modo de informacin general y no debe cansiderarse como exhaustivo o preciso.

Documentacién de descarga

Notas de version (Intel(R)_EMA_Release_Notes.pdf)

Installation Guides (Intel(R)_EMA_Web_Deployment_Guide_for_GCP.pdf)
Installation Guides (Intel(R)_EMA_Web_Deployment_Guide_for_Azure.pdf}
Installation Guides (Intel(R)_EMA_Web_Deployment_Guide_for_AWS.pdf)
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Intel® Endpoint Management Assistant

Install or update the Intel® EMA server on this machine. Using this option will alzo install 115
and all other software requirements if they are not aready installed.

Launch the Intel® EMA Platform Manager. This tool is used to manage the Intel® EMA server
software locally or remotely and moritor the health of the server,

Uninstall the Intel® EMA server.

v1.331

Cument Status

Ready. have administrator rights.




Lt Intel® EMA Setup Wizard *

Welcome
Welcome to Intel® EMA setup and update wizard. Use this tool to
, install or update the Intel® EMA server on this machine. If the
—— latest version of Intel® EMA is installed. this will not alter existing
I data or seitings.
F
A Waming

' 115 will be installed and any content in the system
drive Ninetpub \wwwroot folder will be overwritten.
Please back up any files in that folder before starting.

Back | [ Net |

5. Leaelacuerdo de instalacion y hacer clic en Siguiente.

it Intel® EMA Setup Wizard

End-User License Agreement

Please read the following license agreement carefully

EOFTWARE LICENSE AGREEMENT

DO NOT DOWNLOAD, INSTALL, ACCESS, COPY, OR USE ANY PORTION OF THE
SOFTWARE UNTIL YOU HAVE READ AND ACCEPTED THE TERMS AND CONDITIONS OF
THIS AGREEMENT. BY INSTALLING, COPYING, ACCESSING, OR USING THE SOFTWARE,
Y 0U AGREE TO BE LEGALLY BOUND BY THE TERMS AND CONDITIONS OF THIS
AGREEMENT. If ¥ou do not agree to be bound by, or the entity for whose benefit You act
has not authorized You to accept, these terms and conditions, do not install, access, copy,
or use the Software and destroy all copies of the Software in Your possession.

This SOFTWARE LICENSE AGREEMENT (this “Agreement”) is entered into between Intel
Corporation, a Delaware corporation (*Intel”) and You. *You™ refers to you or your

employer or other entity for whose benefit you act, as applicable. If you are agreeing to the
terms and conditions of this Agreement on behalf of a company or other legal entity, you ¥V

(] I accept the terms in the License Agreement

Back M

6. Select the type of installation:

L2 Intel® EMA Setup Wizard b

Server Host Configuration

Installation Type
Select the type of installation you are performing.

n

f:\} ) (@) Standard Install for Single Server Architecture

* All server components live on a single server. Used for
o’ B small to medium deployments.

af —
o —

() Initial Install for Distrbuted Server Architecture
Corfigures the load balancers and deploys EMA for a

digtributed server anchitecture.
() Addtional Server Install for Distibuted Server Architecture

Corfigures an additional server with Swam and/or
Web & Ajax Server components.

MOTE: Switching from Single Serverto Distributed Servers
made requires a full uninstallation and reinstaliation.

Back | Next

7. Seleccione la instancia de base de datos Sql Server.



%2 Intel® EMA Setup Wizard X

Database Setup

Enter the FQDN/IP address of the database server and database
. name. If using SQL authentication, enter a valid usemame and
— password. Connection will be verified before continuing.

’

¥

[] Advanced Mode

Database Server [.\SOLE:press [
Database Name ~ |EMADatabase [

] Use SQL Authentication

Usemame

Password

8. Configure the Host Information.

EE Intel® EMA Setup Wizard x

Server Host Information

Use this screen to enter the infomation about the machine on

m, which you are installing Intel® EMA. The FGDN or IP address you
> s enter here will be the URL by which the Intel® EMA website wil
- (( i | be accessed.

A f— Server Identity
o — FQDN/Hostname bgd-bcamachollinterseqlocal |
IP Address 169.254 252,237
Idertity mode Use FQDN/hostname anly v

Addtional Names  |localhost;127.0.0.1

9. Install the Platform Manager.
A& Intel® EMA Setup Wizard X
Install Platform Manager

Intel® EMA uses a server management tool called Platform
Manager. Enter the server port to use for this software.

Platform Manager Settings
Extemal Port 00D

y

10. Configure the user authentication type.



¥ Intel® EMA Setup Wizard x

User Authentication Type

Thig server has been detected to be part of a domain. Select

o what type of user authentication will be used on this server. I
7. gl },_ domain authentication is used, the currently logoged in user will be
| ] the first global administrator,
' User Authertication
User |dentity Use nomal accounts ~

11. Add the administrator user name for the entire EMA instance and save the credentials for general EMA management.
5= Intel® EMA Setup Wizard X

Global Administrator Account Setup

The Global Administrator accourt is used to configure system
settings and manage tenants and their users.
|
A /1 Global Administrator
 Nene | )
Password | |
Confirm password | |
12. Click Install.
L% Intel® EMA Setup Wizard b 4

Review Installation Settings

Intel® EMA server software is now ready to be installed. Review
, the installation settings below and click Install to begin the
—— installation.

Server Settings

Database Server: BG-D-
BCAMACHOO01\MSSQLSERVERD1
Database Name: EMADatabase

Server hostname: bg-d-bcamacho01 interseq local
Server IP address: 169.254.252.237

Platform Manager Port: 8000

Global Administrator: brayan.camacho@arandasoft.com

Back || Instal |

Tenant Configuration and Endpoint Groups

In this stage of configuration from Intel EMA, permissions are defined at the hierarchy level in the application, where the local administrator creates the tenants, then the
Endpoint, endpoint and agent profile groups.
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1. Login to the Enpoint Management Assistant console as a Global Administrator, with the user configured during installation. Enn the option Overview from the main menu
you will be able to see the defined statuses.

@ ‘Wed Dec 9 2020 3:45:43 PM

(intel) Endpoint Management Assistant | wm-ema-esi-on

Stats for this Intel” EMA server Quick links

fyrm-ema-test-001)
Create atenant

Add of remove users
Tenants: 4 T

Users: 1 0
Gaetting started tips

Tenant Snapshot

adm-dev b4 Vikew lenant

Users:

2

Create Ternant
2. To create the tenant in the Quick Links section of the information view, select the Create a Tenant. The window to enter name and description is enabled.

This is the tenant that you will integrate with ADM (If you are using the EMA instance to synchronize different ADM instances, you must create a tenant for each instance, it is
recommended to use the client's name to differentiate). }

3. When the setup is complete, click Save.

New Tenant

Tenant Name Description

| [ e

Cancel

Create Users

4. To create additional users to the tenant (Global administrator, tenant collaborator, etc.) in the Quick Links section of the information view, select the option Add or
Remove Users. The window is enabled Manage Tenants and Users where you can complete the respective information.



Endpoint Management Assistant| wn e @ weane vy

Manage Tenants & Users
Users sl Groups Tenams

Manage ndivicual ntel® EMA wsers and their roles. To enable a wser o access an endpaint group, add the user to a user group.

Manage users for this tenant l..h_-. dev -I

Usar name Description Tenant Role

5. In the Users Select the New User and in the window that is enabled you can enter information such as username, description, password and role associated with the user.
6. When the setup is complete, click Save.

New User
General
User name; Password:
Description Confirm password:
Role:
lGlobaI Administrator v|
Cancel

Generate Intel EMA Agent

Create Endpoint Group

1. Login to the Enpoint Management Assistant console as a Tenant Administrator and select the option Endpoint Group from the main menu.

0 9:07:40 AM

Stats for this tenant

{admintegration]

Quick links

Manage Intel® AMT

Endpoint Management intel* AMT Coverage profiles.
i 1 Wiew your endpoints..,
Ak o rermove users
Endpoint Discover endpoints..
groups: 1 _1 00% 1 OD% Manage endpodnt groups...
managed Intel® AMT

Endpoints: 1

Getting started tips

2. In the information view of Endpoint Group Select the option New endpoint group.
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(intel) Endpoint Management Assistant | vm-ema-test.001 2020 HOAGT AM

Endpoint group
s Summary view

and opl

1t Eroup whene they will shane a commaon set of permissions

Endpoint Groups Intel® AMT Profiles

1 prougr o New endpoint group..

Hame Endpoint Count

Endpoint
Groups

o

3. In the group settings enter name, description, password and policies according to the group’s capabilities. When finished, click on the Generate agent Instalation files
(Generate Agent Installation File)

Endpoint Management Assistant| vmema-tes-o0 Thu Dec 10 2020 9:06:58 AM

andasofle..

Endpoint Group Setup

Define the policy and enable Intel® AMT auto-setup [optional) - for & group of endpaints,
o
'.‘_l/' Define the group

o Create a new group

Group Nama Password [required to change the policy Later]
erter password) a

Group Descripticn

o Group Pelicy

Enable Inted® EMA users with exécule rights 1o ute thede capabilities on the group:

[Pawer operations Messaging and alerts Remiote comtrod
TP traffic relay Remiote KVM
Reme

Alert file access

Turn off or restar Console prompts Remote management [Wiil)

Location inf 2 User Consent for in-Band KvM

! Peer-to-peer communication

Select all

VER 1331 Intel Support lerms & privacy

AMT Profile

4. 0On the Endpoint Groups Select the option Generate an AMT profile.

Endpoint Management Assistant| vmema-testoon

I FFoUR where They will Share & coi
L.

Encdpodnt Groasp intel® AMT Profiles
arch profile names and descrig | G Manage Wil profiles..  Manage B02.1X profiies m
Profile Name Description

" Palil 1

Encigssint
Groups

O

5. Configure the information related to the AMT profile.

intel) Endpoint Management Assistant| wn-emaest001 ; G} Thi Dee 10 2020 5:14:31 AM

New Intel® AMT profile

General Profile Mame Prodile Description
Poswer States
Management Interfaces
FODM Source

1P Adtelrass

WiFi

Wired 802.1X

Demain sulfix Froxy address Part m

GIoups

o

S security



6. Assign the AMT profile to the endpoint pool.

m Thu Dec 10 2020 9:16:27 AM

"il"l-t_eDI Endpoint Management Assistant| vm-ema-tesi-om

Endpoint group

Summary view

Manage endpaints by placing them into an endpesnt group where they will Share a comimon set ol panmissions
and opticnally an associated Intel® AMT autosetep.

Endpoint Groups Intel* AMT Profiles

h endpeint grouy Q New endpoint group..

Name Endpaint Count

Grupa 1 1 .-

L’

Endpaint
Groups

O

Setings

7.1n the group, click the Intel AMT Autosetup.

91840 AM
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Qn_t@ Endpoint Management Assistant| vm-ema-test-001

Grupo

Administrator-provided description:
Grupo 1

Er

b Brvted ™ EMA, users with execute rights 1o use these capabilivies on the group

Power cperations Messaging and alerts Remote contral

Wakeup

Turn off cr restart

Locaticen info

ation

Peer-to-peer communication

Enabiad HBP

8. Select the AMT profile and activation method. Enter the BIOS password; As an IT administrator, make sure that all computers have the same password so that this profile
works for them when they are installed.

F Note: By default in computer equipment, the password is “admin”. It is recommended to review the doubling of the device model.

'iﬁ[e_I} Endpoint Management Assistant | ve-ema-ws-001

Intel® AMT autosetup icrupo 1)
After setting up, any endpoint joining this group and supporting Intel® AMT will automatically be
activated, Need to have at least 1 Intel® AMT profile

¥ Enabled

Intel® AMT profile: [Peii1 ~
Activation Method Q

Administrator Password: display @

9. Inthe group, click the Create Agent Files (Create Agent file).

Endpoint Management Assistant| vm-ema-test-00 gy o Thu Dec 10 2020 91840 AM

Grupo 1 Dedete GRoup_

Administrator-provided description:

Grupa 1
S EMA usirs with execute rights to use these capabilities on the group
Pewer opertions Measaging and alerts Remiste contral
Wakeup TCP traif Remote Ky

Sleep Alert mes file sccess

Turm off oo restart Console pror gerT
Endpoint Peer-to- peer commaunication
Groups
nted® A Enabied, HEP
G Creale &
Sgttings

9. Select the agent version, download the agent service and policies.

F Note: On the client machine, which is to be referenced by EMA, you must have the two files (executable and configuration) in the same path, with the same
name and run EMAAgent.exe.



» Emeequips » Dieobocal (D) » Agente EMA

-

& Homkre Fecha de medifica..  Tipo Tamafic
e : o
5 EMAAGent e . Aplcacibn 1303 K8
= | EMARgert.msh 2511 Archivo MSH KB

Intel(R) EMA Agent Installer

Click the buttons below to install or uninstal the peer-to-peer EMA agent. When
installed, the EMA agent runs as a badkground service, linking up to other computers.
The agents fadlitate computer management and other applications.

A

 Instalkation Information
Current Service Status Running
New Service Version v0.4.87, 54bit
New Trusted Pokicy Grupo 1
New Trusted Hash 599833080C 1931FD377916030C841CCS
Install { Update Uninstall swerur | [ dee ||

F Note: The machines that support EMA are those that have firmware equal to or higher than version 11, generally supported by 7th Generation processors, some
6th Generation processors also support it.

- FW versions can only be upgraded in subversions of the version that come from the factory. That is to say that a 10 Generation processing cannot be upgraded
from FW 14 to FW 15; What it can do is upgrade from 14.1to 14.2, 14.3, etc.

Intel® ME Firmwares Table

FW Version Processor Gen TLS EMA Supported
15.XX. XX. XXX 11th Generation 1.2 X

14.XX.XX.XXX 10th Generation 1.2 X

13 XX XX XXX 9th Generation 1.2 X

12.XX.XX. XXX 8th Generation 1.2 X

1T XX XX. XX 7th Generation / 6th Generation 1.21.1 X

10.XX.XX.3XX 6th Generation 1.1 Partially
9.XX.XX.3XX 5th Generation 1.0

8.XX.XX.3xX 4th Generation 1.0

Enable ADM Integration - Intel EMA

1. To configure the Active Directory, go to the Configuration view of the ADM Management Console, in the General Select the option Enterprise Integration and EMMA
Configuration. In the information view, display the More Options and LDAP

2. In the information view, enter the basic information such as url, global admin user, and your password. Click Verfify Connection and if valid, the Tenant setting is enabled.
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Endpoint Management Assitant, permite la administracion remota fuera de banda, incluido el control de energia y el

Rolesypermisos %% Arands® + escritorio remoto en terminales dentro o fuera del firewall, utilizando la tecnologiz Intel® Active Management, parte

de la plaforma Intel Vpro®.Esta integracion con el software de Aranda proporciona enlaces rapidos a las capacidades
Usuarios de Intel EMA desde ADM vy facilite Lz implementacidn y administracion de una instancia.
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Tenant Configuration

3. In the Tenant Settings section, you will be able to enter the tenant name that you previously created during the EMA console scan and tenant description. Enable the
option for scheduling for discovery by clicking YES



Configuracién de Tenant
Mombre del Tenant Descripcion del Tenant

TenantDevEmall tenant dev ema 11

seleccione la programacion para el descubrimiento. m

Programacion para el descubrimiento
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Programming for Discovery

4. You can run immediately or schedule a task that allows you to synchronize ADM devices with EMA endpoints. This task is responsible for matching the machines
discovered by ADM and the machines that are registered with Intel EMA. (this allows there to be a navigation from the ADM consla to Intel EMA on a specific device)

5. By clicking Save, generates the server and the user with Global Administrator for the requests with the EMA API, then proceeds to create if the Tenant does not exist and
finally generates the scheduled task for the synchronization of the devices.

Display Intel EMA-compatible devices

In the list of devices you can see the computers that have a Vpro processor, you can use the filters to list only the devices that have this type of processor.

Ageme Buscar Q| oraenars| Guimo reporte - wiss opciones: [

LAPTOP-R1KFNOAL

1P:192.16807

i [C] LAPTOP-RIKFNOAL/~—

Sistema Operativo: Microsoft Windows 10 Pro

6
LEDAEEE Gitima sesién iniciada: LAPTOP-RIKFNOAT\ARC Intel(®) Core(TM) 15-10310U CPU @ 170GHZ

vPro® ENOVO

Virtualizacidn

[] BG-D-VPROO1/INTERSEQ.LOCAL Discos y memoria
— perativo: Microsoft Windows 11 Pro
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B5in Conticts .
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8 Contico de gen

vPro
== Espacio usado: 269 T9GB
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e S
Sin vPro Virtual disponible: 12.44GB
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& L] L 3 =

With these devices, you will be able to access all Intel Ema functionalities after installing the agent.

EMA Tenant Admin User Creation

1. To create the Emma Tenant Admin user, go to the Settings view of the ADM Management Console in the General Select the option Enterprise Integration and LDAP. In the
information view, display the More Options and User.

2. In the Users Detail View, select the General where you can fill in the general user data to be integrated with EMA as a Tenant administrator and define whether their status
is active or inactive.
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ADM -

P Note: The user must have a valid email configured to create the Tenant Admin user.

3. In the Users Detail View, select the Ema Integration and enter the user key and activate the EMA user; You can register the user as the user to be used to
synchronize.
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Contrasena url
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Registrar usuario para sincronizacion con Intel “

Ema

Guardar Cancelar

4. When you finish setting up the basic user information, click Save to confirm changes made; in the Detail View, the Groups and Roles tabs are enabled

Direct access with EMA

Once the entire configuration process has been completed and after the synchronization task between ADM and Intel EMA has been executed, the user will be able to
navigate from the detail of an ADM device to the EMA console and perform the operations required.

Access from ADM

1. Enter the Home view of the ADM Management Console and select the module Inventory menu and the Devices. In the information view, the list of inventoried devices can
be displayed.
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2. In the Built-in Device Detail view, select the Ema Integration
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3. Inthe device detail view, the described action is enabled. Click Accept, to redirect the process to the console Enpoint Management Assistant

Acciones

v | e |

E__] BG-D-BCAMACHOOD1/INT...

Access from Intel EMMA

4. If the user is already authenticated in the EMA console, they will be able to access the device directly, if they are not, the system asks them for credentials to log in as a
tenant administrator user, created during the configuration process or in the Tenant Admin User Creation of EMA.

-‘ing—} Endpoint Management Assistant | «

Log in

Irfel® EMA user name {email addresst

Pasgwand:

Once authenticated, the user will be able to view the Endpoint (device) to access the Endpoint (device) to execute management actions from Intel EMA.

(intel) Endpoint Management Assistant| wn-ematest-oo1 ' @ Tue Dec ;

Emdpaints A AL 1
ﬁ General Intel® AMT Desktop Terminal Files Processes WMi

BG-D-BCAMACHOO

Rl Endpaint Group: Grupa 1 @ Power On
Operating System: Microsoft® Windows 10 @ Connected
ale
- Imtel* EMA Agent: Winfd-Service 0.4,87 CIRN ot Conns ched
Users
Intel® AMT: v0.1.20.1035 Client Control Mode I Manage his endpaint:
Intel® AMT CIRA selected: No Seleclan esdpont action w

Interface: 192.168.93.1
Interface: 172.18.0.17
Interface: 192,168.1.4% / INTERSEQLOCAL

Interface: 169.2548.252 237

Interface: 102,168,561

MNearby endpoints: O

ARC Remote Control

Remote Control (ARC)
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It allows you to take control of machines in a simple and efficient way and transfer files conveniently, facilitating remote management of workstations.
 Note: Consider the following supported architecture for remote control:

e This functionality is not supported for agent versions released from ADM lower than 9.19.2 (Cloud)
e This functionality is not supported on OnPremises installations of ADM versions lower than 9.21.1

OnPremises Installation Configuration Process
You should consider the following steps for remote control setup in OnPremise installations:

e Enable the functionality in the ADM console by going to Configuration > General > Global Settings.

Home Close session

APPLICATION ADMINISTRATOR

= e e n 4} rote A Permissions

Compleie the information for the creation of the role
Role name

Admbnistrator

Description

Agmbnistrator

AppCatalogManager

Description: This robe gives full access to the application catalog, reports, slerts and dashb,..

DeviceManager
Description: This role gives full access over devices, reports, slents and dashboard

DistributionManager
Description: This role gives full access to distribution, reponts, alens and dashboand

ParchManager
Dascription: This rode gives full SC0E35 G0 PaSCh, JUSTribAution, FeporTs, aLerts and sashbosrd

PolicyManager

e |ntheinformation view of Global Settings, select the ARC Configuration Click Edit

or on the Expand content.

Global settings
Global settings allow you to modify key features of the tool.

@ Remember: any changes mode to this section will significantly atfect the toal.

Expand contentz

ARC Configuration

)
Settings to monage ARC |Aranda Remote Control) *

Global settings

el

Global settings will allow you to modify
fundomental features of the tool, giving a
broader range of action to your business.

B Note: In deployments cloud, this field can only be displayed, but not edited. {: #important}

e Validate that Activate Aranda Remote Control Have the checkbox enabled (default). If it is not, enable it and click the Save.



Global settings
Global settings allow you to modify key features of the tool.

ﬂ Remember: any changes made to this section will significantly affect the tool.

Expand co nlenlz

ARC Configuration H
Settings to manage ARC (Aranda Remote Control} -

Activate and download Aranda Remaote Control
Activate Aranda Remote Control . Active

Download Aranda Remote Control . Active

e Perform the corresponding post-installation setup Aranda.ADM.Web.Installer on the application server. View Settings

Agent setup and installation process
Consider the following steps for the configuration and installation of the remote control agents:

e To performremote control, it is required to have the remote control component installed on the devices to which the remote connection is to be made.Remote Control
Component Installation

e Installation of the remote control viewer, required on the device from which the remote connection is made Remote control viewer installation

Aranda Remote Control Application Requirements

Take Remote Control
To perform remote control, the following must be previously configured:

e Remote control requires having the Remote Support permission active on the ADM user role.Roles and Permissions.
e The device must be associated with a device group. Groups

e |tisrequiredto create arelationship between the device group and the user or user group authorized to perform remote control.Relations

Once the above configuration is done:

e Onthe menuInventory > Devices You need to select the available device, click on the Remote Control action and then on Accept.

Acciones

"l Control Remoto

== Microsoft Windows 11 Pro

e Inthe browser, the Support session, where you can view device information, open the remote control viewer, and transfer files between devices.

Take Remote Control

File Transfers
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Remote Control Audit

This feature allows events logged upon entering the support session to be visible in the Event Log section. It is possible to search from the filter, add and/or hide columns.
Events are logged when requesting, starting, or terminating remote control, when sending or receiving files.

To view these logs, you must go to the ADM console Configuration > ADM > Event Log > Remote Control Audit.

Hame Close session
APPLICATION ADMINISTRATOR

- - .
N n %,_5 Role f Permissions.
Complete the information for the creation of the role
Role name
Adminiszratar
Description

3 Communications AppCaralogManager
Description: This role gives full access to the application catalog, reports, alerts and dashboa

Administrator

== Manufacwurer

Darvice .
Q Tipe DeviceManager
Description: This role gives full access over devices, neports, alerts and dashboand
52 Discovery w
&5 AgentProfiles

DistributionManager
Description: This role gives full access to distribution, reports, alerts and dashboard

Q Applicaticn catalog

£ content Manager

PatchManager
m Packages Drescription: This role gives full access to patch, distribution, reports, slerts and dashiicard
@ Metering
(@, Energy settings PolicyManager

Deseription: This robe gives full Aocess to the palicies, repors, alerts and dashboard

[5} acditional fialds

%k Eventlog cer RuleManager
Description: This role gives full access to rules, reparts, alens and dashbaard
Event Log ADM

Remate control Audit

A screenis enabled where you can view all the events performed in the support session.

Remote Control Audit

Component Installation

Remote Control Component Installation

< ARC Integration

ADM Windows Agents from ADM version 9.19.2, after performing the zero installation or an upgrade from a previous version, will automatically install the new remote control
component after 30 minutes. The following processes and services are displayed on the device.

F Note: In the event of a connection failure at the time of installation or update of the remote control component, the ADM agent will perform installation retries
every 4 hours.

Remote Control Component Processes and Services

Remote Control Component Upgrade
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< ARC Integration

Remote control viewer installation

< ARC Integration

Remote control viewer installation

< ARC Integration

OnPremises Environments Configuration

ARC Remote Control Configuration

1. Configure connection chain

C:\inetpub\wwwroot\adm\arc\recording\appsettings.json

[ appsettingsjson 3 |

1 F_J{
2 —] "DataConfiguration": {

"DefaultDatabase": "ArandaConn"

»:Initial Catalog=<nombre de la base de datos>;User
1a>:Encrypt=true;TrustServerCertificate=true",
"System.Data.SglClient™

E "JwtSettings™: {

NS e W n
SECIEL™ I

2.Loginto the console
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Aranda
Device Management

ADM

. Administrator Complats the Knrmation fov the areation of the ol
Crecentials ? Description: Administrator
Role name
Commaunications 6
Description
Manufatturer =
AppCatalogManager A AniriSETAL
Deseription: This role gives full access to the application catalog, reports, alerts and dashboard
Device Type g
Discovery % -
£ DeviceManager
ﬁl’{n(?_‘mlﬁ a .':He‘.;a onc This role gives full access over devices, reports, alerts and dashboard
Application catsiog @

Hid

DistributionManager
T £ gives

Deseription: This ro 3 fsll 8<tess ko distribution, reports, Blerts and dashboard

Packages m
Metering
ParchManager
Eﬂe'\q'g'ﬂmllgi @ Description: This role ghves full sccess to patch, distribution, reports, slerts and dashiboard

Additional felds E:,

Bvenclog # « | PolicyManager

Description: This role gives full adoess 1o the policies, repans, alens and dashboand
Exzginal Tum @
Servers

Local Tum Senves (]

ety m

3. External Turn Servers

The file transfer functionality of the remote control uses a WebRTC-based P2P protocol. When two devices are unable to establish a direct connection to each other, a Turn
server is needed to facilitate communication.

To add an external Turn server in the External Turn Servers, follow these steps:
A. Click on the option New.

B. Complete the requested fields according to the following table:

Field Description

Name Name that you want to assign to the configuration, between 6 and 50 characters.

URL It corresponds to the STUN/TURN server site, for example: turn:<server_public_ip>:puerto or stun:<server_public_ip>:puerto .
User Name of the user authorized to connect to the STUN/TURN server.

Password Password associated with the user that allows the connection to the STUN/TURN server.

C. Finish by clicking the Save.
F Note: This configuration is required for file transfer when the specialist agent and the workstation agent are not on the same network, therefore, both devices

must be allowed to exit to the Internet through the configured port.

External Turn servers

Turn Servers

Here you con crecte or edit o tum server

©

The user can register the number of external Turn servers that he or she deems necessary to have good communication between the specialist's devices and the
workstation through the ADM console. To delete an external Turn server, in the External Turn Servers Select the server(s) to delete and click the Eliminate, it will be
confirmed that the server(s) have been successfully deleted.

You can use public STUN/TURN WebRTC, by doing a web search “STUN server list” you will be able to list the different public STUN/TURN servers available. When configuring
public servers on workstations and on specialist computers, they must allow the output of the servers that are configured to the sites. It is also possible to configure the
STUN/TURN server provided in the installer by making the settings in the Aranda Turn Stun WebRTC Server Windows Service. |n addition, public STUN/TURN can be used in
conjunction with your own installed servers, as mentioned above.

4. Turn Local Server
To establish remote takeover communication between the specialist agent and the workstation agent, use alocal Turn server that can relay network traffic.
To add alocal Turn server, follow these steps:

A. Click on the option Local Turn Server from the main menu.
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make the settings in the Aranda Turn Server service

I |
Turn Ser
Puert

-
: =
t Enable S5L

Manual Service Configuration

Configuring the Turn Server

€ Turn Local Server

1. Validating the appsettings.json File

5 | Turn Server - O X

“ Home Share View 0

€ “ 4| C\Program Files (x86)\Aranda\Aranda Remote Control\ Turn Servef vl & P

Name ’ Date modified Type Size File versic
Logs 2/7/2024 12:06 PM File folder
runtimes 2/6/2024 11:22 PM File folder
] appsettings.Development.json 2/6/2024 11:22 PM JSON File 1 KB
|| appsettings.json 2/6/2024 11:22 PM JSOM Fil
| Aranda.AVS.Turn.Common.dil 2/6/2024 11:22 PM Application exten B
| Aranda.AVS.Turn.Domain.dll 2/6/2024 11:22 PM Application exten... 9KB
| Aranda.AVS.Turn.Infrastructure.dll 2/6/2024 11:22 PM Application exten... 38 KB
Aranda. AVS.Turn.Service.deps.json 2/6/2024 11:22 PM JSON File 28 KB
| Aranda.AVS.Turn.Service.dll 2/6/2024 11:22 PM Application exten 11 KB
(7] Aranda.AVS.Turn.Service.exe 2/6/2024 11:22 PM Application 147 KB
1| Aranda.AVS.Turn.Service.runtimeconfig.j...  2/6/2024 11:22 PM
| FluentValidation.dll 2/6/2024 11:22 PM Application exten... 458 KE
Microsoft.Extensions.Configuration.dll 2/6/2024 11:22 PM B 6
4 Microsoft.Extensions.Configuration.Envir... 2/6/2024 11:22 PM Application exten... 19KB 6.0.222.6406
| Microsoft.Extensions.Configuration.User...  2/6/2024 11:22 PM Application exten 25KB 6.0.222.6406
4 Microsoft.Extensions.Hosting.dll 2/6/2024 11:22 PM Application exten 55KB 6.0.222.6406
| Microsoft.Extensions.Hosting.WindowsS...  2/6/2024 11:22 PM Application exten 24 KB 6.0.1022.47605
| NewtonsoftJson.dll 2/6/2024 11:22 PM Application exten... 695 KB 13.0.3.2 908
23 items = | =

{
"Logging": {
"LogLevel": {
"Default": "Information”,
"Microsoft": "Warning",
"Microsoft.Hosting.Lifetime": "Information”

}

'

“TurnConfiguration": {

",

"CertificatePar
"CertificatePath™
"CertificateSubject
"IsSsl": false,
"Port": 8081,
"SSLProtocols": "TIs12"
}
}
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2. Port Configuration Change

"TurnConfiguratio
"CertificateParam™: ™
"CertificatePath": ™
"CertificateSubje

"IsSsl": false,

"Port": <Puerto>,

"SSLProtocols": "TIs12"
}

3. SSL Secure Connection Configuration

v = | Resources e O x
Archivo nicio Compartir Vista 0
l g TH Panel de vista previa &R Iconos muy grandes &=/ Iconos grandes l = Casillas de elemento -
aal | NOS pequenas = [I* 1 Extensiones de nombre de archivo
Panel de T de detal = Ordenar Opaones
= d Panel de detalles £ Lists X Detalles = s A Bleranbor acalion e
navegacion por lementos ocultos
Paneles Disefio vista actual Mostrar u ocultar
- v P « Aranda > Aranda Virtual Support > Turn Server * Resources W )
2 ArandaTum.pfx

"TurnConfiguration”: {
"CertificateParam"”: "<clave-base64>",
"CertificatePath": "<nombre-archivo.pfx>",
"CertificateSubject": ™,
"|sSsl": true,
"Port": 8081,
"SSLProtocols": "TIs12"

}

"TurnConfiguration": {
"CertificateParam": ™,
"CertificatePath": ™,
"CertificateSubject": "<nombre-certificado>",
"IsSsl": true,
"Port": 8081,
"SSLProtocols": "TIs12"

4. Service Restart

5. Firewall Settings

€ Turn Local Server

Configuring the Stun/Turn WebRTC Server

« External Turn Server

1. File Validation turn-server.toml|
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realm = "localhost”

external = "127.08.8.1:

bind = "127.6.06.1:3808"

2. Start of Service

3. Firewall Settings

TUN/TURN Servi nfiguration Example an narios

« External Turn Server

STUN/TURN Service Configuration Example and Scenarios

< External TURN Server

1. Set up the realm

realm="1.2.3.4"
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2. Set up bind

bind ="192.168.1.25:3478"

bind ="0.0.0.0:3478"

3. Set up external

external ="1.2.3.4:3478"

4. Authentication

[auth]
userl="test"
user2 ="test"

[turn]
realm ="1.2.3.4" # |IP publica del servidor

[[turn.interfaces]]

transport ="udp"

bind ="192.168.1.25:3478" # La IP privada del servidor en lared local 0 0.0.0.0 cuando se desea escuchar todas las interfaces
external ="1.1.1.1:3478" # La IP publica del servidor visible desde el exterior

[[turn.interfaces]]

transport ="tcp"

bind ="192.168.1.25:3478" # La IP privada del servidor en lared local 0 0.0.0.0 cuando se desea escuchar todas las interfaces
external ="1.1.1.1:3478" # La IP pUblica del servidor visible desde el exterior

[api]
bind ="127.0.0.1:3000"

[log]
level ="info"

[auth]

# Credenciales para autenticacion TURN/STUN
user]="test"

user2 ="test"

Scenarios



Scenario

A Note:

Specialist

You can only access
the TURN/STUN
server using the
public IP

You can only access
the TURN/STUN
server using the
public IP.

You can access the
TURN/STUN server
using the public IP.

You can only access
the TURN/STUN
server using the
private IP.

You can only access
the TURN/STUN
server using the
public IP.

You can only access
the TURN/STUN
server using the
public IP.

Network
Status

External

External

Internal

Internal

External

External

ARC Agent

You can only access the TURN/STUN
server using the public IP.

You can access the TURN/STUN server
using the public IP.

You can access the TURN/STUN server
using the public IP.

You can only access the TURN/STUN
server using the private IP.

You cannot use the public IP to connect
to the TURN/STUN server, as your
access is restricted to the internal
network (private IP).

You cannot use the public IP to connect
to the TURN/STUN server, as its access
isrestricted.

Network
Status

External

Internal

Internal

Internal

Internal

External

e To coverscenarios 1,2, and 3, configure in the AMD website the External Turn server as follows:
Name: configuration name.
URL: turn.1.2.3.4:3478(1.2.3.4 refers to the server’s public IP).
User: userl.
Password: test.

A Notes:

e To coverthe scenario(4), configure in the ADM website the External Turn server as follows:
Name: configuration name.
URL: turn.192.168.1.25:3478(192.168.1.25 refers to the server's private IP).
User: userl.
Password: test.

e [finthe turn-server.tomlwas set up 0.0.0.0 in the parameter bind, the configuration must be performed on the site as above.

< External TURN Server

Result

The Specialist and the ARC Agent can
establish communication by consuming
the TURN/STUN server over the public
IP.

The Specialist and the ARC Agent can
establish communication by consuming
the TURN/STUN server over the public
IP.

The Specialist and the ARC Agent can
establish communication by consuming
the TURN/STUN server over the public
IP.

The Specialist and the ARC Agent can
establish communication by consuming
the TURN/STUN server over the private
IP.

The Specialist and the ARC Agent are
unable to establish communication due
to a connectivity problem between
networks (external and internal).

The Specialist and the ARC Agent are
unable to establish communication due
to a connectivity problem between
networks.
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