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Windows 10 Update

Windows 10 Update

Create scripts

Update.bat

@ECHO OFF

powershell Set-ExecutionPolicy -ExecutionPolicy unrestricted -scope CurrentUser -force
powershell Set-ExecutionPolicy -ExecutionPolicy unrestricted -force

powershell -file "update.ps1"

powershell Set-ExecutionPolicy -ExecutionPolicy restricted -force
powershell Set-ExecutionPolicy -ExecutionPolicy restricted -scope CurrentUser -force

Update.psl

SErrorActionPreference = "SilentlyContinue"
# Prevenir PC no se suspenda

powercfg.exe -x -monitor-timeout-ac 0
powercfg.exe -x -monitor-timeout-dc 0
powercfg.exe -x -disk-timeout-ac 0
powercfg.exe -x -disk-timeout-dc 0
powercfg.exe -x -standby-timeout-ac 0
powercfg.exe -x -standby-timeout-dc 0
powercfg.exe -x -hibernate-timeout-ac 0
powercfg.exe -x -hibernate-timeout-dc 0

# crea una carpeta para los archivos
Sd="c:\win10exe"
mkdir -p Sd

# descarga la utilidad de actualizacion

SComObj = New-0bject System.Net.WebClient

Sexed| ="https://go.microsoft.com/fwlink/?Link|D=799445"
Sexe ="$(Sd)\Win10Upgrade.exe"
SComObj.DownloadFile(Sexedl, Sexe)

# ejecuta el programa
Start-Process -FilePath Sexe -ArgumentList "/skipeula /auto upgrade /dynamicupdate enable /copylogs /norestart Sd"

View Packages

See Software Distribution

Java Distribution

Java Distribution

g BG-D-NALEIOD1 &) software
| ominagp

Connection ip: 192.168.1.14
Domain: INTERSEQ.LOCAL Q
Accountable: —

. Updates
Actions 0 Pending updates

lava 8 Update 431 ALL
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Fackage type

Q  sortby:

Bl .
Architecture: x64

Agant

(M8l 15H)

S- Windows
Credentials ? 0S: Windows -

Version: 8.431
Manufocturers —

Architecture
Devices Type =) Linux Mac x56 [ xBs
Package name Version

Comunications

jdk-Bu

B.4T

Discovery ~ Description

]

_ jdk-Bu4d xB4
Agent profiles &
- = y

Applicationcotalog

Result type
Content monager @) Progrom return code

Install command line
Pockages ] ~

Actual file
Metering @

jdk-Bus3l-windows-xB4.exe 15856 MB &

4. Create the distribution project. See Software Distribution

Configuration ¥
Aranda Distribution ®

Device Management Nidia

Dashboard Inventory Software

jdk-8u431-windows-x64 £ cenerat £ Groups and dev
Created By: Nidia

Project type: lications " "
C,SJMn?EMAPP Software project configuration

Packages: 1

Executions

Configure the basic data, packages and executions of the software distribution project

Basic data -
Summary
Executions 1 Define the name and description of the project
Name
Start first run:
jdk-8u:
11/12/2024 1
o Description
11, 2024 10:57 AM
jdk-8u:

In execution Scheduled

- 6 - @

Packages distribution

Credentials
Actions

Notifications

-
11

Save Cancel

5. Asociar el o los dispositivos que requieren la actualizacion.

jdk-8u421- £ General Ed Groups and devices
Created By: Nidia
Groups and devices of the project
Add the groups and/or devices that you want to include in the distributions of the distribution project
Summary et Q

Executions

i g BG-D-NALEIOO1/INTERSEQ.LO.

Start first run:

Start last run:
In execution Scheduled

- @ - @

Completed

°

7] Recurring executions B

E2* Devices reached 00

6. Crear y verificar la ejecucion del proyecto de actualizacion de Java.

Configuration £

s Distribution ® el = 5] A

Device Management

Dashboard  Inventory  Software Reports

jdk-8u431-windows-x64
Created By: Nidia

oroject type: Applications

0S: Windows

Packages: 1

Executions

Executions
[< w executions, checl the history and progress of each execution

[+ P Q| orer[ome =

Summary
jdk-8u431-win... jdk-8u431-windows-x64
Sl 1 Date: 11/12/2024 1.
e Creator user: Nidia

1 241055
rt Last run:

11/12/2024 10557 AM

Progress of execution Devices of this exacution

551 of 10e

W Excauted

In execuion scneduled
6 - ® Search Q| orter: rame - vore oprions: () [
E— e G
Compleced
1 (] BG-D-NALEIOO1/INTERSEQLOCAL/182.168.4.14. La aperacion se completo correctamente. Execueed. (o]
8] Recuring executions
E2* Devices reached 1.4

7. Verificar en el dispositivo que se instala la versién de javay ya no esta disponible la actualizacion.

General {ij Hardware @ Software gl Remote Administr,

Connection ip: 192168114
Domain: INTERSEQ.LOCAL
Accountable

L Inventoried software
et Inventoried software listing

Installed applications

software

Retumn to devices list

Last session started: INTERSEQ\ nidia alsjo Jmva ®
Java 8 Update 431 (64-bit) i
Manufacturer:
Installation date:
Version:

05 Locate: Espafi
05 Version: 10


https://docs.arandasoft.com/adm/pages/gestion_distribucion/proyecto_software.html

« «“ “ [ » Paneldecontrol » Programas » Programas y caracteristicas v O Buscar en Programas... 0

Ventana principal del Panel de

contral Desinstalar o cambiar un programa

Para desinstalar un programa, seleccidnalo de la lista y haz clic en Desinstalar, Cambiar o Reparar.
Ver actualizaciones instaladas

G Activar o desactivar las X o
caracteristicas de Windows Organizar ~ B e 0
~
Instalar un programa desdela  MNembre Editor Seinstald el Tamafio Versign
red | £|Java & Update 431 (64-bit) Oracle Corporation 12/11/2024 212ME  8.04310.10

g BG-D-NALEIOO01 @) sorware
.

Connection ip: 19216815
Domain: INTERSEQ.LOCAL Q
Accountable: —

. Updates
N Pendin NEIE
Return to devices list 0 g

Last session started

anufacturer:
cture:
Language:

05 Locate

Actions

App Catalog download error

App catalog download failed

Catalog download failed

SELECT * FROM APM_CATALOG

SELECT COUNT(*) FROM [APM_PRODUCT_PATCH]

View workaraund for On-premises architecture

See workaraund for On cloud architecture

Download the On Cloud catalogue

workaraund for On-premises architecture

<center><img src="/adm-ts/en/assets/images/03-descarga_catalogo/catalogo_eliminar_descarga_servicios_on_cloud.png" ></center> <br />

Taking into account the path where the Server repository is installed, delete the **Catalog**example: **%PathinstallationConserver%\Downloads\Catalog\0**.

<center><img src="/adm-ts/en/assets/images/03-descarga_catalogo/catalogo_eliminar_descarga_conserver_patch_data.png" ></center> <br />

DELETE [APM_LANGUAGE]

DELETE [APM_REGION]

DELETE [APM_BULLETIN_DETAIL]
DELETE [APM_PRODUCT_DETAIL]
DELETE [APM_SERVICE_PACK_DETAIL]
DELETE [APM_PATCH_DETAIL]

DELETE [APM_PRODUCT_PATCH]
DELETE [APM_PRODUCT_SERVICE_PACK]
DELETE [APM_DOWNLOAD_DETAIL]
DELETE APM_CATALOG

DELETE [APM_SHAVLIK_SCAN_RESULT]
DELETE [APM_SCANNED_PRODUCTS]
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**Consultation**

SELECT * FROM ASD_SETUPPROJECT where type =2
SELECT COUNT(*) FROM APM_UPDATE_SETUPPROJECT

**Elimination™*

DELETE FROM ASD_SETUPPROJECT WHERE type =2
DELETE FROM APM_UPDATE_SETUPPROJECT

**Elimination**

DELETE FROM AFW_DOCUMENT
DELETE FROM ASD_PACKAGE

<center><img src="/adm-ts/en/assets/images/03-descarga_catalogo/programa_descarga_catalogo.png" ></center> [See catalog download]
(https://docs.arandasoft.com/adm/pages/configuracion_adm/catalogo_de_aplicaciones.html)

**Consultation™*

SELECT *FROM APM_CATALOG

**Consultation**

SELECT COUNT(*) FROM [APM_PRODUCT_PATCH]

<center><img src="/adm-ts/en/assets/images/03-descarga_catalogo/catalogo_solicitar_apm.png" ></center> <br />

Aranda @ ;E @ E ﬁ A Configuration 3

Device Management Dashboard  Inventory Software Policies Rules Reports U ESEL

Q| Order: > More options: u
. . e ) - Microsoft Visual C++ Redistributable for Visual Studio 14...
Microsoft Visual C++ Redistributable for Visual... Publishing . o
e Bulletin: MSVC14-241113 Publishing: 11/12/2024
Febn Date download: Support URL: httpsy/support.microseft.com/... Size: 13.96 MB
==
Microsoft Visual C++ Redistributable for Visual... Publishing:
g = “ “ Summary of the update
o (=2 (=
Severity Installed Mot Installed
Description
,2024 ALL Publishing:
Date download:
.NET 8.0.11 - November 12,2024 ALL Publishing: Actions
Bullet
R; v si‘or‘; Date download:

Clear filters

Download the On Premises catalogue

workaraund for On-premises architecture



<center><img src="/adm-ts/en/assets/images/03-descarga_catalogo/catalogo_eliminar_content.png" ></center> <br/>

<center><img src="/adm-ts/en/assets/images/03-descarga_catalogo/catalogo_eliminar_descarga_aranda_services.png" ></center> <br />

Taking into account the path where the Server repository is installed, delete the **Catalog**example: **%PathlInstallationConserver%\Downloads\Catalog\0**.

<center><img src="/adm-ts/en/assets/images/03-descarga_catalogo/catalogo_eliminar_descarga_conserver_patch_data.png" ></center> <br />

**Eliminate**

DELETE [APM_LANGUAGE]

DELETE [APM_REGION]

DELETE [APM_BULLETIN_DETAIL]
DELETE [APM_PRODUCT_DETAIL]
DELETE [APM_SERVICE_PACK_DETAIL]
DELETE [APM_PATCH_DETAIL]

DELETE [APM_PRODUCT_PATCH]
DELETE [APM_PRODUCT_SERVICE_PACK]
DELETE [APM_DOWNLOAD_DETAIL]
DELETE APM_CATALOG

DELETE [APM_SHAVLIK_SCAN_RESULT]
DELETE [APM_SCANNED_PRODUCTS]

**Consultation**

SELECT * FROM ASD_SETUPPROJECT where type =2
SELECT COUNT(*) FROM APM_UPDATE_SETUPPROJECT

**Elimination**

DELETE FROM ASD_SETUPPROJECT WHERE type =2
DELETE FROM APM_UPDATE_SETUPPROJECT

**Elimination™*

DELETE FROM AFW_DOCUMENT
DELETE FROM ASD_PACKAGE

<center><img src="/adm-ts/en/assets/images/03-descarga_catalogo/programa_descarga_catalogo.png" ></center> [See catalog download]
(https://docs.arandasoft.com/adm/pages/configuracion_adm/catalogo_de_aplicaciones.html)

**Consultation*™*

SELECT *FROM APM_CATALOG

**Consultation®*

~~~sql
SELECT COUNT(*) FROM [APM_PRODUCT_PATCH]
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Actions

vm-windos10-say/WORKGROUP Last report:
05: rosoft 1 1 1 1

P Device:
Last session started: A

LAPTOP-R1KFNOA1/--- Last report: ®

05: 0 471

P Device:

Last session started: F Accept ‘Cancel
: [ pecepe | canet ]
BG-D-ADM-VMO1/INTERSEQ.LOCAL Last report: ] = vm-windos10-say/WORKGROUP LAPTOP-R1KFNOA1/---

05: f s 10

P Device:

@

Last session started: G-D-ADM-VMOL/INTERSEQLO..
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Q| Order - i More options: ﬂ
. . L . _ Microsoft Visual C++ Redistributable for Visual Studio 14...

Microsoft Visual C++ Redistributable for Visual... Publishing: . e
Bulletin: M { Bulletin: MSVC14-241113 Publishing: 11/12/2024

Revision Date download: Support URL: httpsy//support-microsoft.comy/... Size: 13.96 MB
=

Microsoft Visual C++ Redistributable for Visual... Publishing:
D. Summary of the update
Date download g % %

Severity Installed Not Installed

Google Chrome 131.0.6778.70 ALL Publishing:

Bulletin
Eeision: Lk Date download

Description

) .NET 8.0.11 - November 12, 2024 ALL Publishing
Bulletin
Revision

Date download:

.NET 8.0.11 - November 12, 2024 ALL Publishing: Actions
Bulletin: M
Revision

Date download:

Clear filters
Apply filzers

Database update error

Database upgrade with SQL version lower than 2019 failed

To verify the current compatibility level of the database, you can run the following query in SQL Server:

**Consultation™*

SELECT compatibility_level *FROM sys.databases WHERE name = '<database_name>';

**Adjusting the Compatibility Level**

If the compatibility level is not correct, it can be changed using the following command:

ALTER DATABASE <database_name> SET COMPATIBILITY_LEVEL ={1401130(120 };

Workaround Database Package 9.5.40 for SQL-2014 Version
Workaround Database Package 9.5.47 for SOL-2014 Version


https://download.arandasoft.com/wp-1/aranda-9/ADM/9.21.2/9.5.40-BD2014.zip
https://download.arandasoft.com/wp-1/aranda-9/ADM/9.21.2/9.5.47-BD2014.zip

[ | = |

Inicio Compartir Vista

« w » Este equipo » Disco local (C) » SOL
Mombre Fecha de modificacion Tipo Tamafio
7 Acceso rapido
i 9.347-BD2014.zip 4/12/2024 11:59 a. m. Archivo WinRAR Z... 1,338 KB
£ Este equipo o} 9.5.40-BD2014.zip 4/12/2024 12:21 p. m. Archivo WinRAR Z... 1.154 KB

3 Descargas
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View Aranda DB Tools Packages

<center><img src="/adm-ts/en/assets/images/04-actualizacion_base_datos/Base_datos_actualizacion_9.5.39.png" ></center>

<center><img src="/adm-ts/en/assets/images/04-actualizacion_base_datos/Base_datos_actualizacion_9.5.40BD2014.png" ></center>

SELECT *FROM VERSION_DATABASE
UPDATE VERSION_DATABASE SET VERSION='9.5.40'

<center><img src="/adm-ts/en/assets/images/04-actualizacion_base_datos/Base_datos_actualizacion_9.5.47BD2014.png" ></center> <br />

Update Database Jessica

9.547-BD2014

Date Level Message

Mo available version

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:42 a. m. | Information | {1 rows affected)

5/12/2024 9:35:43 a. m. | Information | End Script Deployment\DEYV_BD_2014\IncrementalAranda.Database.Update.sgl
5/12/2024 9:35:43 a. m. | Information | Database update to version 9.5.47-BD2014
5/12/2024 :36:13 a. m. | Information | Reading database version

5/12/2024 9:36:13 a. m. | Information | Current database version '9.5.47-BD2014"

~~~sql
SELECT *FROM VERSION_DATABASE

UPDATE VERSION_DATABASE SET VERSION=9.5.47"
~~~ # Software restriction

Software Restriction
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To do this, the log file generated by the agent must be reviewed. By doing so, it will be possible to clearly identify the name of the specific application or service and PID that
triggered the blocking message, facilitating the resolution of the problem.

AP V21 :ApwmDataZource : :SetTrackForbiddenPrograms§lil? count § elevatlon service exe

AP : ForpiddenProgramahetions: :Checkfilefldl Catch scftware event - Kill process pld 10020 - filename alevation SeCvice.exe
AP ; FosbiddenProgranshctions: i JendirccesaTermicaticnmearagedill Message £l uso del scitware Brave ¢ WF3 Office no este autcrizado

As can be seenin the image above, the service was elevation_service.exe executed and subsequently stopped by the agent. Importantly, the lock message may appear more
than once. In the example shown in the image, five instances of the elevation_service.exe service were detected. The ADM agent is configured to stop all processes
associated with this service name, which explains why a blocking message has been generated for each of the detected instances.

This behavior occurs because the agent not only stops the first process encountered, but acts on all instances of the service that are currently running. Therefore, if a
service like elevation_service.exe has multiple instances running, each of them will be blocked, resulting in the repeated occurrence of the warning messages.

List of essential services
Below is alist of essential services that should not be blocked:

e Windows Audio (Audiosrv)
Responsible for the management of sound services in the system. If it is blocked, users will not be able to listen to audio.
e Windows Update (wuauserv)
It ensures that the operating system receives critical security updates and other important patches. Disabling this service could put the security of the system at risk.
e Windows Defender Antivirus (WinDefend)
The Windows antivirus service protects the system against malware and other security threats. Blocking it would leave the system vulnerable.
e Windows Event Log(EventLog)
It is critical for logging system events and generating audit logs. Disabling it would prevent troubleshooting and monitoring.
e Task Scheduler(Schedule)
Allows scheduled execution of tasks on the system. Blocking this service can affect the operation of automatic tasks and scheduled updates.
e DHCP Client (Dhcp)
This service is essential for dynamic IP address fetching on networks. Blocking it could disrupt network connectivity.
e Network Location Awareness (NlaSvc)
It helps determine network configurations and maintain proper connectivity. Blocking it can cause problems with networking.
e Windows Management Instrumentation (Winmgmt)
It is crucial for remote management and gathering system information. Blocking it could interfere with management and diagnostic tools.
e Print Spooler(Spooler)
Responsible for managing print jobs. Disabling it would prevent printing on the machine.
e Remote Procedure Call (RPC)(RpcSs)
A fundamental service for communication between different services and applications of the system. Its interruption could cause failures in multiple services and
applications.
e Cryptographic Services (CryptSvc)
Manage crypto-related operations, such as digital signatures and encryption keys. Blocking them could affect updates and overall security.
e Windows Installer (MSIServer)
Required to install, maintain, and remove software. Blocking it would affect the ability to install or update apps.
e FlevatorService (Elevator_Service)
This service is related to running applications with elevated privileges (administrative). It is important for certain tasks that require administrator permissions, such as
installing programs. Disabling it might prevent some apps from running properly.
e Windows Time (w32time)
Synchronizes system time with network time servers. This is important for system time accuracy, especially in network environments.
e Server(LanmanServer)
Itis crucial for sharing files and printers on a network. Disabling this service would disrupt the ability to share resources on a network.



