Aranda Data Safe



Welcome to the Aranda Datasafe Introductory Tutorial. If you're new to Aranda Datasafe, this is the perfect place to learn how to:

Discover your devices and data.

Run backups and restores.
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The tutorial is divided into a series of steps. You need to complete them in sequence, starting with Step 1-Administrator Account Activation

Starting Data Safe

System Requirements

Hardware Requirements

Hardware Requirements for Storage Vault

The hardware requirements for Storage Vault can vary depending on the number of devices you need to protect. The following tables show our recommendations.

Specification

Operating System

CPU
Memory
Storage - Vault(~20 GB per user)

Storage - Vault Index

Agent Requirements

1-250 Users

- Windows Server 2016 -
2019

-Cent0S 6.x - 9.x

- Debian 6.x - 11.x

- Ubuntu 22.04 or later

CPU 4 Cores

6GB

5TB

N/A

Configure your Active Directory computers, repositories, and connector.
Create policies to configure Backup and Data Loss Prevention options.

251-500 Users

- Windows Server 2016 -
2019

-Cent0S 6.x-9.x

- Debian 6.x - 11.x

- Ubuntu 22.04 or later

6 Cores/ vCPUs

8GB

10TB

50GB SSD

Here are the recommended system requirements for devices to successfully run Aranda Agent:

Specification

Description

Learn how to use Data Loss Prevention features, such as Local Encryption, Remote Wipe and Geolocation.
Learn how to use the full remote migration feature.

500-800 Users

- Windows Server 2016 -
2019

-Cent0S 6.x-9.x

- Debian 6.x - 11.x

- Ubuntu 22.04 or later

8 Cores/ vCPUs

16 GB

16 TB +

50GB SSD

OpiEeig Windows 10/11 Pro or Enterprise
System
CPU Intel i3, i5,i7 or AMD equivalent
RAM 384 MB available to the agent

500MB free *Solid state drive for better
Storage

performance.

Network Requirements
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Request Description
Resolve EPC Tenant DNS Name nslookup endpointcloud.com

The firewall and proxy must allow communication with:
Allow Internet Access to the Tenant .endpointcloud.com
Allow outbound communication on port 443.

The Firewall must allow communication from the client devices to the storage vault Incoming and outgoing via port 9000 on the storage vault
server. server.

Active Directory Connector Requirements

The AD Connector will be able to be installed on the same hardware as the Storage Vault. If you don’t have an On-Premises/On-premises Vault, then you'll need the
following minimum hardware specifications for AD Connector installation:

Request Description

Operating Windows Server 2016 - 2019

System

CPU 4 Cores / vCPUs

RAM f;GB(OS requirement
included)

Storage 500MB free.

Active Directory and Access Requirements

The following requirements must be met to provide access:

Requirements Description

AD domain for user authentication For AD integration, an AD domain is required. Domain is

AD Domain for User Authentication .
not required for workgroup deployment.

The AD Connector must be installed on a server joined to

. . . [t must be the same AD domain that is used to authenticate the user.
the active directory domain.

The Windows Server administrator account must have You must have permissions to: Install software and services. Register an SPN record in the
sufficient permissions. domain. Access https://endpointcloud.com

Firewalls must allow customer devices to communicate

il e S L Port 9000 inbound and outbound.

Activate your Administrator Account
To get started, activate your administrator account so you can log in and set up Aranda Datasafe.

F > Note: When your organization registers with Aranda Datasafe, an account administrator will send you an email invitation. If you do not receive the email, please
check your spam folders. If you still can't find the email, contact Aranda reportedecasos@arandasoft.com customer service. Once you have the email, click on
Activate Account. Your browser opens the activation web page. The first time you access Aranda Datasafe, you need to enter a password and then re-enter it to
confirm. Click Activate to log in.If you are the first administrator to log in, you will automatically be assigned the role of Security Officer. If it is not the first, it is
assigned a role of administrator. (This can be changed later if needed.) The Security Officer role is the highest-ranking role and allows you to download and register
the AD connector that is used for user authentication.

Install Discovery Agent
You can use the free Discovery Agent app to have Aranda Datasafe detect your users’ devices automatically.

To configure Discovery Agent, download it and then install it on each end-user device. Do not install it on your server.

Download Discovery Agent
You can download Discovery Agent from your Aranda Datasafe Console:

1. Log in as an administrator. When you log in as an administrator for the first time, Inventory is selected by default. At this stage, Aranda Datasafe has not
discovered any devices.

2. Click Download Discovery Agent. The Discovery Agent MSI package is downloaded to your browser. Discovery Agent is specific to your Aranda Datasafe instance.
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Exito

Su agente de descubrimiento empezira a descargarse

automdticaments

CERRAR

Install Discovery Agent on your user devices

Install the MSI Discovery Agent package on each user device (desktop, laptop, etc.). The discovery agent will perform an inventory of devices and data, and then
securely upload the information to Aranda Datasafe.

Prerequisites

e Theuser's devices must have access to the internet as the Discovery Agent needs to connect to Aranda Datasafe.

e The user's devices must use a Windows, Windows 7, or later operating system. A Mac version will be available soon.

e Firewalls and proxy servers must allow connections. You may need to whitelist endpointcloud.com and the full path to the Aranda Datasafe tenant URL.
Example: https://arandasoftware.endpointcloud.com where “arandasoftware” is replaced with your organization’s name.

You can install Discovery Agent manually or remotely on each device.

Manual Agent Installation

Discovery Agent can be installed by running the MSI package on each user device.

You may want to move the MSI package to a shared folder that can be accessed by all devices. Alternatively, you can put the MSI package on a memory card and
transfer it between devices that way.

Remote Agent Installation

You can install the MSI package on devices remotely, using the Active Directory Group Policy feature or a third-party application. For more details, please contact
Aranda Support (reportedecasos@arandasoft.com).

Inventory

When their devices have Discovery Agent installed, they will report to their Aranda Datasafe tenant. You'll see devices appear in the Inventory list, and the dashboard
populates with data.
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View the information for each of the sections.
1. Discovered devices: how many devices have been discovered, how many have been activated for protection, and how many are still at risk.
2. Activated devices: Useful once we start activating devices. It shows us how many devices are pending activation and how many have failed.

3. Data discovered: the amount of data discovered. You can see the amount based on file types or file locations.



There is also a device list that shows all the devices that Discovery Agent has discovered. There is a brief summary of the device, including the device’s user account
and the amount of data discovered.

MOSTRAR TODOS (47) EN RIESGO (32) ACTIVOS (13) FALLIDOS (1) a m =
MOMBERE DEL DISPOSITIVD = USUARID ESTAROD EQUIFD DATOS DESCUBIERTOS AGENTE DE DESCUBRIMIENTO
(2] BG-A-DRODRIGUEL david.rodriguez 0 Sin asignar 209 MB 0.9.210.2029
@ BG-A-EBALAREZOL chalarezo 0 Sin asignar 42GB 0.5.210.2029
@ BG-A-JGUTIERREZ jeinner.gutierrez 0 Sin asignar IT6EMB 0.9.210.2029
(5] BG-A-KHERRERADZ Karen herrera o Sin asignar 768 0.9.210.2029
(@ B6-A-SPARRADL spama o Sin asignar 568 0.9.210.2029
[E) BG-AYNIETOO2 yennifer.nieto o Sin asignar 2168 0.5.210.2029
@ BG-C-CRAMIREZOL carlos.raminez 0 Sin asignar 6GB 0.9.210.2029

You can access more detailed information for each device.

1. Click a device in the list of devices. A sliding panel appears that contains a more detailed summary of the device and the user account associated with it.
2. Click on the profile icon to display the full details of the device.

3. Click the back arrow next to the username at the top of the screen to return to the Inventory.

You may have noticed that on the left side of the Inventory is a list ofEquipment. You'll use it to create new teams and organize your devices in the next step.

Organizing Devices into Teams

When your devices connect to Aranda Datasafe for the first time, they are “unassigned”. This means that they are not on a team. You can create teams and use them
to organize your devices into meaningful groups.

With Teams, you can:

e Assigna policy to control backup and protection settings for a group of devices.

e Assignarepository where the team will make backups.

o Filter the information by a team so you can see information about the devices that are used in the same area of your business, for example, you could have a
team that shows all the devices used for marketing.

We'll show you how it works. Create your own teamhim Assign devices and then you can Visualize the information on the devices on that computer.

Create a Team

To create ateam:

1. Click onInventory.

2. Click Create Team(bottom left corner of the Inventory screen).

3. Enter a name for the new team.

4. Ignore the Assign a Policy and Assign a Repository settings for now. You'll return to them after you've created a Policy and repository.

5. Click Save Computer.

Assign a device to a team

Once you've set up your teams, you can use them to organize your discovered devices:
1. Hover over a device in the list of devices.

2. Click on the radio button on the device(...).

3. Click Assign Team.

4. Assign the device to a team in the list.

5. Click Assign.

The page will automatically refresh and the device will be assigned to your selected team. You can now use Inventory to view information about all devices,
unassigned devices, or devices on each of your computers.

View a Team’s devices

When you have your devices organized into computers, you can filter the inventory so that it only shows information about the devices on a particular computer.
1. Click Inventory.

2.Inthe Teams section, click:

e All devices to display information about all devices on all devices
e Unassigned to display information only for those devices that are not yet assigned to a team
e ***to display information about devices on a specific team. Select multiple devices by holding down the CTRL key and clicking on the computers.
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Repositorio On Premise

Install Repository
You need to set up arepository to which your devices will be backed up.

A repository is a storage area that can be installed on a server on your premises or on a remote server in a data center. Securely stores backup data from your
activated devices.

Note: Private Cloud Vault software is available for Windows Server 2019 64-bit.

Download and install the Private Cloud Vault Package - Windows

To reqgister arepository, you will need to have the email address and password of an Aranda Datasafe user account with the role of administrator or security officer.
To download and install the Private Cloud Vault package:

1. Click Repository.

2. Click Download Private Cloud Vault.

3. When the Private Cloud Vault package is downloaded, search for it on your computer and copy it to your server.

4. On the server, install the Private Cloud Vault software. You can install it in the default location or choose another location if you prefer.

Descargar el instalador de repositorio
privado en la nube de Aranda Datasafe

Windows Linux
Version 2.20.0.22601 Version 2.20.0.22601
64 Bit 64 Bit
Sistemas operativos soportados Sistemas operativos soportados
Windows Server 2008 a 2016 Debian 6.xa9.x

CentOS6.xaTx

* DESCARGAR * DESCARGAR

( CERRAR J



B Instalador - Aranda Private Cloud Vault 2.13.0.20846 M= = o
| Asistente de Instalacion del repositorio de
Nube privada de Aranda Data Safe

El Setup ha terminado de instalar el software del repositorio de
- Mube privada de Aranda Data Safe. El repositorio debe estar
registrado en su dominio de Aranda Data Safe antes de que
Z pueda estar disponible para su uso,

Se recomienda gue lo haga ahora mismo.

Aranda DATASAFE
S erver Registrarse ahora

Click Mext to begin the Aranda Private Cloud Vault registration
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Dominio de nube de punto final de la organizacign

Dominic:; “

URL del dominio de la nube de endpoint

https:// <domain>.endpointcloud.com

Credenciales de administrador de Endpoint Cloud

r
Mombre de usuario:

Contrasena:

Configuracion de la boveda

F
Nombre de host / [P

Puerto: Q0a0 =

Alias:

Cerrar



Field Description
Domain The name of your Aranda Datasafe tenant. This is usually the name of your organization and is the first part of your Aranda Datasafe address.

Enter the email address of an Aranda Datasafe account that has the role of Administrator or Security Officer. Only these user accounts have

Username . . .
permission to register a repository.

Password Enter the password for the Aranda Datasafe account.

Hostname Enter the name or IP address of the server that has the repository software installed. If the serveris at aninternet address, enter the URL
/1P instead.

Port 9000. (You can select the port of your choice, but we recommend using 9000.)

Alias Enter the name of the repository as it will appear in Aranda Datasafe.

A\ >Important: Discovery agents and protection agents must be able to communicate on port 9000.

6. Click Sign Up and Finish.

Install Active Directory Connector

The Active Directory Connector (AD Connector) is an application that Aranda Datasafe uses to authenticate your user accounts, so that your encrypted data is only
available to authorized users.

You must install AD Connector on a domain-joined Windows server that is on-premises in your company.
To download, install, and register the AD Connector software:

1. Click onSettings.

2. Click onActive Directory.

3. Click Connect Ad to download the adconnector executable file. You will need to copy this file to your local server.

Configuracion Directorio activo

2 Equipes
X Uvsuarios
9 sdministradores
© Licenciamients

B oirectorio activo 3

i Enviarinforme por
email

4. Login to the server on which the AD Connector will run. You must log on through a domain administrator user account that has permission to register a service
principal name (SPN) for Kerberos authentication.

5. Copy the adconnector executable file to the server and then run it.

6. Follow the on-screen instructions to install it.

[E! Instalador - Aranda Private Cloud Vault 2.13.0.20846 [ = b

Asistente de Instalacion del repositorio de
Nube privada de Aranda Data Safe

El Setup ha terminado de instalar el software del repositorio de
— Mube privada de Aranda Data Safe. El repositorio debe estar
registrado en su dominio de Aranda Dats Safe antes de que
T pueda estar disponible para su uso.

Se recomienda gue lo haga ahora mismo.

Aranda DATASAFE
SE‘ rver [+] Registrarse ahora

Click Mext to begin the Aranda Private Cloud Vault registration
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You caninstall it in any directory (the default location is C drive).

When you complete the installation steps, the files begin to be extracted and installed. When the files are installed, the installation wizard asks if you want to
register.

7. Make sure Register is now checked, and then click Next.

(24 Registrar conector AD = Pt

Dominio de nube de punto final de la organizacidn

Dorninio: “

URL del dominio de la nube de endpoint

https// <domain>.endpointcloud.com

Credenciales de administrador de Endpoint Cloud

F |
MNombre de usuario: [
L |
Contrasefia:
Configuracion del conector
F
Dominio:
F 1
Alias:
Registrarse Cerrar
8. Enter the registration details:
Field Description
Domain The name of your Aranda Datasafe tenant. This is usually the name of your organization and is the first part of your Aranda Datasafe address.

Enter the email address of an Aranda Datasafe account that has the Security Officer role. Only Security Officer user accounts are allowed to

Username .
register an AD Connector.

Domain Enter the domain name of the organization
Password Enter the password for the Aranda Datasafe account.

Alias Enter the name of the AD connector as it will appear in Aranda Datasafe.

9. . Click Register andfinish.

Create a Policy
A policy is a set of rules that define:

e What datais protected and backed up

e How often backups occur

e |fany dataloss prevention features are used to protect your data in the event of a device being lost or stolen
e |f Windows user profile settings are backed up.

You can create as many policies as you need. You can have one Policy for everyone, or you can have different Policies for each team.

Create a new policy

1. Click Policies.



If you don't have a policy in Aranda Datasafe, click Add a Policy. Aranda Datasafe creates a new Policy and opens it, ready for you to define its configuration.

@ New Policy (RCITCTCRN I GUARDAR ¥ CERRAR
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- Emails -

Agregor clientes de email y seleccionor o localizocién de los archivos

2. Entera name to the Policy. Click the edit icon next to the default name, and then enter the new name.

Their new Policy has default settings, and many Aranda Datasafe administrators find these settings to be suitable for their needs. If you have different requirements,
you can change the settings in the following sections:

Field Description
Protected Data Itis used to define what data is selected for protection.
b It is used to choose how often backups are performed.
Restore
DLP It is used to choose data loss prevention measures for policy.
. . It is used to choose whether to back up settings related to Windows user
Migration

profiles.

Visualize the choices you con make in the sectionsProtected data, Backup and restore , BLP and Migration.

Protected Data

Use the Protected Data settings to choose which files will be protected and backed up (according to the rules defined in the policy). The policy settings define:

e What data is backed up and protected

e Whether encryptionis applied to files on the local device.

e Whether access to the data can be automatically revoked.

e Whether protected data can be wiped from a device remotely

Visualize the different sections.

Global Archives

Global files are collections of file types. For example, there is a collection of Microsoft Office files, for files saved in Word, Excel, PowerPoint, etc. By default, Aranda
Datasafe will back up these ‘global’ files, regardless of where they are stored on devices using the policy.

You can use the Global Files settings to:

e Addorremove file types from different collections

e (Create a new collection for different file types. For example, you might want to create a new collection that contains the file types for your proprietary
software.
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Locations

You can configure Aranda Datasafe to back up and protect files in specific locations on a computer (local drives only, by default). Some common locations are
included by default, including All Volumes, Desktop, and Documents, and you can add other locations if needed.

For each location, you can choose which files will be backed up and protected: all files, only global files, or a set of files that you choose manually.

Localizaciones
Agregar voldmenes y carpetas i especificar cudies archives proteger

= Allvolumes Archivos globales s W
[.] Desktop Todos los archivos V|
[ Documents Todas los archives /s l Gj

Cloud Drives

The Cloud Drives section works the same way as Locations, except it applies to cloud storage locations, such as One Drive.

Choose the cloud drive you want Aranda Datasafe to back up and protect, and then choose to include all files, global files, and/or a custom file selection.

Unidades de servicio en la nube
Seleccionar cugiquier unidad flocal) de olmocenomiento de servicios en la nube que desee proteger

%2 Dropbox Business Archives globales (]

12 Dropbox Personal Archivas globales V|

& Google Drive Archives globales ra l

7@ One Drive Archivas globales VA | + }
s

Emails

Use the Emails section to configure Aranda Datasafe to back up and protect your email client files. For example, you can add Microsoft Outlook as an email client and
then configure Aranda Datasafe to back up and protect all Outlook PST files or only those PST files that are active in the Outlook profile.

‘ Emails A
80 Agregar clientes de email y seleccionar [a localizocidn de los archivos
Microsoft Outlook Todos los PST =5
# Archivos PST conectades a Outlock & . (:)

Global Exclusions

Use the Global exclusions section to specify which types of files and folders should not be backed up or protected. Note that if a folder or file type is included in



Global Files and Global Excluded Files, it will not be backed up or protected (global excluded files take precedence over global files).

Backup & Restore

Excluidos globales

Agregar ipos de archivo y carpetas pare excluir de todas portes

ARCHIVOS EXCLUIDOS

Bl compressed Files

Archivas comprimidos

[ videos
Videos

& Images

Imdgenes

Temporary Files

Archivos temporaies

Outlook Offline Cache
Gutlook Offline Cache

B system Files

Aschivos de sistema

Virtual And Disk Images
Imdgenes y Discos Viruales

CARPETAS EXCLUIDAS

4. System Folders
System Folders

[ Temporary Folders
Temposrary Folders

Use the Backup and Restore tab to set the schedule for backing up devices (that use the policy) on areqular basis.

DATOS PROTEGIDOS

&

DLP

The Data Loss Prevention (DLP) tab is where you control settings to protect data locally on devices. These settings are designed to protect your data when a device

Copia de seguridad

Hacer copias de seguridad del dispositive cada

(that uses this policy)is lost or stolen.

You can choose:

1. Enable local file encryption on the machine. This works by loading a user encryption certificate onto the device. Files can only be accessed if the certificate is

available.

2. Prevent access to files if the device does not connect to Aranda Datasafe within a set period of time. The agent automatically revokes the user’s encryption

certificate, so the files cannot be accessed.

3. Use geolocation to find the last known location of the device.

DATOS PROTEGIDOS

Prevencion de pérdida de datos

9
@

Cifrado

Cifrar archivos seleceionados para copia de sequridad en el computador dal uswario

Prevencion de robo de datos
Automoticoments revocar acceso a los archives del ustrario si el dispasitivo no estd conectado

Geolocalizacion

Permitir que se localice un dispositive de usuario con bose en su Uitima lecolizacidn conocida

COPIA DE SEGURIDAD Y RESTAURACION

COPLA DE SEGURIDAD ¥ RESTAURACION

-

7
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Migration

Use the Migration settings to control whether Aranda Datasafe backs up Windows user profile settings. This type of data includes accessibility settings, mouse and
keyboard settings, favorites, and many other user-specific settings.

You can enable or disable migration as needed.

@ New Policy (TR GuARDAR Y CERRAR
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Assign Policies and Repositories to Your Teams

You can assign a policy and repository to each of your teams. These tell Aranda Datasafe which devices should be backed up and protected, how often backups
should be made, and where data should be stored.

To assign a policy and repository, you must edit the team.

1. Click onInventory.

2.Inthe Teams bar, hover over the team to which you are going to assign a repository and/or Policy.
3. Click on the Team radio button(...).

4. Click Edit.

5. Choose a policy from the list.

6.Choose arepository from the list.

7. Click Save Computer.

The team is now associated with the policy and repository you selected. Each device assigned to that team will be backed up and protected according to the details
of the selected Policy. The data from the team'’s devices will be encrypted and stored in the selected repository.

Activate Devices
Once you've set up your teams, repositories, and policies, you canactivate your devices.

When you activate a device, you create a request for that device to be protected and backed up. If the activation request is successful, the device will be protected
when the next backup is scheduled(as defined in the Policy settings).

To activate a device:
Click onInventory. Find the device you want to activate in the list of devices.

To activate a single device, you can click on its radio button(...) and then click orActivate.
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NOMBRE DEL DISPOSITIVD » USUARIO £5TADO £QUIPD DATOS DESCUBIERTOS AGENTE DE DESCUBRIMIENTO
[E] BG-A-DRC davidrodriguez 4 sin asignar 293MB 0.5.210.2028
[a] ver
(5] BG-A-EBA chalarezo o Sin asignar 4268 0.9.210.2029
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BG-A-JGU jeinner.gutiemez Sin asignar IT6 MB 0.9,210.2029
@ (3 Activar por correo electrénico i ° ¥
@ BCAKHE g pcionarequipo karen herrera O Sin asignar 7GB 0.9.210.2029
(U 8G-ASPA i Borrar sparra o Sin asignar 568 0.9.210.2029
[E] BG-AYNIETODZ yennifernieto O sin asignar 2168 0.9.210.2029



To activate multiple devices, select the checkboxes for the devices you want to activate. Then click on théctivate icon in the pop-up bar at the bottom.

MOSTRAR TODOS (47) EM RIESGO (32) ACTIVOS (13} FALLIDOS (1) a m

HOMBRE DEL DISPOSITIVG = USUARID ESTADO EQUIPD DATOS DESCUBIERTOS AGENTE DE DESCUBRIMIENTO

(] BG-A-DRODRIGUEL david.rodriguez O Sin asignar 209 M8 0.9.210,2029

(2] BG-AEBALAREZOL chalarezo 0 Sin asignar 4268 0.9.210.2029

(& BG-A-JGUTIERREZ jeinner.gutierrez " Sin asignar T MB 0.9.210.2029
[E] BG-A-HHERRERAD2 karen herrera O Sin asignar 7GB 0.9.210,2029
[ B6-A-SPARRAOL sparra O Sin asignar 5GB 0.9.210.2029
[ BG-AYMIETOO2 yennifer.nieto o Sin asignar 2168 0.9.210.2029
(] BG-C-CRAMIREZOL carlas.ramirez ‘ Sin asignar 6GB 0.9.210.2029
(] BG-C-DEARBOSA2 diana barbasa 0 Sin asignar Tdd MB. 0.9.210.2029
- E= -

€ 01sPOSITVOS SELECCIONADOS v & £ 10

When you activate a device, its status changes fromAt risk to Pending. After a short delay (around 10 minutes if this is the first time the device is activated), the
device will perform a backup; if successful, the device status changes to Protected and a green tick is displayed.

[E] BG-C-MGUTIERROL alejandra.gutiermez O Preventa Latincamerica 34GB 0.9,210.2029
(] BG-C-NMUNOZO2 Luis Eduardo Segura Quijano o Sin asignar 13MB 0.9.210.2029
@ BG-C-NMUNOZO02 nini.munoz ’ Sin asignar 3GB 0.9.210.2029
(2] BG-C-SBARRETO02 Sandra Milena Barreto Cabrera (] Comercial Colombia 524 MB 0.9.210.2029

If the device can't be protected, a red shield icon is displayed. You will need to investigate why activation failed. It may be because the user is not signed in to the
device or there was a connection-related issue.

Backup
When you have activated devices in Aranda Datasafe, your data is automatically backed up:

e Approximately 10 minutes after initial activation or after the agent is started
e Regularly, in accordance with the backup schedule (defined in the Policy).

After the initial automatic backup is done, you can also back up a device manually. The backup is initiated from Aranda Datasafe or by using the Protection Agent
locally on the device.

In this step, you will learn how to start a backup from Aranda Datasafe and then you will see detailed information about the backup.
1. Click Inventory.
2. Inthe list of devices, click on the device you want to backup. Their details appear in a slide-out panel.

3. Click the Back Up Now icon at the bottom of the slider panel.



A confirmation message appears at the bottom of the screen to let you know that the backup request was successful.
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The Protection Agent software (on the user’s device) uses deduplication to ensure that only single data is backed up to the repository. The amount of time it takes to
back up a device will vary, depending on the amount of data that needs to be indexed and backed up.

4. In the sliding panel, click the link next to the Last Backup entry to display a summary of the backup.



Copia de seguridad finalizada

Se realizd copia de sequridad de todos los archivos exitosamente

Dispositivo BG-C-FALDANADL

Usuario fabio.aldana

Hora de inicio de la copia de seguridad2022-06-16 14:37

Hora de finalizacién de la copia de seguridad2022-06-16 14:37
Total archivos 12

Archivos con copia de seguridad 12

Tamano de la copia de seguridad 451 MB

Datos transferidos 0 bytes

< CERRAR ) VER DETALLES

5. For more detailed information about the backup, click View Details. You can then view the details of the backup, the device, the files that could not be backed up,
and the error logs.

@ fabio.aldana > BG-C-FALDANAOL > Copia de seguridad en an hour ago

@ Copia de seguridad finalizadase realizd copia de sequridad de todos los archivos exitosemente b
[E Dispositivo BG-C-FALDANADI (fabio.aldana) v
E¥ Archivos 0 Archivos Fallidas s
] Registros Expandir poro ver registros 4

Restore to Device

Aranda Datasafe stores backups of protected data on your activated devices. If the data is accidentally deleted on the device, you can restore it by downloading it
from Aranda Datasafe. You can also restore backups from an old device to a new device.

Torestore files on a device:
1. Loginto the device that will receive the backup of the data from Aranda Datasafe.
2. If your device already has Discovery Agent installed, ignore steps 2 and 3 and continue from step 4.

3. If you need to restore data to a new device or a device that has not been protected by Aranda Datasafe before, you need to install Discovery Agent. Continue from
step 2.

4. Install Discovery Agent on the device, so that Aranda Datasafe can detect it.
5.In Aranda Datasafe, activate the new device.

6. On the Windows taskbar, right-click the Protection Agent icon and select Restore.

Ejecutar copia de seguridad ahora

Restaurar

7. At the top of the Datasafe Aranda Agent, choose the device that contained the data you want to restore. Then, choose the appropriate snapshot. A snapshot is a
record of a device’s data at a specific point in time, and you can choose from any of the times shown in the list.
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2021-02-24 10:16

2020-07-21 10:17



'FS Restore Destination [ *

Select a Restore Location

@) Original
| Specified | Browse ‘

|j Allow the restore to overwrite existing files

Select Restore.
The selected data is restored from the repository to your device. If you've chosen desktop files, you'll see them appear on the desktop.

If you are restoring backup data and user profile settings, the restore will be completed in two separate phases.

Data Loss Prevention

Aranda Datasafe has data loss prevention (DLP) features that mitigate your risk in the event of a lost or stolen protected device. Features are enabled in the Policy
see Create a Policyand they can protect their data with:

Encryption of local data on your devices

Automatic prevention of access to protected data if a device does not connect within a specific number of days (automatic revocation)
Provide you with the last known location of the device (geolocation)

Allow you to remotely wipe backed up data on a device

Let'slook at how you can view and use DLP features.

View DLP status

You can view the status of DLP on the Protection page. Shows the number of devices that have local encryption, auto-revocation, and geolocation features enabled
(in the policy).

Example Customer
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The DLP status is also displayed in the list of devices at the bottom of the Protection section.

Revoke a device

If a policy has local encryption enabled, each device receives an encryption certificate that is stored locally on each machine. Encrypted data can only be accessed
by the registered user if the certificate isin place.

When you revoke a device, you remove the certificate so that the encrypted data cannot be accessed.
1. Click onProtection.
2. Click on the device you want to revoke.

3. Click on theRevoke Device icon.
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4. Click Revoke to confirm.
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B > Note: If auto-revocation is enabled in a policy, Aranda Datasafe will automatically revoke the certificate of any protected device that does not connect to Aranda
Datasafe within a specified number of days. (You can change the automatic revocation time period in the policy settings.)

Erase a device

You can remotely wipe the protected files on your devices. With a wipe, the protected files are deleted and Aranda Datasafe also performs a “forensic erase” to
remove any traces of the files on the device.

1. Click onProtection.
2. Click on the device you want to erase.

3. Click on thedelete icon.



4. . Click Clear to confirm.
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Locate a device

If a policy has geolocation enabled, it can see the last known location of a protected device (the device must have Wi-Fi enabled).
To use geolocation to find a device:

1. Click onProtection.

2. Click on the device you want to locate.

3. Click the Geolocate icon.



The last known location is shown on a Google map. You can zoom in, zoom out, and show the satellite view.
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Configuration Migration

At some point, you will most likely need to replace one of your protected devices. For example, an older device may need to be upgraded to a newer model, or a
protected device may be lost or stolen. To make it easier and faster to set up a new device, Aranda Datasafe has a migration feature.

With the migration feature, you can configure Aranda Datasafe to perform monthly backups of Windows user profile settings on protected devices. Then, when you
need to replace a protected device, you can migrate your Aranda Datasafe configuration to the new replacement device.

To use the migration feature, you must enable it in the relevant policies.

Enable user profile migration

To enable the migration feature of user profile settings:
1. In Aranda Datasafe, click onPolicies.

2. Edit the Policy associated with the device equipment.
3. Click onMigration.

4. Enable profile migration for Microsoft Windows user profiles.



Example Customer

®  NewPolicy p— il T CE

DATOS PROTEGDNS COPLL DE SEGURIDAD Y RESTAURADION oLF MIGRACKON

Perfiles de usuaric de Microsoft Windows

5. Click theShow More link to see a complete list of Windows user profile information that will be backed up. It includes taskbar layout, mapped network drives,
folder options, email accounts, previously attached pst files, and email signatures.

6. Click Save & Close.
User data and profiles will be backed up to the protected devices when the next data backup is made (as scheduled in the policy).

When a backup has been made, you can migrate the settings to a new device.

Migrate settings to a new device

If you have enabled migration in a policy, you can use Restore to transfer Windows user profile data (and backup data) from an old device to a new device (via Aranda
Datasafe).

To restore files to a device:
1. Signin to the new device.
If your device already has Discovery Agent installed, ignore steps 2 and 3 and continue from step 4.

If you need to restore data to a new device or a device that has not been protected by Aranda Datasafe before, you need to install Discovery Agent. Continue from
step 2.

2. Install Discovery Agent on the device, so that Aranda Datasafe can detect it.
3.In Aranda Datasafe, activate the new device.

4. In the Windows system tray, right-click the Protection Agent icon and selectRestore.

Ejecutar copia de seguridad ahora

= 350 p. m.
) wW v~ U W i) ESP 16/06/2022

5. At the top of the Aranda Datasafe Agent, choose the device and then the snapshot you want to migrate to the new device. The snapshot is a record of a device’s
data at a specific point in time, and you can choose from any of the times shown in the list.
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Restore Complete

Restore profile settings completed successfully

les: 954 (939 MB)

Discovery and Inventory

Discovery and Inventory

‘ 20.5 ‘

LN N

What is Discovery Agent?

Discovery Agent Installation and Deployment

Download Discovery Agent



your on-premises servers or cloud servers.
On a device you want to be discovered:
1. Login to Aranda Datasafe as an administrator.

If Aranda Datasafe has not yet discovered any devices, the Inventory page does not contain information about the device and advises you to download the discovery
agent.

If Aranda Datasafe has discovered devices, the Inventory page displays information about those devices.

2. If Aranda Datasafe has not discovered any devices, click Download Discovery Agent to begin downloading a Discovery Agent that is specific to your Aranda
Datasafe Tenant. (The MSI Discovery Agent package is downloaded to your browser.)

e

Exito

Su agente de descubrimiento empezara a descargarse

automaticamente

CERRAR

If Aranda Datasafe has previously discovered devices, click on the download icon in the top right, above th®ata discovered## panel. Discovery Agent will begin
downloading to your browser.
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Install Discovery Agent on your end-user devices

Install the MSI Discovery Agent package on each user device (desktop, laptop, etc.). The discovery agent will perform an inventory of devices and data, and then
securely upload the information to Aranda Datasafe.

Prerequisites

e The user's devices must have Internet access since Discovery Agent needs to connect to Aranda Datasafe.

e The user's devices must use aWindows operating system, Windows 7 or later. A Mac version will be available soon.

e Firewalls and proxy servers must allow connections. You may need to whitelist endpointcloud.com and the full path to the Aranda Datasafe tenant URL.
Example: https://arandasoftware.endpointcloud.com where “arandasoftware” is replaced with your organization’'s name.

You can install Discovery Agent manually or remotely on each device.
Manual Agent Installation

Discovery Agent can be installed by running the MSI package on each user device.

You may want to move the MSI package to a shared folder that can be accessed by all devices. Alternatively, you can put the MSI package on a memory card and
transfer it between devices that way.

Remote Agent Installation

You can install the MSI package on devices remotely, using the Active Directory Group Policy feature or a third-party application. For more details, please contact
Aranda Support (reportedecasos@arandasoft.com).



Device Inventory

The Inventory page displays information about the devices that Aranda Datasafe has discovered. This information includes details about each device, the amount of
data discovered, and the protection status of each device.
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Discovered Devices

The Discovered Devices pane provides a summary of the devices that have been discovered.

DISPOSITIVOS DESCUBIERTOS

TOTAL ACTIVADO EN RIESGO

47 16 31

& 27 & 15 4 12

0 40/55 licencias dispanibles

Field Description

The total number of devices that have been discovered (activated devices + compromised devices). Below the total number is the number of

Total . . .
users. In the image above, Aranda Datasafe has discovered 47 devices and 27 users.
The number of discovered devices that have been activated.
Assets Devices that are activated are either being backed up and protected or are waiting to be backed up and protected. When you first wake a
device, its status is set to On, but activation doesn't start until the next backup is made.
Below the activated number is the number of users who have activated their devices.
At Risk The number of discovered devices that have not been activated and therefore are not protected or supported by Aranda Datasafe.
Available . . . .
Licenses The number of licenses that are currently in use and the total number of licenses that are available to you.

Activated devices

The Activated Devices pane provides information about the devices that have been activated (configured to be backed up and protected).



Field Description

Assets The total number of devices that have been activated and are currently backed up and protected by Aranda Datasafe.

The number of discovered devices that have been activated but are not yet backed up and protected by Aranda Datasafe. They will be activated

Pendin . . .
9 when the protection agent is successfully authenticated.

The number of discovered devices that could not be activated. An activation may fail if the Protection Agent was not downloaded and installed

Failed . . - . - .
or if the user is not authenticated with Active Directory.

Inactive The number of discovered devices that have not connected to Aranda Datasafe in the last 30 days.

Data Discovered

The Discovered Data dashboard provides a summary of the types of business data that Aranda Datasafe has encountered on your devices. By default, it displays files
with a summary of file types and the amount of storage space required to back up.

DATOS DESCUBIERTOS

& Email 261 GB
@ PDF 148 GB
® Microscft Office 129 GB
® Common Office 5GB
@ Archivos de Open Office
250 MB
ARCHIVOS LOCALIZACIONES

If you click Locations, the dashboard provides a summary of the various places where the data is located on your devices. It also provides details of the storage
space required to back up each location.

DATOS DESCUBIERTOS

@ Todos los volimenes

507 GB
® Documentos 20 GB
@ Escritorio 17 GB
ARCHIVOS LOCALIZACIONES

Teams sidebar

On the left side of the Inventory page is the Equipment sidebar. This displays a list of the devices that are configured in Aranda Datasafe (plus All Devices and
Unassigned, which are integrated).



EQUIPOS

Todos los dispositivos

Sin asignar

Centroamerica

Comercial Colombia

Gestion Humana y Financiera
Operaciones y Soporte
Preventa Latinoamerica

Repositorio On Premise

If you click a computer, the inventory panes and list are updated so that it only shows information for the devices on the selected computer. You can click All Devices
to configure Inventory to display data for each device.

Device List

The bottom section of the Inventory displays the list of devices, which contains a summary of the devices that Aranda Datasafe has discovered.

Field

Name

User

Status

Team

Data Discovered

Discovery Agent

KOMBRE DEL DISPOSITIVD + USUARIO ESTADO = EQUIPD
[ B&-CFALDANADL fabio.aldana (] Preventa Latinoamerica
E' BG-C-FGAITANOZ german.gaitan ° Comercial Colombia
[ B6-5-LCABANZOOL Leonel Alejandro Cabanzo Narvaez o Operaciones y Seporte
& B6-5-JROJASOL Juan Sebastian Rojas Alvarez [ ] Operaciones y Soporte
[ BG-C-GGOMEZOL german. gomez Preventa Latinoamerica
[ BG-C-JcALAOL jhon.cala (] Repositorio On Premise

Description

The device name Device

The username associated with the device

Displays device status:

- Active (Green Check Icon)

- Pending Activation (Yellow Watch Icon)
- At Risk (Red Warning Icon)

- Failed (Red Failed Icon)

The computer to which the device is assigned

The amount of business data discovered

DATOS DESCUBIERTOS

1GB

36GB

62 MB

45 MB

1GB

1G8

The version number of the Discovery Agent software that was used to discover the

device.

AGENTE DE DESCUBRIMIENTO

0.9.210.2029

0.9.210.2029

0.9.210.2029

0.9.210.2029

0.9.210.2029

0.9.210.2029

If you highlight a device in the list, a radio button(...) appears to the right of the device name. Click the radio button to display a context menu with these options:



Field Description

View Displays the Device page, which contains details about the device, including its hardware and software.

Use it to activate the device so that Aranda Datasafe begins to back it up and protect it. You can only activate a device if it's assigned to a team

Activate . . . .
Y and the team is assigned to a repository and policy.

Assign Use it to assign the device to a team. Aranda Datasafe can only backup and protect devices that are assigned to computers, as computers
Team must be associated with a repository and a policy.
Delete Use it to remove a device.

Device sidebar

If you click a device in the list of devices, the device's sidebar appears. Displays additional information about the selected device. If you click on the View icon in the
top corner, Aranda Datasafe displays the Device page, which contains a more detailed view of the device, including its hardware and software.

@® BG-C-JCALAOL X|

jhon.cala

Copia de seguridad en curso...

ﬁ De confianza

0 Protegido 12 GB

Datos de copiade 12 GB

seguridad

Datos descubiertosl GB

Ultima copiade 7 days ago @
seguridad

Exitoso por ultima 7 days ago
vez

Cifrado Habilitado
Geolocalizacion  Habilitado
Revocar Deshabilitado
automaticamente

Estado de DLP De confianza

L jhon.cala

Nombre de usuariojhon.cala

Dominio No verificado &

ou

Equipo Repositorio On Premise
Politica All

Repositorio DATASAFEVS_ONPREMI

% Inventario

Datos de usuario 1 GB
Datos Totales 239 GB
Qs Microsoft Windows 10 -

BB O -

At the bottom of the device’s sidebar, there are icons to manually back up the device, revoke it, erase it, and use geolocation to discover it.



&

Multi-device actions

You can use the device list to apply a single action to multiple devices. For example, you can assign multiple devices to the same computer.

Use the check box to the left of each row of devices to select a device. When you select the check boxes, the action options appear at the bottom of the list. These

work the same way as for individual devices, except that the action will apply to all the devices you selected.

EM RIESGO (21) PENDIENTES (1)
NOMBRE DEL DISPOSITVG USUARID

(&) BG-C-FALDANAOL fabio.aldana

B [ ec-CrGAITANO2 german.gaitan
[E BG-S-LCABANZOOL Leanel Alejandro Cabanzo Narvaez
@ BG-5-JROJASOL Juan Sebastian Rojas Alvarez
& BG-C-GGOMEZNL german.gomez

) BG-C-acALA0L jhen.cala

(] BG-S-ABOYACADL Anderson Felipe Boyaca
(& BG-S-LBUITRAGO1 Lyda Buitrago

@) ©isPOSITIVOS SELECCIONADOS

Devices

Aranda Datasafe provides a device page for each device it discovers. The Device page provides detailed information about the device’s health, data, hardware, and

software.

To access adevice’'s Device page:

1. Click onlnventory or Protection.

2. Click the options button(...) of the device in the list of devices.

3. Click View.

ACTIVOS (13} FALLIDOS (1)

ESTADO « EQUIFO

o

Preventa Latincamerica

Comercial Colombia

Operaciones y Soparte

‘Operaciones y Soporte

Preventa Latingamerica

Repasitorio On Premise

‘Operaciones y Soporte

0 0 0 0o 0 00

‘DOperaciones y Soporte

]

MOSTRAR TODOS (47) EN RIESGO (31) PENDIENTES (1) ACTIVOS (13) FALLIDOS (1)

HOMEBRE DEL DISPOSITIVO =

[E) BG-C-FALDANAOL

[E) BG-C-FGAITANO2

[Z] BG-s-LcABANZOOL
[E) BG-5-JROJASOL
(%) BG-C-GGOMEZO1
[E) BG-C-JcA
EI Ver
[E) BG-s-ABC
v Activar
(=] BGS-LBU ) )
[~g Activar por correo electrdnico
&) BG-s-NAg X Asignarequipo

USUARID

fabio.aldana

german.gaitan

Leonel Alejandro Cabanzo Marvaez

Juan Sebastian Rojas Alvarez

german.gomez

jhon.cala

Anderson Felipe Boyaca

Lyda Buitrago

Nicolas Arandia Rojas

ESTADO &

e 0 00 @ 0 0 0

a m =
DATOS DESCUBIERTOS AGENTE DE DESCUBRIMIENTO
268 0.9.210.2029
36GB 10.9.210.202%
63 MB 0.9.210.202%
45 MB 0.9.210.202%
168 10.9.210.202%
lGe 10.9.210.202%
O bytes 0.9.210.202%
3268 10.9.210.202%

EQUIBG

Preventa Latinoamerica

Comercial Colombia

Operaciones y Sopore

Operaciones y Soporte

Preventa Latincamerica

Repaositorio On Premise

Operaciones y Soporte

Operaciones y Soporte

Operaciones y Soporte

Alternatively, you can click on the device in the list of devices and then select thé/iew icon at the top of the sliding panel.

DATOS DE

2GB

36GB

63 MB

45 MB

1GB

1GB

0 bytes

3268

& MB



@ BG-C-JCALAO1 X B

jhon.cala

Copia de seguridad en curso...
DISPOSITIVOS ACTIVADOS

De confianza

[ o

@  Activo 13 54 1
©  Pendiente 1 & |
@ Fallido 1 @ Protegido 12 GB
& Inactive 1 Datos de copiade 12GB
sad seguridad
i Datos descubiertosl GB
| Ultima copiade 7 daysago @
~ ] seguridad
Exitoso por Gltima T days ago
25(13) FALLIDOS (1) vez
Cifrado Habilitado
= e e [:-Esi Geolocalizacién  Habilitado
i o | Revocar Deshabilitado
P 2 automaticamente
Q Preventa Latincamerica 2GB Estado de DLP De confianza

The Device page has an action pane at the top and information tabs below. TheDetails tab is displayed by default and you can selectDiscovered Data, Hardware and
Software.

BG-C-JCALAO1 12 GB BHRQ -

@ Copia de seguridad en curso...

DETALLES DATOS DESCUBIERTOS HARDWARE SOFTWARE
Estado
Datos de copia de seguridad k/ 12GB DLP ﬂ De confianza
Datos descubiertos r.D 1GB Cifrado @ Habilitado
Ultima copia de seguridad o Finalizado 7 daysago Geolocalizacion @ Habilitado
Ultima copia de seguridad exitosa Q 7 days ago Prevencién de robo de datos Deshabilitado

Actions

The name and status banner at the top of the Device page contains several action icons. Icon availability varies depending on which features are enabled in the
Policy and whether Protection Agent has been enabled.

BG-C-JCALAO1 12 GB BhO -

@ Copia de seguridad en curso...

DETALLES DATOS DESCUBIERTOS HARDWARE SOFTWARE
Estado
Datos de copia de seguridad B wce DLP @ Deconfianza
Datos descubiertos B 168 Cifrado #) Habilitado
Ultima copia de seguridad @ Finalizado 7daysago Geolocalizacién @ Habilitado
Ultima copia de seguridad exitosa 0 T days ago Prevencion de robo de datos @ Deshabilitado

You can use the action icons only after the Protection Agent has been activated:

Back up a device manually
Revoke a device.

Clean a device.

Locate adevice.

Details

The Details tab is displayed by default and provides information about the Aranda Datasafe device view.



DETALLES DATOS DESCUBIERTOS HARDWARE SOFTWARE

Estado

Datos de copia de seguridad E- 12GB bLp ﬂ De confianza

Datos descubiertos h 1G8 Cifrade @ Habilitado

Ultima copia de seguridad @ FEinalizado 7daysago Geolocalizacién @ Habilitado

Ultima copia de seguridad exitosa @ 7daysage Prevencion de robo de datos [#] Deshabilitade

Perfil

L jhoncala @ Dispositivo
Mombre de usuario jhon.cala Nombre del host BG-C-JCALAOL
Dominio Directorio activo Noverificado A

05 Microsoft Windows 10 version 21H2

Equipo Repositorio On Premise (November 2021 Update) (19044)
Politica All Agente de proteceion 2.20.0.22775
Repositorio DATASAFEVS_ONPREMISE Agente de descubrimiento 0.9.210.2029

The Status section includes the size of the backup data, the amount of data discovered, the time and status of the most recent backup, and whether DLP features
are enabled.

The Profile section displays the credentials for the user profile and the computer, policy, and repository with which the device is associated.

The Device section displays information about the operating system and agents running on the device. It also displays the network connection details.

Data Discovered

The Discovered Data tab provides information about the data that Aranda Datasafe has discovered on the device.

There isinformation about the file types that Aranda Datasafe has discovered and also the locations where the data was found.

DETALLES DATOS DESCUBIERTOS HARDWARE SOFTWARE
TIPO DE ARCHIVD LOCALIZACION
o PDF 1GB B Documentas 1GB
® Microsoft Office 52 MB & Todas s vallimenss 26 MB
® Common Office 15 M8 ® Escritorio 20M8
® Archivos de Open Office BMB
® Email T95 KB
Datos de usuario
2 patosdelacuenta Dispositivo
Tamafio de la copia de seguridad del 12 GB (Dispositivo 1) Total de datos descubiertos 239G8
perfil Datos de usuario descubiertos 1GB
Repositorie DATASAFEVI_ONPREMISE Tamaiio de la copia de seguridad del 12GB

dispositivo

Hardware

The Hardware tab provides information about the device and its components, including the type of motherboard and processor, and the amount of memory.



DETALLES DATOS DESCUBIERTOS HARDWARE SOFTWARE

ﬁ Tarjeta madre

FABRICANTE MODELO NUMERO DE SERIE

HP 8378 PGWRFDTSIBXOOF

B cru
MAXIMA

ARQUITECTURA ‘F::-:‘tz:;JENCM FABRICANTE FRECUENCIA MODELD :2%;;’5 [‘gégu‘;s NUMERO DE SERIE
(MHZ)

x64 1792 Genuinelntal 1992 Intel({R) Core{TM) i7-8550U CPU @ 1.80GH:z 4 s To Be Filled By O.EM.

Memoaria

CAPACIDAD FABRICANTE RANURA VELOCIDAD TIPO

4GB Samsung Physical Memory 0 2400 0

EGB Kingston Physical Memory 1 2400 o

@ sios

Software

The software tab contains a list of software applications, drivers, services, and updates that are installed on your device.

DETALLES DATOS DESCUBIERTOS HARDWARE SOFTWARE

APLICACIONES (145 controLanores (ID) SERVICIOS acTuaLIzaciones €5 m
NOMBRE LOCALIZACION INSTALADO EN PUBLICADO
Active Directory Authentication Library for SQL Server 20190709 Microsoft Corporat
Adobe Acrobat Reader DC - Espaiiol C:\Program Files (x86)\Adobe\Acrobat Reader DCY, 20220427 Adobe Systemns Inc
Adobe Refresh Manager C:\Program Files (x86)\Commaon Files\Adobe\ARM\ 1.0\ 20220125 Adobe Systems Ine
Agente de Red de Kaspersky Security Center C\Program Files (x86)\Kaspersky Lab\NetworkAgent), 20190529 Kaspersky Lab
AnyDesk "C:\Program Files (xB&)\AnyDesk” philandro Softwan
Aranda AQM Windows Editors C:\Program Files [x86)\Aranda Software\ AQMI6012 Aranda AQM Windows) 20200310 Aranda Software
Aranda AVS Agent Ci\Program Files (x36)\Aranda) Aranda AVS Agent!, 20210907 Aranda Software
Aranda Agent 9 C:AProgram Files (x86]\Aranda\Aranda Agent 9\ 20230303 Aranda Software
Aranda CMDB 8.9.5 (SQL/Oracle) C:\Program Files (x86)\Aranda 20200710 Aranda Software €
Aranda DATA SAFE Control Center C:\Program Files (x86)\Aranda Data Safe\Control Center), 20200210 Aranda Software

By default, the list shows theapps. You can click the buttons above the list to configure it to displayDrivers, Services, or Updates.

You can use the search function to configure the software list to only display information about applications, drivers, services, or updates that have a particular
name (or part of a name).

You can also choose to hide columns in the software list. For example, you may not be interested in thenstallation date orpublisher in the Apps view, so you can
hide those columns.

To show/hide columns, click the Columns icon and then choose which columns to include or exclude.

Activating Your Devices
Aranda Datasafe will only back up and protect devices that have been activated. Data from any device that isn't activated is potentially at risk.

When you activate a device, you create a request for that device to be protected and backed up. If the activation request is successful, the device will be protected
when the next backup is scheduled (as defined in the Policy settings).

Prerequisites

In this article, we explain how to activate your devices. Before you can activate a device, you must have the following in place:

e A policy that defines what data will be backed up, how often it will be backed up, and what protection settings will be usegee Policies.
e Arepository that defines the storage area that will be used to store the device's backup data. For more information about repositoriesSee repaositories.
e A team. The policy and repository must be assigned to the team. The device you're activating must also be assigned to the Team. For more informationsee

Equipment.

When these settings are in place, you can activate your“at risk” devices.

Activate a device
To activate a“compromised” device:

1. Click onInventory.



2. Click on the filter icon above the list of devices.

3. Choose Device Status and select At Risk.

4. Click Apply.

The list of devices is now filtered to only show those devices that are “at risk.”

Inventario de dispositivos >

MOSTRAR TODOS (4T)

EEEEEEEE

DISPOSITIVOS DESCUBIERTOS

ToTAL ACTIVADO

47 1 31

Fats % 15 2 12

P a0/55 Hcencias dispanibles

EN RIESGO (21)

MOMBRE DEL DISPOSITIVG =

BG-A-DRODRIGUEL

BG-A EBALAREZO1

BG-AJGUTIERREL

BG-A-KHERRERADZ

BG-ASPARRAGL

BG-AYHIETOO0Z

BG-C-CRAMIREZOL

BA-€ BRARBOSADZ

5. There are several ways to activate devices.

To activate a single device, you can click on its radio button and then click onActivate. Or you can select your checkbox and click theActivate icon in the pop-up bar

at the bottom.

MOSTRAR TODOS (47) ENRIESGO (31)

B RIEEGO

Todos los dispositivos

LRGN )

PEMDIENTES (1)

wEUARIO
david rodrigues
chalareza
Ieinnar gutierres:
karen herrera
sparra
yeanitornieto
carlos.ramirez

diana barbosa

ACTWVOS (13}

DISPOSITIVOS ACTIVADOS

Activa
Pendiente
Fallido

tnactive

FALLIDDS (1)

ESTADG

L

L)

PENDIENTES (1) ACTIVOS (13)
HOMBRE DEL DISPOSITIVO » USUARID
(%] BG-A-DRODRIGUEL david.rodriguez
(2] BG-A-EBA cbalarezo
E Ver
(E BG-A-JGU jeinner gutierre:
@ activar
(] BG-A-KHE ) karen.herrera
[~@ Activar por correo electrénico
(=] BG-A-SPA . sapmasgps sparra
3] EG-.&-I'NI1 il sorrar yennifer.nieto
(] BG-C-CRAMIREZ01 carlos.ramirez
(=] BG-C-DBARBOSAQ2 diana.barbasa
[E] BG-C-FALDANAOL fabio.aldana

EQUED
Bin asignar
Sin asignar
Sin asignar
Sin asignar
Sin asignar
Sin asignar
Sin asignar

Sin aslgnar

FALLIDOS (1)

ESTADO

¢

0O & & & & o ¢

DATOS DESCUBIERTOS
290 MO
4268

276 MB

EQUIFO

Sin asignar

Sin asignar

Sin asignar

Sin asignar

Sin asignar

Sin asignar

Sin asignar

Sin asignar

Preventa Latinoamerica

ESCUBIERTOS

ac1 a0
1am G
13mcm

ags

Opran Ofice
280 Mo

FILTROS >

Estado del dispositive -

& Acvivade

© enriesgs =
Estado de activacién “+
Direetorio OU active +
Agente de descubrimiento

DATOS DESCUBIERTOS

299 MB

42GB

276 MB

1GB

5GB

21 GB

6GB

T44 MB

2GB

To activate multiple devices, select the checkboxes for the devices you want to activate. Then click the Activate icon in the pop-up bar at the bottom.

EN RIESGO (31) PENDIENTES (1) ACTIVOS (13) FALLIDOS (1)

NOMBRE DEL DISPOSITIVO ¥ USUARIO ESTADO EQUIPO DATOS DESCUBIERTOS
@ BG-A-DRODRIGUEL david.rodriguez Sin asignar 293 MB

[E] BG-A-EBALAREZOL chalarezo 0 Sin asignar 4268

@ BG-A-JGUTIERREZ jeinner.gutierraz 0 Sin asignar 276 MB

[ BG-A-KHERRERAO2 karen herrera 1 Sin asignar 7GB
[E] BG-A-SPARRAOL sparra O Sin asignar 5GB
@ BG-A-YNIETOO02 yennifernieto 0 Sin asignar 21GB
[E BG-C-CRAMIREZ01 carlos.ramirez 0 Sin asignar G6GB
[E] BG-C-DBARBOSAD2 diana.barbosa 0 Sin asignar T44 MB

€ visposITIVOS SELECCIONADOS v E% 1'. ﬁ

When you activate a device, its status changes from At Risk to Pending. After a short delay, the device status changes to Active and a green check icon is displayed.

MOSTRAR TODOS (47) EN RIESGO (31) PENDIENTES (1) ACTIVOS (13) FALLIDOS (1)
NOMBRE DEL DISPOSITIVO + USUARIO ESTADO EQUIPO DATOS DESCUBIERTOS
@ BG-C-MGUTIERRO1 alejandra.gutierrez Lk ] Preventa Latinoamerica B4 GB



The Protection Page

Inventory Page Filtering

Filter by team

Use a search to filter the list of devices

Filter the list of devices by selected criteria

Show or hide columns in the device list.

Filter by Team

Example Customer

DATASAFE

EQUIPOS b

Todos los dispositivos

el

Sin asignar (12)

Centroamerica

Comercial Colombia

Im| |2

|

Gestion Humana y Financiera

e

Operaciones y Soporte

Use a search to filter the list of devices


file:///ads/en/filtrado_pagina.html#filtrar
file:///ads/en/filtrado_pagina.html#busca
file:///ads/en/filtrado_pagina.html#criterio
file:///ads/en/filtrado_pagina.html#mostrar

1. Click on the search icon above the list of devices.

2. Enter the first few characters of the text value you want to use as a filter. Aranda Datasafe applies the filter as you type, so you can do partial matches OR you can
enter the full-text value to be more specific.

=
MOSTRAR TODOS (47) EN RIESGO (31) PENDIENTES (1) ACTIVOS (13) FALLIDOS (1) CAL = |l =

NOMBRE DEL DISPOSITIVO = USUARID ESTADO EQUIPD DATOS DESCUBIERTOS AGENTE DE DESCUBRIMIENTO
E_] BG-C-JCALADL Jhon.cala e Repositorio On Fremise 168 0.9.210.2029
Pigina: | 1 - Filas por pigina: | so - Exportara: | -— = 1-1/1

Filter the list of devices by selected criteria
You can filter the device list to only show devices that match your chosen criteria.
To filter the list of devices:

1. Click on the filter icon

to display the Sliding Filters options.
2. Expand Filter Categories and select the filter criteria you want to apply. The device list will only show devices that match all the criteria you select.
3.Click Apply.

You can choose any of these filter options:

Filter Description Options

Device Status Filter devices based on their activation status. Activated (selected for activation)
At risk (not yet selected for activation)

Pending The activation process is
scheduled to begin.

Activation . . . . . - . .

Status Filter the list to only show devices with a particular activation status. -active. Device has been successfully
activated Failed
- The activation process was
unsuccessful.

Active Filter by an Active Directory organizational unit of devices. This OU data comes from the . .

. . . List of available OUs

Directory OU discovery agent on the user’s device.

Agent of Filter the list to only show devices that use a particular version of the Discovery Agent List of Available Discovery Agents

Discovery software.

To remove the filters, click the Filter icon and clickReset (or uncheck each of the filter boxes).

Show or hide columns in the device list

You can choose to show or hide columns in the device list. For example, you might not care which version of Discovery Agent was used to discover a device, so you



can hide it from view.

To show/hide columns, click the Columns icon and then choose which columns to include. For a description of each column, see thénventory Page.

MOSTRAR TODOS (47) EN RIESGO (31) PENDIENTES (1) ACTIVOS (13} FALLIDOS (1} a m =

NOMBRE DEL DISPOSITIVO USUARIO ESTADO EQUIPO patospescupierte  MOSTRAR COLUMMNAS Reiniciar
() BG-A-DRODRIGUEL david.rodriguez 4 Sin asignar 299 MB Usuario
- "
(i) B6-A-EBALAREZO1 chalarezo 1Y Sin asignar ch Estado [
Equipo bt
E:l BG-A-JGUTIERREZ jeinner,gutierez 0 Sin asignar 2TE MB HHIp .
Datos descubiertos
#]| BG-A-KHERRERAQ2 karen.herrera o Sin asignar TGB
Agente de descubrimiento
@ BG-A-SPARRADL sparra 0 Sin asignar 5GB
[ BG-AYNIETO02 yennifer.nieto O Sin asignar 2168 i
] BG-C-CRAMIREZOL carlos.ramirez 0 Sin asignar 6GB
(5] BG-C-DBARBOSAO2 diana.barbosa 13 Sin asignar 744 MB 0.9.210.2029
] BG-C-FALDANAOL fabio.aldana a Preventa Latinoamerica 2GB 0.9.210.2029
] BG-C-FGAITANO2 german. gaitan (] Comercial Colombia 36GB 0.9.210.2029

Protection

Protection

Aranda Datasafe protects your company’s data by automatically performing encrypted backups of your company’s data. It also has data loss prevention (DLP)
features that you can turn on or off, depending on your requirements.

You can use the Protection page to view the protection status of all your activated devices. Please note that th@rotection page It doesn't show data for devices
that haven't been activated yet.

Device protection

The Protection page provides information about activated devices and their current protection status. You can use it to find out which devices are currently
protected, unprotected, or protected with warning.

Example Customer

PG Proteccidn de dispositivos Todos los dispositives
Todo o dhaponitives o
DISPOSITIVOS PROTECCION [E DISPOSITIVOS ESTADD DE PROTECCI0N oLF
13 33 2 s o |l
TORAL ACTHEDS FROTRCDCA CAPECTIGHCY : .\-‘_l'.':-\'-" a .u LB BATANI ATHT
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T sc-craLDanas tabr sidang -] T3 LInoEmaniLs ang M & - ]
B0 BecraATANe i gl ] o 3 " #
@ BL-CICALADE jhan.cais - ] Gn 2 ~ ]
T eo-comammiToo: Sandra Miena Rareto Cabrera -] omarl Cotomss 160 * - ']
) 56 AB0vACADL Mbiiechon P Boec © seracoom y Toport b " “ s @ =
T 8G5ASANDOMASL Bt Faliun eclereal Btbon -] amw L0 * s ®
0 ecsormzons ] P & L]
& ess4om0zton Gelaroons Encicums Ovoin (5] il 1030048 = )
&
T eescHoomel st At EREan L Cirdita -] O i 7 Segaite Ha g L & » 0 ]
Protection Description
Status
Protected The device has been activated, has the Protection Agent software installed, and its data is backed up by Aranda Datasafe.

The device has been activated, has the Protection Agent software installed, but has not been successfully backed up in the last 5 days. (5
days is the default protection range)

Unprotected Until a successful backup is made, the data on an unprotected device is at risk. The first backup of the device usually happens around 10
minutes after the device is activated. But it may take longer, depending on how long it takes for the Protection Agent software to index the
files.

Protected
with
Warning

The device has been activated and has the Protection Agent software installed. The device performed a successful backup within the last
5 days, but Warning failed the last backup attempt.


file:///ads/en/inventario.html
file:///ads/en/proteccion_dispositivos.html

The Protection page only displays devices that are successfully detected and activated. If the Protection page is empty, your devices have not been discovered or
have been discovered, but not activated.

F >Note: In thelnventory page, we use the term “At risk” to describe a device that has been discovered, but not activated. The “Unprotected” devices on the
Protection page have been activated, but they have not been backed up in the protection range. Both “at risk” and “unprotected” devices contain data that is
vulnerable.

Devices

The Devices dashboard provides a summary of:

e Number of active and inactive devices
e Amount of backup data across all devices.

Backup data shows the sum of all data included in the Policy across all devices at a specific point in time. This number is not the information stored in the repository.

An active device is a device that has been activated and connected to Aranda Datasafe in the last 30 days.

DISPOSITIVOS

13

TOTAL ACTIVOS
Total Imactivos 1

41 GB

Total datos de copia de seguridad

Field Description

The total number of devices that are active. These devices have been activated and areprotected, protected with warning, or unprotected
Total Assets  (see Device Protection).
Active devices are not necessarily protected or backed up.

Total The total number of devices that have been activated but have not connected to Aranda Datasafe in the last 30 days (and are therefore not
Inactive backed up for that time period).
Total Data The amount of data on all devices that are included in backup policies at a specific point in time.

You can use this as an indication of how much storage space is needed. But keep in mind that the backup data cipher will change whenever

Backed Up the Policy changes or when users add/remove backup data on their devices.

Device Protection

The Device Protection dashboard provides information about the number of devices that have been backed up and protected in the last b days. Sample:

PROTECCION DE DISPOSITIVOS

11 2

PROTEGIDOS DESPROTEGIDOS Protegido
con advertencia

¥ 85% Protegidos



Field Description

Protected The total number of devices that have been successfully backed up in the last 5 days.

Unprotected The total number of devices that have not been successfully backed up in the last 5 days.

The total number of devices that have been successfully backed up in the last 5 days, but the most recent backup

Protected with Warning failed

Protected Status

The Protection Status pane provides a summary of the number of devices that are currently protected, protected with warnings, or unprotected.

ESTADO DE PROTECCION

® Mo hay copia de seguridad 2

DISPOSITIVOS DESPROTEGIDOS

If some of your devices are in the unprotected or unprotected with warning status, the Protection Status panel has two tabstUnprotected andProtected with
warning (shown at the bottom of the panel).

The Unprotected tab shows:

PROTECTION STATUS
® Mo Connection L4
@ Connection Lost 21
» Agent Error 2
@ Server Connection Limit
Other 3
UNPROTECTED , PROTECTED

Field Description

,E\:ccl)ckrest The number of devices that are unprotected and have no backup data in Aranda Datasafe.
Offline The number of devices that are unprotected and do not have a connection to Aranda Datasafe.
Egitnection The number of devices that are unprotected and have lost their connection to Aranda Datasafe

The number of devices that have an agent error that the server cannot recognize. If you have agent error messages, please contact our

Agent Error . .
g technical support team for assistance.

Server The number of devices that try to connect to Aranda Datasafe when the server’s connection limit has already been reached. Aranda
Connection Datasafe allows a certain number of simultaneous connections (60 by default) and once this limit is reached, no additional connections can
Limit be made. Devices will try again in a few minutes to check if a connection is available and back it up.

The number of errors that are not categorized. If you have other errors, please contact our technical support team for assistance.

Other (reportedecasos@arandasoft.com)

The Protected with warning tab shows the number of devices that are protected with a warning. If there are warnings, statistics are provided for the warnings (as
shown below):



PROTECTION STATUS

® Agent Error 5
® Locked Files
UNPROTECTED A\ PROTECTED
Field Description
Agent The number of devices that are protected, but have an agent error that the server can’t recognize. If you have agent error messages, please
Error contact our technical support team for assistance.

The number of devices that are protected, but have locked files (files that were open on the device when the backup was made). Aranda
Datasafe can back up locked files, but the success of the backup depends on the Windows VSS service working properly.

chked If you have blocked file warnings, we recommend that you filter the Device List on the Protected page to show only devices with the “protected
Files ; - . ., . S .
with warning” status. Then, display the device's backup log to determine which files were locked. You can then decide whether you want to
close the files on the devices and back up the devices manually or leave them until the next scheduled backup.
DLP

The DLP dashboard displays a summary of the number of devices using Data Loss Prevention features (encryption, auto-revocation, and geolocation). DLP features
are enabled and disabled in the policy settings.

DLP

Cifrado
1

ﬁ Revocar automaticamente

0

Geolocalizacion

13

Teams sidebar

On the left side of the Protection page is the Teams sidebar. This displays a list of the devices that are configured on your Datasafe Aranda (plus All Devices and
Unassigned, which are integrated).
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Repositorio On Premise

If you click a computer, the protection panels and device list are updated so that it only displays information for the devices on the selected computer. You can click
All Devices to set the Inventory to display data for each device.

Admin users can use a keyboard shortcut to select computers to report on. Press the CTRL key and then select the equipment you want to include.

Device Protection List

The bottom Protection section displays the Device Protection List, which contains a summary of the devices that Aranda Datasafe has discovered and their
protection status.
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Field Description
Device The name of the device.
User The name of the user associated with the device.

Displays protection status:
Protected




Field

Status

Team

Backed
Data

Protection
Agent

Encryption

Description

Protected with Warning

Unprotected

|
©

The computer to which the device is assigned.

Aranda Datasafe backs up a certain amount of data on the device (in accordance with a Policy). The quantity is displayed in the Backup Data
column.

The version of the Protection Agent software that is currently installed on the device.

Shows if the local encryption feature is enabled for the device. You can enable and disable local encryption in the Policy that is associated
with the Computer (of which the device is a member). A green icon means it's enabled, a gray icon means it's disabled.

@




Field Description

<p>Shows if the auto-revocation feature is enabled for the device. You can enable and disable automatic revocation in the Policy that is
associated with the Team (of which the device is a member). A green icon means it's enabled, a gray icon means it's disabled.

Automatic
Revocation
Shows if the geolocation feature is enabled for the device. You can enable and disable geolocation in the Policy that is associated with the
Team (of which the device is a member). A green icon means it's enabled, a gray icon means it's disabled.
Geolocation

Displays the data loss prevention status. This can be:
Trusted: The device has been authenticated and can connect to Aranda Datasafe.
DLP Status Revoked: The device has been revoked, so unauthorized users cannot access the encrypted data on the device. It is not trusted and no

further backups or restores will be performed.
Erased: The device has been erased. It is not trusted and no further backups or restores will be performed.

By default, the device list displays information for all devices (Show All filter). If you prefer, you can click on one of the other filter options. There are three other
possible filter options, one for each state: protected, protected with warning, unprotected. Filter options are only available if there are devices in that particular

state.

MOSTRAR TODO (13) (11) PROTEGIDOS (2) DESPROTEGIDOS

If you highlight a device in the list, a radio button(...) appears to the right of the device name. Click the radio button to display a context menu with these options:



Field Description

View Displays the Device page, which contains details about the device, including its hardware and software.

Assign Use it to assign the device to a team. Aranda Datasafe can only backup and protect devices that are assigned to computers, as computers
Team must be associated with a repository and a policy.

Remove Use it to remove a device. </p><p>If you delete a user's last remaining device, a license will be released and available for use by other users.

Device sidebar

If you click a device in the list of devices, the device's sidebar appears. Displays additional information about the selected device. If you click on the View icon in the
top corner, Aranda Datasafe displays the Device page, which contains a more detailed view of the device, including its hardware and software.
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At the bottom of the device's sidebar, there are icons to manually back up the device, revoke it, erase it, and use geolocation to discover it. The same icons are also
available on the Device page.
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Multi-device actions
You can use the device list to apply a single action to multiple devices. For example, you can assign multiple devices to the same computer.

Use the check box to the left of each row of devices to select a device. When you select the check boxes, the action options appear at the bottom of the list. These
work the same way as for individual devices, except that the action will apply to all the devices you selected.



Example Customer

EQUIPOS " Proteccion de dispositives > Todaes los dispositivos
Tosdion boa dlipcaitiens o
DISPOSITIVOS PROTECCIGN D TISPOSITIVOS ESTADO DE PROTECCHON
FORTME 13 l 1 2 A i B2y oapha Cesegenigad
Comersial Colombia F o T R g
Gestion Mymana y Financers Tots 2l can adeaneagi
Operaciones y Soporie 3 46 GB
85% Protegidos
1 Tt dnas 38 03053 00 Teguidad 4 B

Frevema Latingamerica

DRSNS DESPADREG DG

Frpoailanio On Pramise

~
MOSTRAR TODO [13) 112) PROTLGIDGS (2) MSPROTECADOS

ISPOSITG * usLAno ESTROD EQARD :T:::“ v
SEGUEDAD ForeLoEs
B Bo-craLDANASL fabin.aldana -] Prevenna Latingamanca 481 M3 213020845
B T escraamanm perian gaita -] Eammerclal Calesbin MGE 10032075
B T eccocasn Phon.cala 9 Repositrio On Fremise WEB 130022775

B "0 escSBARRETOOX Sandra Hilena Datretn Cabres -} Comerelal Colentkia 160
T ees-anovacant #ndersan Felipe Boyaca v Dperaciones y Soparc 261 MB 1.13.0. 20845
1‘ B 5 ARKRHDOVADL Andew Felipe Sanderal Pachen v Dparacions v Sepants AT2mE ERELB]LE)
P BG-S-CPNEONSL Cristhian Mleotas Finses Caeéa 9@ Operationes y Sopare s6EM8 12005775
B o ) DI5ROSITIDE SELECCIDNADOS 8L 1

Filtering Protection

By default, the Protection page displays information for all computers and devices. But, if necessary, you can filter the Protection page to only show information
that meets certain criteria. For example, you can filter the Protection page to only show information about the devices on a particular computer.

There are several ways to filter the Protection page (or parts of the Protection page):

Filter by team

Use a search to filter the list of devices

Filter the list of devices by selected criteria

Show or hide columns in the device list

Filter by Team

You can use the Devices sidebar to filter theProtection page so that it only shows information about devices on certainDevices. For example, you can configure the
Protection page to only display information for a “Finance” team and a “Human resources” team.

1. Click onProtection.
2. In the Equipment section, click:

e All Devices to display information about all devices on all computers (this is the equivalent of removing the computer filter)
Unassigned to display information only for those devices that are not yet assigned to a team
**¥*to display information about devices on a specific team.
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When you select a device or devices, theProtection page refreshes and filters the information screens and device list. They only show information about the devices
on the selected teams.

Click All Devices in theTeams sidebar to remove the filter.

Use a search to filter the list of devices

You can use the search function to filter the list of devices so that it only includes devices that have certain values. For example, you can use search to filter the list
so that it only shows devices with a particular name (or prefix to a name). This is useful if you have a consistent device naming scheme and only want to see
particular devices. For example, you may have devices that start with names that start with ERL, so you can search for ERL.
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Filter the list of devices by selected criteria
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Filter Description Options

Device Filter devices based on their activation status. - Active
Status ‘
- Inactive
- Protected
Protected Filter the list to only show devices with a particular - Protected with warning (device has been protected in the last 5 days, but the
Status protection status. most recent backup failed)
- Unprotected.
- Offline (Aranda Datasafe discovered the device, but it can’t connect).
- Trusted: The device has been authenticated
- Revoked: The device's security certificate has been removed*
DLP Filter devices by DLP status. - Erased: The device's protected data has been deleted.

Devices are usually revoked or erased when they are missing, stolen, or have not
been connected to Aranda Datasafe within a set period of time.

Filter the list to only show devices associated with a

Repositories . .
particular repository.

List of available repositories

Filter the list to only show devices associated with a

Policies . . List of Available Policies

particular policy.
Protection F|Ite‘r the list tg only show dewcgs that use a List of Available Protection Agent Versions
Agent particular version of the Protection Agent software.

To remove the filters, click the Filter icon and clickReset (or uncheck each of the filter boxes).

Show or hide columns in the device list

You can choose to show or hide columns in the device list. For example, you might not care which version of the protection agent was used to discover a device, so
you can hide it from view.

To show/hide columns, click the Columnsicon and then choose which columns to include. For a description of each column, see the Protection page.
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Policies Description

Policies Overview
Aranda Datasafe needs to know which files it wants to protect and back up. Provide these instructions by setting up a Policy.
A policy is a set of rules that define:

e Protected data: What data is selected for protection and backup.

e Backup andrestore options: How often backups are performed.

e DLP: If any data loss prevention features are used to protect your data in the event of a device being lost or stolen. These include local encryption, data theft
prevention, and geolocation.

e Migration: Whether Windows user profile settings can be backed up for migration to other devices.

You can create as many policies as you need. You can have one Policy for everyone, or you could have different Policies for each department in your organization.

Toview, create, and edit policies, you'll use thePalicy Page and the Policy Editor Page.
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Policies

View a list of policies
View or edit a policy
Create a policy
Delete a policy

CONFIGURAC

Policy List

Example Customer

Politicas € [E]] cotan roidnca
T n 4 3, & e
CEMTROAMERICK B i Cil . = &

Prevints s 8+ 1 S a 5 L =


file:///ads/en/politicas.html#lista
file:///ads/en/politicas.html#ver
file:///ads/en/crear_politicas.html#crear
file:///ads/en/eliminar_politicas.html#eliminar

Icon Description

‘l 15 Number of teams using the policy.

x 15 Number of user accounts associated with the Policy.

15 Number of devices associated with the Policy.

The status of the encryption function(green =local encryption on, gray = local encryption
disabled)

Q The status of the auto-revoke function (green = on, gray = off).

The status of the geolocation function(green = on, gray = off).

On the right side of the row, there is a context menu(...). If you click on it, you can choose to view the policy or delete it.

CREAR POLITICA

I2 Ver

m Borrar

View or edit a policy

To view or edit a policy, click the policy name or use the View option in the context menu.
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Policy Editor

Protected Data

Settings

Global
Archives

Locations

Cloud
Drives

Emails

Global
Exclusions

@ New Policy GUARDAR

DATOS PROTEGIDDS COPIA DE SEGURIDAD ¥ RESTAURACION DLP MIGRACIGN

Archivos globales

’t DLP realizara copio de sequridod o estos archivos y los prategera en todos las lacolizaciones y carpetas especificadas.
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. Localizaciones

Agregar volimenes y carpetas y especificar cudles archivos proteger

Description

Global files are groups of file types, for example, there is a global file group for Microsoft Office files.
You can add, edit, or delete groups of global file types.

Choose which volumes and folders Aranda Datasafe will backup and protect. For each location, you can
choose which files are backed up (all, global, and custom

Choose which cloud drives Aranda Datasafe will backup and protect. For each cloud drive, you can
choose which files are backed up (all, global, and custom).

Choose which email files Aranda Datasafe will backup and protect.

Use it to define any file type or location that Aranda Datasafe should not back up or protect.

Backup and Restore

View Article

Choose which file types are
“global files”

Choose which locations are
protected

Choose which cloud drives are
protected

Email backup and protection

Exclude files and folders from
backup and protection
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DLP (Data Loss Prevention)

Settings

Encryption

Information
Theft
Prevention

Geolocation

Migration
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Description

You can enable local encryption to encrypt data on each device. Unauthorized users will not be able to view the
encrypted files.

<p>If a device does not connect to Aranda Datasafe within a certain period of time, Aranda Datasafe may revoke
access to the files on the device. While revoked, the user cannot access the protected data.
Use Data Theft Prevention to turn this feature on or off.

You can enable geolocation for devices. If you enable geolocation, you can use Aranda Datasafe to view a map of a
device’s last known location.

Example Customer

) Mew Policy T CLUSTAS ¥ CIROAR

ml Perfiles de usvario de Microsoft Windows

View Article

Enable local
encryption

Enable data
theft

prevention.

Enable
geolocation
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Edit Policies



2. Click on the Policy you want to change.
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Aranda Datasafe opens the policy editor page, which you can use to change the policy settings.
You can change the settings in the following sections:

e Protected data: Used to define what data is encrypted and backed up.

e Backup & Restore: Used to choose how often backups are made.

e DLP: Usedto choose dataloss prevention measures for the policy.

e Migration: Used to choose whether to back up settings related to Windows user profiles.

Delete Policies
If you no longer need a Policy or have created a Policy by mistake, you can delete it.

Caution: If you delete a policy that is associated with computers and devices, those computers and devices will no longer have a policy assigned to them. This
means that they won't be backed up automatically, and other features, such as geolocation, won't be available.

To delete a policy:

1. Click Policies to display the Policies page . 2. In the Policies list, find the Policy you want to delete.
3. Click on the radio button(...) of the Policy.

4. Click Delete.

5. When prompted, click Delete to confirm.
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Global Archives

You can use the Global Files feature to create collections of file types. It makes it much faster to choose which files are backed up, because instead of having to
choose each file type separately for each location, you can choose a collection of Global Files.

For example, by default, each policy has a collection of Microsoft Office files from global files. This collection includes files saved in Word, Excel, PowerPoint, etc.
When you choose which file types should be backed up, you can choose the Global Files collection instead of having to select each MS Office file type separately.
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You can use the Global Files setting in a policy to:

e Addorremove file types from the different global file collections
e Create a new collection for different file types. For example, you might want to create a new collection that contains the file types for your proprietary
software.

Change an existing collection of global files

To make changes to an existing collection of global files:

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).

2. Make sure theProtected Data tab is displayed.

3. In the list of Global Files, find the collection of Global Files you want to change and click on the Edit icon (pencil).
4. Use theEdit File Type Name field to rename the global file collection, if necessary.

5. Use the Add or Remove Extensions box to add or remove file extensions.

To add a file extension, click an empty part of the box and enter the characters of the file extension. Press Enter and a blue block will appear for your new extension
type. Click Save Changes to confirm.

To remove a type of file extension, click the X'in the corresponding blue block. CliclSave Changes to confirm.

Editar tipo de archivo

Editar nombre del tipo de archive

Other Common Office Files

Agregar o quitar extensiones
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Add a new global file collection

To add a new global file collection:

1. Open the Policy Editor for the Policy you want to change (clicHPolicies and then click Policy).

2. Make sure theProtected Data tab is displayed.

3.Inthe Global Files section of theProtected Data tab, click the plus(+)icon to display the Add File Type dialog box.

4. Use theSelect a file type option to set the name of your new global file collection. You can choose from the list of available file types, or you can select Add New
File Type.

5. If you selected Add New File Type in step 2, enter the name of the new global file collection in theEdit File Type Name field. If you choose an existing file type, you
can edit the name or leave it asis.

6. Use theAdd or Remove Extensions box to add or remove file extensions from the new global file collection. This works in the same way as when editing a
collection of global files (see above).

7. Click Save Changes.
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Delete a collection of global files

To delete a collection of Global Files from Aranda Datasafe:

1.0pen the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).
2. Make sure theProtected Data tab is displayed.

3.In the list of Global Files, find the collection of Global Files you want to delete and click on its trash can icon.

Protected Locations

You can configure Aranda Datasafe to back up and protect files in specific locations on a computer (local drives only, by default). Some common locations are
included by default, including All Volumes, Desktop, and Documents, and you can add other locations if needed.

To choose the locations to protect, use theLocations setting in a Policy. For each location, you can choose which files are backed up and protected:

o Allfiles
e global files only
o files that you choose manually.
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You can use the Locations section to:
Add alocation.
Edit alocation.

Delete alocation.

Add Location

1. Open the Policy Editor for the Policy you want to change (click Policies, and then click Policy).
2. In the Protected Data tab, expand the Locations settings.

3. Click the plus (+) icon to display a context menu. The context menu has options for some commonly protected locations, including Downloads and Videos. To add
your own location, click Add New Location.
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Agregar nueva localizacion

Ingrese el nombre y la ruta de la localizacidn.

Nombre de la localizacion

Ej. Favoritos

Ruta Ej. C:\Favoritos

o Agregar otra ruta
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4. Enter a meaningful location name so that other people understand where this location is.

5.InthePath field, enter the folder location of the files you want to protect.

B. If you want to include multiple folders, click the plus (+)icon teAdd another path. This creates another path field.
7. Click Save Changes to confirm.

8. Choose whether you want to protectAll files.

ﬁ Todos los archivos @

Esto incluye todos los archivos y carpetas excluyendo cuolquier excluido global,

If you enable this feature, all files in the location will be protected, with the exception of any excluded file type (global file excludes or custom file selection excludes).
If you turn it off, you can choose which files to protect.

9. Choose whether you want to protect theglobal sources for this location. If you enable this feature, all global types will be backed up and protected. If you turn it
off, global file types won't be included (unless you add them as custom file sections in the next step).

[§ Archivosglobales [ o)

Esto incluye todos los archivas listados como Archivos Globales an su configuracion de politicas.
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10. . Use Custom File Selection to include or exclude any particular file type for this location. If you enable this feature, you can use the Includes and Exclude section
(see the steps below). For example, you can choose to include a collection of global files instead of all global file types.

a Seleccion de archivos personalizados [ ®)

Seleccone los tipos de archive persenalizades pera incluir o excluir en su carpeta de documentos.

© Incluye © Excluye

[ Agregartipo de archivo [ Agregar un tipo de archivo para excluir

n Agregar una carpeta para excluir

In the Includes section, click onAdd File Type.
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11. Use the Add File Type dialog box to choose the file types you want to protect for this location. You can choose any of your global file collections and thedd or
Remove Extensions to specify which file types will be backed up.

Alternatively, you can clickAdd New File Type to create your own custom selection (enter the name in theEdit File Type Name field and useAdd or Remove
Extensions to choose file types). ClickSave Changes to confirm.

12. In the Exclusions section, useAdd File Type to Exclude to choose any file type that should not be protected for this location. For example, if you want Aranda
Datasafe to protect all global files except PDFs, the fastest way is to enable Global Files for the location and then exclude PDFs.

Use the Add File Type dialog box to choose the file types that you dont want to be protected for this location.

You can choose any of your global file collections, and then add or remove extensions to specify which file types to exclude. Alternatively, you can add a new file
extension to exclude it. Click Save Changes to confirm.

13. In the Exclusions section, useAdd a folder to exclude to choose specific folders that should not be protected for this location. Click Add a folder to exclude to
display a context menu. You can then choose System Folders, Temporary Folders, or Add a New Folder. If you add a new folder, the Add Folder dialog box appears,
and you can set the folder name and path(s).

Agregar carpeta
Ingrese el nombre y la ruta de la carpeta. S no estd seguro de lo ruta exacta, seleccione ‘Cualquier
coincidencia’
Nombre de la carpeta
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Click Save Changes to confirm that the folders will not be protected.

14. Click onSave Change.

edit location
To make changes to an existing location:
1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).

2. In the Protected Data tab, expand the Locations settings.



3. Click the Edit icon (pencil) for the Location you want to change.
4. Use the settings ofAll Files, Global Files, and Custom File Selectionto make the changes. These work in the same way as when you add a location (see above).

5. Click Save Changes.

Editar carpeta
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delete location

Toremove alocation from a policy:

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).
2.0n the Protected Data tab, expand the Locations settings

3. Click on the trash canicon of the location you want to delete.

Protected Cloud Drives
You can configure Aranda Datasafe to back up and protect files on cloud storage services, such as One Drive, Google Drive, and Dropbox.

To choose which cloud services to protect, use theCloud Drives setting in a Policy. For each cloud drive, you can choose which files are backed up and protected:

o Allfiles
e global files only
e filesthat you choose manually.

u Unidades de servicio en la nube
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Add a cloud drive

To add a cloud drive to a policy so that it is protected:

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).
2. In the Protected Data tab, expand the Cloud Drives settings.

3. Click the plus(+)icon to display a context menu.

4. Choose the cloud drive you want to add, for example, One Drive.

5. Choose whether you want to protectAll files.

ﬂ Todos los archivos @)

Esto incluye todos los archivos y carpetos excluyendo cualguior excluido globol.



If you enable this feature, all files on the cloud drive will be protected, with the exception of any excluded file type (global file excludes or custom file selection
excludes). If you turn it off, you can choose which files to protect.

6. Choose whether you want theglobal files to be protected for this cloud drive. If you enable this feature, all global types will be backed up and protected. If you turn
it off, global file types won't be included (unless you add them as custom file sections in the next step).

n Archivos globales ‘)

Esto incluye todos los archivos listodos como Archivos Globales en su configuracidn de politicas.
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7. Use thecustom files selection to include or exclude any particular file type for this cloud drive. If you enable this feature, you can use thénclusions and
Exclusions section (see next steps). For example, you can choose to include a collection of global files instead of all global file types.

a Seleccién de archivos personalizados [ )

Sefeccone los Lipos de archivo personalizodos pora incluir e exciwiy en su carpelo de documentos.
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8. In thelInclusions section, click onAdd File Type.
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Use the Add File Type dialog box to choose the file types you want to protect for this cloud drive. You can choose any of your global file collections and theAdd or
Remove Extensions to specify which file types will be backed up.

Alternatively, you can click Add New File Type to create your own custom selection (enter the name in theEdit File Type Name field and useAdd or Remove
Extensions to choose file types). ClickSave Changes to confirm.

9. In the Exclusions section, useAdd File Type to Exclude to choose any file type that should not be protected for this cloud drive. For example, if you want Aranda
Datasafe to protect all global files except PDFs, the fastest way is to enable Global Files for the cloud drive and then exclude PDFs.

Use the Add File Type dialog box to choose the file types that you don't want to be protected for this cloud drive.



You can choose any of your global file collections, and then add or remove extensions to specify which file types to exclude. Alternatively, you can add a new file
extension to exclude it. Click Save Changes to confirm.

10. In the Exclusions section, use Add a folder to exclude to choose specific folders that should not be protected for this cloud drive. Click Add a folder to exclude to
display a context menu. You can then choose System Folders, Temporary Folders, or Add a New Folder. If you add a new folder, the Add Folder dialog box appears,
and you can set the folder name and path(s).
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Click Save Changes to confirm that the folders will not be protected

Edit a cloud drive

To make changes to an existing cloud drive:

1. . Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).

2. In the Protected Data tab, expand the Cloud Drives settings.

3. Click the Edit icon (pencil) of the cloud drive you want to change.

4, Use the settings ofAll Files, Global Files, and Custom File Selectionto make the changes. These work in the same way as when you add a cloud drive (see above).

5. Click Done.

Delete a cloud drive

To remove a cloud drive from a policy:

1. Find the Policy you want to change in the Policy Editor (clickPolicies and then click Policy).
2. In the Protected Data tab, expand the Cloud Drives settings.

3. Click the trash canicon of the cloud drive you want to delete.

Email Protection and Backup

You can configure Aranda Datasafe to back up and protect your email client files. For example, you can add Microsoft Outlook as an email client and then configure
Aranda Datasafe to back up and protect all Outlook PST files or only those PST files that are active.

The email settings are in the policy that is used to back up your device.
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Add an email client for backup

To add an email client:

1. Open the Policy Editor for the Policy you want to change (click Policies, and then click Policy).
F > Note: The policy editor is automatically displayed when you create a new policy.

2. Make sure theProtected Data tab is displayed.

3. Expand the Emails section.

4. Click the plus (+)icon.

5. Select the email client, for example, Microsoft Outlook.
6. Choose which PST files you want to backup:

e AllPST files: Aranda Datasafe will back up all PST files, even if they are inactive or not associated with the email client.
e Active PST: Aranda Datasafe will only back up PST files that are associated with the email client and are currently active in the Outlook profile.

7. Click Save Changes.

Agregar cliente de email
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Edit an email client

To make changes to an existing email client:

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).
2. Make sure theProtected Data tab is displayed.

3. Expand the Emails section.

4. Click the Edit icon (pencil) of the email client you want to change.



5. Use the Edit Email Client dialog box to choose which files are backed up:

e Al PST files: Aranda Datasafe will back up all PST files, even if they are inactive or not associated with the email client.
e Active PST: Aranda Datasafe will only back up PST files that are associated with the email client and are currently active.

6. Click Save Changes.

Delete an email client

To delete an email client:

1. Open the Policy Editor for the Policy you want to change (click Policies, and then click Policy).
2. Make sure the Protected Data tab is displayed.

3. Expand the Emails section.

4. Click the Trash icon of the email client you want to delete.

Exclude files and folders from backup and protection

You may want to exclude certain types of files from Aranda Datasafe backup and protection. For example, you can exclude image files, videos, and music. You can
also exclude certain folders.

There are two ways to exclude files and folders:

e You can exclude for a specific location
e You can exclude for all locations.

In this article, we explain how to use the Global Exclusions feature to exclude files and folders from all locations. The Global Exclusions feature is useful when you
know that there are certain file types that you never want to be protected for any one location. Allows you to create a group of file types that you can exclude for all
locations in a single action.

Excluidos globales
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To learn how to exclude files for a specific location, see [Choose which files and folders] are protected.

Exclude files from protection for all locations
To prevent certain file types from being backed up and protected for all locations:
1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).

2. In the Protected Data tab, expand the Global Exclusion settings.
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3.In the Excluded Files section, click the plus(+)icon to display the Add File Type dialog box.
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4. Use theSelect a file type option to set the name of your new global filegroup. You can choose from the list of available file types or you can selecAdd new file
type.

5. If you selected Add New File Type in step 4, enter the name of the new Global Files group in théedit File Type Name field. If you choose an existing file type, you
can edit the name or leave it as is.

6. Use the Add or Remove Extensions box to add or remove file extensions from the new Global Files group. File extensions that you add to the box will be excluded;
Aranda Datasafe will not protect these file types for devices that use this Policy.

7. Click Save Changes.

Edit global file exclusion rules

To change the files that are included in global exclusions:

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).

2. Make sure theProtected Data tab is displayed.

3.In the list of global exclusions, find the group you want to change and click on theEdit icon (pencil).
4. Use theEdit File Type Name field to rename the group, if necessary.

5. Use the Add or Remove Extensions box to add or remove file extensions.

To add a file extension, click an empty part of the box and enter the characters of the file extension. Press Enter and a blue block will appear for your new extension
type. Click Save Changes to confirm.



To remove a type of file extension, click the X in the corresponding blue block. CliclSave Changes to confirm.

Exclude folders from protection for all locations

You can exclude folders from Aranda Datasafe protection. For example, your users may have personal data folders where they store non-business data, and you
don't want this information backed up.

To exclude folders from all locations:

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).
2. Make sure theProtected Data tab is displayed.

3.In the Global exclusions section, click on the plus(+)icon.

4. You can choose System Folders or Temporary Folders, or click Add New Folder to choose a specific folder. If you add a new folder, the Add Folder dialog box
appears, and you can set the folder name and path(s).
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5.Click Save Changes.

Edit the excluded folders

If you have set Excluded Folders in Global Exclusions for a policy, you can edit them to:

e Rename the folder
e Change the path
e Add additional routes.

To edit global exclusion folders:

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).

2. Make sure theProtected Data tab is displayed.

3. In the Global Exclusions section, click the Edit icon (pencil) of the global exclusion group you want to change.
4. Use theFolder Name field to change the name of the group.

5.Use the Path fields to change folder locations.

6.Click Save Changes.

Remove files or folders from global exclusions

To remove files or folders from a policy’s global exclusions:

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).
2. Make sure theProtected Data tab is displayed.

3.In the Global Exclusions section, click the trash canicon for the global exclusion group or folder you want to delete.

When you delete a group of files or folders from global exclusions in a policy, they are no longer excluded from Aranda Datasafe protection. (Unless they're also
excluded in the Location settings.)

Schedule Automatic Backups

Aranda Datasafe will automatically back up devices that use a Policy. The first backup is done about 10 minutes after a device is first activated, and after that,
backups run on aregular schedule.



You can set the schedule in theBackup & Restore settings for a Policy.
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Set the schedule for automatic backups

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).

2. Click on theBackup & Restore tab.

3. Use the Run device backups option in all options to choose how often automatic backups will be performed. You can choose:

1hour

2 hours

4 hours

48 hours

Click Save orSave & Close to confirm.

Example: If you have a‘Finance’ policy and have set it to back up every 2 hours. It also has a‘Finance’ team and has been assigned the ‘Finance’ policy.
The Finance team’s devices will have their data backed up automatically every 2 hours (since that's the schedule defined in the policy used by their team).

For devices on other computers, the backup schedule might be different, as your computers may use a different policy that is configured to back up at a different
time, such as every 8 hours.

Enable Local Encryption

Prerequisites: Before enabling DLP features, make sure that Active Directory Certificate Services have been configured.

You can configure the policy to enable encryption of files that are on the user's devices. We call this “local file encryption”.

Once enabled, each device that uses the Policy will receive a certificate (also known as a key) and local encryption will be applied. Only authenticated users can
access data on a device if the certificate is available.

The certificate is used to control access to data on a device. By revoking the certificate in Aranda Datasafe, you delete it from the device and the data on the device
becomes inaccessible.

If you enable theData Theft Prevention feature, the certificate is automatically revoked on devices that do not connect to Aranda Datasafe within a certain period of
time (see Enabling Data Theft Prevention).

To enable or disable local file encryption in a policy:
1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).
2. Click on theDLP tab.

3. Use theEncryption slider to enable or disable local file encryption (green is enabled, gray is disabled).

Cifrado m
Cifrar archivos seleccionados para copia de sequiidad en of computador del usuorio

4. Click Save or Save & Close to confirm.

Enable Data Theft Prevention

With Aranda Datasafe’s data theft prevention feature, you can configure devices to revoke file access if they don't connect with Aranda Datasafe within a certain
period of time. To revoke a device, Aranda Datasafe removes the device's encryption certificate.



While a device is being revoked, it cannot be used to access protected data.

You can enable or disable the data theft prevention feature in a policy. When Data Theft Prevention is enabled, all devices using the Policy will need to connect to
Aranda Datasafe regularly or they will be revoked.

Prerequisites: Before enabling DLP features, make sure that Active Directory Certificate Services are configured.
The data theft prevention feature is only available if the local file encryption feature is enabled for policy. (It uses the encryption certificate that is generated when
using local file encryption.)

To enable or disable data theft prevention:
1. Open the Policy Editor for the Policy you want to change (clicKPolicies and then click Policy).
2. Click on theDLP tab.

3. Use the slider of Data Theft Preventionto enable or disable Data Theft Prevention (green is enabled, gray is disabled).

Prevencion de robo de datos ‘)
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Revocar acceso si el dispositive estd desconectado para . 30 Days

A message appears reminding you to configure Active Directory Certificate Services (AD CS). We recommend that you configure AD CS before enabling DLP. ClickOK
to close the message.

4. Use theRevoke if device disconnects for daysoption to define how long Aranda Datasafe will wait before locking a device.

5. Click Save or Save & Close to confirm.

Enable Geolocation

Prerequisites: Before enabling DLP features, make sure that Active Directory Certificate Services are configured.
You can use the geolocation feature to find the last known location of your protected devices. It can be used with any device that has wi-fi enabled.

When geolocation is enabled, you can use Aranda Datasafe to locate a device and it will display the last known location on an embedded Google map.
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You can enable or disable thegeolocation feature in a policy. If enabled, all devices that use that Policy and have Wi-Fi enabled can be locatedising Locate Device in
Aranda Datasafe.

To enable or disable geolocation in a policy:
1. Open the Policy Editor for the Policy you want to change (click Policies, and then click Policy).
2. Click on theDLP tab.

3. Use theGeolocation slider to enable or disable local encryption (greenis enabled, gray is disabled).

- -
Geolocalizacion ")
Permitir gue se lacalice un dispasitive de usuario con base en su altima localizacion conocide

4. Click Save or Save & Close to confirm.



Enable user profile migration

The migration feature is designed to help you migrate Windows user profile settings from one protected device to another. This type of data includes accessibility
settings, mouse and keyboard settings, favorites, and many other user-specific settings.

For example, let's say you have a laptop backed up and protected by Aranda Datasafe. You decide to replace the laptop with a newer, higher-spec laptop. By using
the migration feature, you can transfer Windows user profile settings from the old laptop to the new one. This is much faster and easier than setting up the new
laptop from scratch.

You can enable or disable the migration feature for each policy.

DATOS PROTEGIDOS COPIA DE SEGURIDAD ¥ RESTAURACION pLP MIGRACION

Migracion del perfil de usuario

ml Perfiles de usuario de Microsoft Windows ‘)
L1 |

Habilitar esta configuracion pore hocer copia de sequridad del perfil de usuario ung vez al mes

Configuracion de accesibilidad
Directoria

Configuracion porlinea de comandos
Archives EFS

membresia de grupo

Favoritos

Mostrar mas

1. Open the Policy Editor for the Policy you want to change (clickPolicies and then click Policy).
2. Click on theMigration tab.
3. Use the slider to enable or disable Microsoft Windows user profiles (green is enabled, gray is disabled).

4. Click Save or Save & Close to confirm.

To transfer Windows user profile settings from one machine to another, you can manually back up the device to be replaced. Then sign in to the new device and
performarestore and choose which profile and data settings to use. For more information, see Migrate user profile data to a new device.

Repositories

Repositories Overview

A repository is a storage area that can be installed on a server on your premises or on a remotely accessible server. It stores encrypted backup data from your
activated devices.

For maximum efficiency, Aranda Datasafe uses source-side block-level deduplication to ensure that only data that is new or has changed is uploaded to the
repository. The unchanged data already exists in the repository, so it doesn't need to be reloaded.
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Repositories
You can use the Repositories page to view information about your repositories, which are storage areas for your backups.

To display the Repositories page, click Repositories in the top banner.
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The repositories page provides a list of your repositories. You can search the list of repositories by name, and you can also download the repository installer and
Disconnect arepository .

List of repositories

Field Description

Online Status

- Online: greenicon
- Offline: gray icon

iﬁgsesétory The name given to the repository when it was created. It is usually a descriptive name that makes the repository easy to identify.

Repository . - . . . .

Hostname The repository FQDN (Fully Qualified Domain Name). This hostname will be used to connect to arepository.

Devices The number of devices that are associated with the repository by the Computer to which they belong. These devices will back up to the
associated repository.

Users The number of devices that are associated with the repository by the Computer to which they belong. These users will have their data
backed up in the associated repository.

Equipment The number of computers assigned to the repository.

Snapshot The number of backups that have been made for arepository. A snapshot is a backup made at a particular point in time.

Backrest Size

The size of the backup data before deduplication has been applied.

Backup

The amount of storage space used to store the backup data.
Almacenado

The amount of storage space saved by using deduplication, which is displayed as a percentage. Instead of backing up each file every
time, Aranda Datasafe only backs up files that have changed since the last backup. This is called deduplication and means that less space
is required for your backups and the backup process is more efficient.

Deduplication
Savings

Install and configure a repository

To add a new repository for storage, you must first download the repository installer. You can then run it on your server and register it to connect to Aranda
Datasafe.

B >Note: To register a repository, you will need to have the email address and password of an Aranda Datasafe user account with the role ofAdministrator or
Security Officer.

To download and install the Private Cloud Vault package:
1. Click onrepositories.

2. Click Download Private Cloud Vault.


file:///ads/en/eliminar_repositorio.html
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Descargar el instalador de repositorio
privado en la nube de Aranda Datasafe

3. When the Private Cloud Vault package is downloaded, search for it on your computer and copy it to your server.
4. On the server, install the Private Cloud Vault software. You can install it in the default location or choose another location if you prefer.

Important: You should choose a location that has an adequate amount of storage space for your data. We generally recommend 20 GB per user, but this can vary
depending on the type and amount of data your organization uses.

Follow the steps in the installation wizard.

When you have installed the software, make sure that Sign Up Now is checked, and then click Next.

[zl Instalador - Aranda Private Cloud Yault 2.13.0.20846 M= — x

, - Asistente de Instalacion del repositorio de
& m Y Nube privada de Aranda Data Safe

| El Setup ha terminado de instalar el software del repositorio de
m{‘ — Mube privada de Aranda Data Safe. El repositorio debe estar
registrado en su dominio de Aranda Data Safe antes de que

pueda estar disponible para su uso.

Se recomienda gue lo haga ahora mismo.

Aranda DATASAFE
Se rver [] Registrarse ahora

Click Mext to begin the Aranda Private Cloud Vault registration

Sg.imte>||Ca'x:Eiir

5. Enter the registration details:



T Registrar Repositorio = hs

Dominic de nube de punto final de la organizacion

Dominio:

URL del dominio de la nube de endpoint

https:// < domain>.endpointcoud.com

Credenciales de administrador de Endpoint Cloud
r

MNombre de usuario:

Contrasefia:

Configuracion de la boveda

F

Nombre de host / IP;

Puerto: 9000 ]".‘;"!
r |
Alias:
Registrarse I Cerrar
Field Description
Domain The name of your Aranda Datasafe tenant. This is usually the name of your organization and is the first part of your Aranda Datasafe address.

Enter the username of an Aranda Datasafe account that has the role of Administrator or Security Officer. Only these user accounts have

Username L . .
permission to register a repository.
Password Enter the password for the Aranda Datasafe account.
Hostname Enter the name or IP address of the server that has the repository software installed. If the server is at an internet address, enter the URL
/1P instead.
Port 9000.(The port must be set at 3000).
Alias Enter the name of the repository as it will appear in Aranda Datasafe.

Important: Discovery agents and protection agents must be able to communicate with the repository over port 8000.

6. Click Sign Up.

Delete arepository
If you no longer need a repository, you can remove it from Aranda Datasafe by “separating” it. When you delete arepository:

e Youcanno longerrestore devices from the deleted repository
e The repository cannot be assigned to any Team (if you have Teams using the deleted repository, you will need to assign them a different repository, otherwise
their devices will not be backed up).

To delete arepository:
1. Click onrepositories.
2. Locate the repository you want to delete.

3. Select the radio button(...) of the repository and click orDelete repository.
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4. To confirm that you want to delete the repository, enter BETACH in uppercase letters in the dialog box.

Desconectar repositorio

Ha elegido desconectar el repositorio '40.121.201.216". Una
vez desconectado, los dispositivos asignados a ese
repositorio ya no podran hacer copia de seguridad alli o
restaurar datos desde él.

Si estd seguro de querer desconectar el repositorio, digite la
palabra DETACH para confirmar.

DESCOMNECTAR

( CAMCELAR 3 SCO

e -

5. Click Disconnect to delete the repository.

Administrators

Administrators Overview

Aranda Datasafe has a secure login to prevent unauthorized access. To log in, you will need to have Manager Account or a Security Officer Account .

To get an account, must be invited to Aranda Datasafe by another administrator. You'll receive the invitation via email, and you can follow the link to set up your
account.

When you log in, the features that are available to you will depend on the role assigned to your account. But all administrators and security officers can use Aranda
Datasafe

to monitor, manage, and configure the backup and protection of your organization’s data.

Administrators Settings
The settings page has an administrators section that you can use to:

View the name and email address of each admin.

See if someone is an administrator or a security officer of Aranda Datasafe
Invite someone to become an administrator of Aranda Datasafe

Remove an administrator or security officer.

To display the Administrators section:
1. Click onSettings.

2.In the side panel, click onAdmins.

Example Customer
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For each admin, you can view the:


file:///ads/en/rol_administrador.html
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Field Description

Name The name of the administrator.

Email The email address used to invite the administrator to Aranda Datasafe.

The administrator's role affects the features that are available to them. Possible roles are:

Security Officer: Has full administrator permissions and can also download and register AD Connector, and can change the role of
administrators. The security officer holds the key to the organization’s backup data. It is recommended that at least two security officers be
deployed per customer tenant.

Administrator: Has access to all Aranda Datasafe features, but cannot download or register AD Connector or change the role of
administrators.

Role

Status Shows whether the admin has activated their account (Active) or hasn't yet responded to the email invitation (Pending).

If you hover over an administrator, you can select their context menu(...). From here you can:

o Assign Security Officer Permissions to an Active Administrator he Assign Security Officer optionis only available if you sign in as a Security Officer.
o Remove an administrator.

Invite Admin

If you want to give someone access to Aranda Datasafe, you can invite them to join as an administrator. When you send the invitation, Aranda Datasafe creates a
new administrator-level user automatically and sends an email to the new user. They can use email to activate their account.

To invite a new administrator:

1. Click onSettings.

2. Click onAdmins.

3. Click Invite Admin.

4. In the Invite Admin dialog box, enter the first name, last name, and email address of the user you want to add as an admin.
5. Click Invite.

The user will receive an email invitation. When they receive the email, they can use it to activate their account. Once activated, they will be able to log in to Aranda
Datasafe and access the administrator-level features.

Formore information about the email invitation, seeActivate your account.

Invitar administrador

Activate Account
If you are going to use Aranda Datasafe, you should receive an email inviting you to activate your account.
If you do not receive the email, please check your spam and junk mail folders. If you still can’t find the email, contact Aranda support.

Once you have the email, click onActivate Account. Your browser opens the activation web page. The first time you access Aranda Datasafe, you need to enter a
password and then re-enter it to confirm. Click Activate to login.


file:///ads/en/cambiar_funcion_cuenta.html
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Activar la cuenta

Complete lo siguiente para activar su cuenta:

Jhon Cala

jhon.cala@arandasoft.com

ACTIVAR

Build 20E20600.7

Administrator Role

When you activate an invitation to join Aranda Datasafe, you are automatically given an account. The account has a role, either as aradministrator or as asecurity
officer.

If you are granted an administrator account, you can access all the features of Aranda Datasafe, but you cannot download and register the AD Connector.
Only people with the Security Officer role can download and register AD Connector.

You can see theirrole in theAdmins section on theSettings page (see Administrators - Settings Page).

Example Customer
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Official Security Role

The role of Security Officer is the highest-ranking role. Users with this role have access to a wider range of features in Aranda Datasafe than other users, so you
should be careful when assigning this role.

Security officers are the only users who can:

e Download and register the AD connector. This is necessary to allow Aranda Datasafe to protect your devices and data.
e Allow access to encrypted data, which is needed to restore a user’s data.

Aranda Datasafe must have at least one user with the role ofSecurity Officer.
To check if your user account has the role ofSecurity Officer:
1. Click onSettings.

2. Click onAdmins.


file:///ads/en/administradores_configuracion.html
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3. Find your user account in the list and see if you have the role o8ecurity Officer.

Only users with theSecurity Officer role can change the role of a user account.

Change Account Role

If you sign in as a security officer, you can change the role of an administrator account. This is useful when you want to upgrade an administrator to security officer,
so you can register the AD connector and restore user data.

To change an account's role:

1. Login as a security officer.

2. . Click onSettings.

3. Click on Admins.

4. Click the context button(...) of the administrator you want to change.
5. Click Assign Security Officer.

6. Enter your password to confirm the change.

Remove an administrator or security officer

If you log in to Aranda Datasafe as a security officer, you can delete other administrator and security officer accounts. It will usually only delete accounts that are no
longer in use, for example, if a staff member has left the organization.

Caution: If you delete an account, the user of that account will not be able to log in to Aranda Datasafe.
To remove an administrator or security officer:

1. Click onSettings.

2. Click onAdmins.

3. Click the context button(...) of the administrator or security officer you want to remove.

4. Click Delete.

5. Type Delete in the dialog box to confirm, and then clickDelete.

Borrar administrador
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Equipment

Equipment Configuration

Field

Users

Devices

Politics

Repository

Data

Example Customer
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Description

The number of users on the team

The number of devices assigned to the team.

<p>The Policy that is assigned to the Team.

A policy is a set of rules that define: </p><p>- What data is protected and backed up

- How often backups occur

- Whether any data loss prevention features are used to protect your datain the event of alost or stolen device. These include local
encryption, data theft prevention, and geolocation.

- Whether Windows user profile data can be backed up tomigrate to other devices.

The repository assigned to the team. The repository is a storage area on a server, and is used by Aranda Datasafe when backing up devices
onyour computer.

The amount of storage space used to back up data on your computer.
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Equipment Filtering Configuration

Use a search to filter the list of computers

Show or hide columns in the team list

Use a search to filter the list of computers

Example Customer
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Show or hide columns in the equipment list
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When you click on a Team option, thelnventory orProtection page refreshes and the dashboard and list screens are filtered to show only information about the

devices on the selected Device.
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Click All Devices in theTeams sidebar to remove the filter.

Createa Team

Aranda Datasafe uses Teams to organize its devices into groups.

Each team has one:

e Policy: Defines when devices on your computer will be backed up, as well as what migration and data loss prevention settings the devices will use.
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e Repository: Defines where backup data for your team’s devices will be stored.

When you create a team, you choose a policy and a repository. You can also edit a Team to rename it or associate it with a different Policy or repository.

Create a team
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You can create a new team and then assign it a policy and repository. When your computer is set up, you can assign it to your devices.

You should create a new team if:

e Thereare no teams in Aranda Datasafe

e Existing computers don't meet your requirements, for example, they don't use data theft prevention, but you need it for your devices.
e EXisting teams back up to arepository that isn’t suitable for their devices.

To create a team:

1. There are three ways to create a team: from thelnventory page, the Protection page, or from theTeams section on the Settings page. Then you can:

Click onInventory.
or:
Click onProtection.

or:

Click onSettings and use theComputers section.

2. Click Create Equipment (lower-left corner of the Inventory or Protection screen, upper-right corner on the Computers - Settings page).

3. Enter a name for the new team.



Crear equipo

Nombre del equipo

Nombre del equipo

Asignar una politica

Asignar un repositorio

( CANCELAR ) GUARDAR EQUIPO

4. Use theAssign a Policy combo box to choose the Policy for the team. All devices on your Computer will use the settings defined in the Policy (backup scheduling,
data loss prevention settings, etc.).

5. Use the Assign a repository combo box to choose the storage area that will be used to store backup data for devices on your computer.

6. Click Save Equipment.

Your new equipment appears in theEquipment section of thelnventory page and the Protection page. It also appears in the list ofdevices on theSettings page).

EQUIPOS

Todos los dispositivos

Centroamerica

Comercial Colombia

Gestion Humana y Financiera
Operaciones y Soporte

Preventa Latinoamerica

HOPENE @

Repositorio On Premise

7. Repeat steps 2 through 6 inclusive to create as many new computers as you need.

Creating a team from inventory:



Crear equipo

Creating a team from the Protection page:

Crear equipo

Creating a team from the Settings page:

Crear equipo

Edita Team

If you want to make changes to an existing computer:

1. There are three ways to edit a device: from thelnventory page, the Protection page, or from theEquipment section on theSettings page. Then you can:

Click onlnventory.



or:
Click onProtection.

or:

Click onSettings and use theComputers section.

2. Hover over the equipment you want to edit and then click on its radio button(...).

3. Click Edit.

Editar equipo

Nombre del equipo

Gestion Humana y Financiera

Asignar una politica

Preventa Aranda -

Asignar un repositorio

VAULT_ADTSVS_PREV -

( CANCELAR ) GUARDAR EQUIPO

4. Use theTeam Name field to change the team name, if necessary.

5. Use the Assign a Policy combo box to choose the Policy for the team. All devices on your Computer will use the settings defined in the Policy (backup scheduling,
data loss prevention settings, etc.).

6. Use the Assign a repository combo box to choose the storage area that will be used to store backup data for devices on your PC.

7. Click Save Equipment.

Assign Policies to Teams
You can assign a policy to each of your teams. A policy is a set of rules that define:

e What datais protected and backed up

e How often backups occur

e |f anydata loss prevention feature is used to protect your data in the event of loss or theft of a device. Thesdnclude local encryption, data theft prevention,
and geolocation.

e Whether Windows User Profile data can be backed up for migration to other devices.

Typically, you assign a policy to a team when you first create the team. But you can also edit a team to use a different policy:
1. Click onInventory or Protection.

2. Hover over the team name and then click on the radio button(...).

3. Click Edit.

4. Use the Assign a Policy combo box to change the team'’s policy.



Editar equipo

Nombre del equipo

Centroamerica

Asignar una politica

CENTROAMERICA i

Asignar un repositorio

VAULT_ADTSVS9_PREV -

( CANCELAR ) GUARDAR EQUIPO

5. Click Save Equipment.

Assign Repository toa Team

You can assign a repository to each of your teams. A repository is a storage area on a server, and it's where Aranda Datasafe will store backup data for all devices on
a computer.

Typically, you assign a repository to a team when you first create the team. But you can also edit a team to use a different repository:
1. Click onInventory or Protection.

2. Hover over the team name and then click on the radio button(...).

3. Click Edit.

4. Use the Assign a repository combo box to change the team’s repository.

Editar equipo

Mombre del equipo

Centroamerica

Asignar una politica

CENTROAMERICA i

Asignar un repositorio

VAULT_ADTSVS9_PREV -

( CANCELAR > GUARDAR EQUIPO

5. Click Save Equipment.

Assign Device to a Team

To use Aranda Datasafe to back up and protect a device, the device must be assigned to a Team. The team is associated with a policy and repository, and these
define:

When devices are backed up

What Data Loss Prevention settings are used
What migration configurations are used
Where the backup datais stored.



All devices on that computer use the computer settings. To assign a device to a team:
1. Click onInventory or Protection.

2. Hover over a device in the list of devices.

3. Click on the radio button on the device(...).

4. Click Assign Team.

5. Assign the device to a team from the list.

6. Click Assign.

Asignar equipo

GEsthn Hiissing, § Finssien

The page will automatically refresh, and after a short pause, the device will be assigned to their selected team. You can now use the Inventory or Protection page to
view Information on:

e All devices
e Unassigned devices
e [Deviceson each of your computers.

Delete Equipment

There may be times when you need to remove a computer from Aranda Datasafe. For example, it is You may want to delete a Team if your organization has been
restructured, or some Teams in Aranda Datasafe no longer exists in your business or has merged with other Teams.

If you no longer need a piece of equipment, you can remove it from your Datasafe Washer. When you delete a computer, Aranda Datasafe:

e Remove the equipment
e Delete all devices assigned to the team.

Important: If you want to keep the devices, you must assign them to a different team before you perform the deletion.

To delete ateam:

1. Click onlnventory or Protection.

2. Hover over the Equipment you want to delete and then click on its radio button(...).
3. Click Delete.

4. Enter DELETE in capital letters and then clickDelete to confirm that you want to delete the Equipment



Borrar equipo

Eligid borrar el equipo 'Centroamerica’. Se borraran todos
los dispositivos asignados a ese equipo y también los datos
de la copia de seguridad. No podra recuperar los datos para
estos dispositivos.

Si esta seguro de gue desea borrar este equipo, digite la
palabra BORRAR para confirmar.

BORRAR

Users

Users

When Aranda Datasafe discovers your devices, it automatically creates information about users’ accounts and devices. This information is displayed on several
screens, including the Inventory page, the Protection page, and the Settings page.

User accounts and device information are displayed as:

e User: A user represents a Microsoft Windows user profile. During the discovery process, Aranda Datasafe connects with the devices that are configured to be
protected and retrieves the user's profile information. Create one user for each Windows user profile (typically, this means one user per person).

e Device Name: Each user has one or more user devices. For example, a user might have a desktop computer and a laptop. Aranda Datasafe uses Microsoft
Windows user profile information to match each device to a specific user.

Users Settings
You can view the details of your Aranda Datasafe users on the Users page.
1. Click onSettings.

2.In the sidebar, clickUsers.

Example Customer
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The Users page displays a list of users and provides this information:



Field Description

Name The user’s full name.

User The username used to login to the user's device.

Email The user's email address.

Team The computer to which the user’s device is assigned. If a user has multiple devices, they must all be assigned to the same team.

The policy assigned to the computer that uses the user’s device. It is this Policy that defines when the user’s device is backed up, what data

Politics . - . .
is backed up and protected, and what protection and migration features are enabled.

Equipment The number of computers assigned to the repository.
Devices The number of devices that the user has backed up and protected by Aranda Datasafe.

Data The amount of data that Aranda Datasafe has backed up for this user’s devices.

User Filtering Settings

Use a search to filter the list of users

Show or hide columns in the user list.

Use a search to filter the list of users
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Create New User
Aranda Datasafe automatically creates new users as part of the discovery process. There is no need to create users manually.

If you have a new staff member and need Aranda Datasafe to back up and protect their devices, install Discovery Agent on the devices. Aranda Datasafe will then be
able to discover the devices and connect to them.

When Aranda Datasafe connects to a device, it creates a User automatically, based on the device's Microsoft Windows user profile.

Delete User
If you want to remove auser from Aranda Datasafe, you must delete all of that user’s devices. When Aranda Datasafe does not have devices for a User:

e Delete that user automatically
e Remove the user's license and make it available for use.

Toremove a user’s devices (and also the user):
1. The first stepis to find all of the user's devices in a list of devices. To do this, you can use the list of devices on thinventory page or theProtection page.
Click onlnventory. or:

Click onProtection.

2. Inthe device list section, click theSearch icon.

3. Enter the user's name in the search box. Aranda Datasafe filters the list so that it only shows the devices of that User.
4. Click the checkbox at the top of the list to have all of the user’s devices selected.

5. Click on theRemove Device icon at the bottom of the device list.

6. Enter DELETE in all caps and then clickDelete to confirm.

Active Directory Connector

Active Directory Connector

The Active Directory Connector (AD Connector) is an application that Aranda Datasafe uses to authenticate its user accounts. It connects to your Microsoft Active
Directory and allows Aranda Datasafe to:

Identify each Microsoft user account

Identify the devices that are associated with each Microsoft user account.
Automatically create matching users and devices in Aranda Datasafe
Authenticate device connections to Aranda Datasafe.

You must install AD Connector on a domain-joined Windows server that is on-premises in your company. You must also register the AD connector so that it can
connect to Aranda Datasafe.

Install and Register Active Directory Connector

The Active Directory Connector (AD Connector) is an application that Aranda Datasafe uses to authenticate its user accounts. Your encrypted data is only available
to authorized users.

You must install AD Connector on a domain-joined Windows server that is on-premises in your company. You must also register the AD connector so that it can
connect to Aranda Datasafe.

To download, install, and register the AD Connector software:
1. Click onSettings.
2. Click onActive Directory.

3. Click Download Ad Connector to download the adconnector executable file. Copy this file to your local server.
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4. Log in to your local server (the server on which the AD Connector will run). You must log in through a domain administrator user account that has permission to
register a Principal Service Name (SPN) for Kerberos connections.

5. Copy the adconnector executable file to the server and then run it.

6. Follow the on-screen instructions to install the AD connector. You can install it in any directory (the default location is C drive).
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When you complete the installation steps, the files start extracting and installing. When the files are installed, the installer asks you if you want to register.

7. Make sure Register Now is checked and then click Next.
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Consentimiento de licencia
. Aranda DATASAFE
Por favor, lea la siguiente informacidn antes de Server

continuar,

Por favor, lea la siguiente informacidn de licendamiento antes de continuar. Usted debe
aceptar los términos de ésta antes de continuar con la instalacian.

Aranda END-USER LICENSE AGREEMENT

YOU SHOULD CAREFULLY READ ALL THE TERMS AND CONDITIONS OF THIS
AGREEMENT PRIOR TO INSTALLING OR USING THE LICENSED SOFTWARE ([AS
DEFINED IN SECTION 1] ANDJOR THE SERVICES {AS DEFINED IN SECTION 2. BY
INSTALLING, ACCESSING, OR USING THE LICENSED SOFTWARE AND/OR THE
SERVICES YOU INDICATE YOUR ACCEPTANCE OF THESE TERM S AND CONDITION 5.

(®) ¥o Acepto los términos de licenda.;

() Yo Mo acepto los términos de la licendia.

< Atras . Siguiente = Cancslar

Field Description

The name of your Aranda Datasafe tenant. This is usually the name of your organization and is the first part of your Aranda Datasafe tenant’s

Domain
address.

Enter the username of an Aranda Datasafe account that has the Security Officer role. Only Security Officer user accounts have permission to
register arepository.

Username
Password Enter the password for the Aranda Datasafe account.

Domain Enter the name or IP address of the server that has the AD software installed.

Aligs Enter the name of the AD connector as it will appear in Aranda Datasafe. We recommend that you give it a descriptive name that your Aranda
Datasafe users recognize.

Remove Active Directory Connector
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Borrar conector AD

Esta a punto de borrar el conector AD 'AD Conector”. Los
usuarios ya no podran activar su agente de proteccion.

Si esta seguro de querer borrar este conector, digite la
palabra BORRAR para confirmar.

BORRAR

(  CANCELAR )

5. Click Delete.

Licences

Licences

Aranda Datasafe requires you to have licenses for your users. When you purchase a commercial plan, you are assigned a number of licenses based on your
requirements. If these requirements change, you can purchase more licenses and add them to your plan.

You can view information about your licenses in the Licensing page. Shows the number of licenses you have available and the status of your Aranda Datasafe
subscription.

Licensing configuration
You can view information about your plan and available licenses on the Licensing page.
1. Click onSettings.

2. Click Licenses in the sidebar.
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The Licensing page displays:
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Field Description

Type Your Aranda Datasafe plan.

Commercial: On the commercial plan, you can use Aranda Datasafe to back up and protect your devices for the duration of your
subscription.

Users The number of licenses that are currently in use and the number of remaining licenses available.
Expiration* The date and time of the end of your Aranda Datasafe subscription.

Shows whether your Aranda Datasafe subscription is active or expired. If your subscription expires, your devices are no longer backed up or

Status . .
protected and therefore at risk. To resubscribe, please contact your account manager.

Backup & Restore

Backup & Restore

Aranda Datasafe backs up your activated devices automatically, at scheduled times. Data is deduplicated and encrypted prior to transfer and remains encrypted
during transfer and when stored in the repository.

What happens before the backup occurs?

To start backing up a device, you'll need to activate the device for protection. During activation, the protection agent will be downloaded and installed on the device.
The protection agent will go through an authentication process before indexing and backups can begin.

Before the backup begins, the agent indexes the file system. The index is created once and is updated in real time as files are added, modified, or deleted from the
file system. Real-time indexing **ensures that a time- and resource-consuming scan is not necessary at backup time.

What happens during a backup?

During a backup, the index is referenced for new and changed business data; A VSS snapshot is created and the data is deduplicated to ensure that only unique data
blocks are encrypted and transferred from the user’s device to the repository (storage area on your server).

Automatic Backup
Aranda Datasafe automatically backs up business data to your devices, provided that:

e The deviceisactivated
e The device is associated with a computer
e The teamisassociated with a policy and arepository.

The repository defines where the backup data is stored.
The Politics defines:

e What trading data is backed up

e When backups are made.

e Which Data Loss Prevention features are enabled.

e Whether user profile settings are backed up for computer migrations.
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Your devices are automatically backed up and protected:

e Shortly after they are activated for the first time This is usually about 10 minutes, but it can take longer, as the backup can only happen after the Protection
Agent has finished indexing.
e Regularly in accordance with the scheduled intervals set forth in the Policies.



Available options: **Every 1

8 hours™*.
hour

2 Hours 4 hours

You canalso make o Backup manually if you wish.

Running Aranda Data Safe Backup

When you have devices activated in Aranda Datasafe, your business data is automatically protected:

e Approximately 10 minutes after initial activation
e Regularly, in accordance with the backup schedule (as defined in the Policy).

You can also back up a device manually, either to Aranda Datasafe or by using the Protection Agent locally on the device. This is useful if you need to back up a

device right away and the next scheduled backup shouldn't be done for some time.

Below, we explain the various ways you canrun a remote backup to Aranda Datasafe:

Run a remote backup from the protection page.

Run a remote backup from the device page.

Run a remote backup from the protection page
To run a backup from the Aranda DatasafeProtection page:

1. Click onProtection.

2. In thelist of devices, click on the device you want to backup. Its details appearin a side panel.

3. Click theBack Up Now icon at the bottom of the panel.

4. A message appears at the bottom of the screen to let you know that the backup request was successful.
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The Protection Agent software (on the user’s device) uses deduplication to ensure that only new or changed data is backed up in the repository. The amount of time

it takes to back up a device will vary, depending on the amount of data that needs to be indexed and backed up.

5.In the side panel, click the link next to theLast Backup entry to display a summary of the backup.
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6. For more detailed information about the backup, click View Details. You can then view the details of the backup, the device, the files that could not be backed up,
and the log data.
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Run a remote backup from the device profile page

To run abackup from the device profile page:

1. The first step is to access the list of devices on thelnventory page or on theProtection page.

Click onlnventory. Or:

Click onProtection.

2. Inthelist, click on the device you want to back up. A side panel appears that shows information about the device you selected.

3. Click the Detailsicon in the top corner of the side panel to display the device’s profile page.
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Running Agent Backup

There are three ways to back up your data to Aranda Datasafe:

1. Aranda Datasafe backs up your activated devices automatically, at the intervals defined in the Policies for your devicessee Schedule automatic backups).
2. You can start a manual backup remotely from Arandao Datasaofe isee Run a Remote Backup from Aranda Datasafe ).

3. You can initiate a manual backup from an activated local device (see below).

Each activated device must have the Protection Agent software installed. This agent is required if you are going to perform a manual backup from a local device.

1. Right-click the Protection Agenticon in the Windows system tray.

2. Click Back Up Now to start a backup.

Backup Details and Logs

If the Protection page shows that you have unprotected devices or devices that are protected with a warning, you can find more information in the last device
backup event log. Aranda Datasafe keeps a record of the last backup attempt for each connected device.

To view a device's backup history and logs:

1. Click onProtection.

2.In the Devices list, click on a device to display the device details in a slide-out panel.
3.Click the View icon in the top corner of the slider panel to display the device’s profile page.
4. 0nthe Device page, click the link in theLast Backup entry (on the Details tab).

5.In the backup summary dialog box, clickView Details to display the device backup log.

6. Expand the backup log sections to view the details of the last backup.

Restore Device

Important: You can only restore user data and profile information if the user’s data has been backed up to Aranda Datasafe.

If Aranda Datasafe has backups of data on protected machines, you can restore them at any time. Normally, you would use the restore feature if:
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e You have accidentally deleted a protected file and want to add it back to your device
e You have a new device and want to download the protected data that was previously on a different device. For example, if you are replacing an old laptop, you
can use Restore to add the protected files from the old laptop to the new laptop.

If the policy hasmigration enabled and theMicrosoft Windows User Profilesoption is selected, you can also restore the user profile settings.

Torestore files on adevice:
1. Loginto the device that will receive the backup of the data from Aranda Datasafe.
If your device already has Discovery Agent installed, ignore steps 2 and 3 and continue from step 4.

If you need to restore data to a new device or a device that has not been protected by Aranda Datasafe before, you need to install Discovery Agent. Continue from
step 2.

2. Install Discovery Agent on the device, so that Arandao Datasafe can detect it. For more information, sediscovery Agent Installation and Deployment.

3.In Aranda Datasafe, activate the new device. For more information, see Activating Your Devices.

4. In the Windows system tray, right-click the Protection Agent icon and selectRestore.

Restaurar
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5. At the top of the Aranda Agent, choose the device and associated snapshot that you want to migrate to the new device. The snapshot is a record of a device's data
at a specific point in time, and you can choose from any of the times shown in the list.

BG-C-JCALADT . Snapshots
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8. Choose which files you want to restore. You can chooseAll folders and files, alldesktop files, all documents™* or all files in volumes (drives). Alternatively, you can
select individual files.

If the policy hasmigration enabled and theMicrosoft Windows User Profiles option is selected, you can also restore the user profile data. Select theProfile Settings
option to restore these settings.

If the migration feature is disabled or theMicrosoft Windows user profilesare not selected, you can only choose to restore the backup data.
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DLP features allow you to:

e Enable local file encryption. This encrypts the data on your user devices to ensure that security and access to data are controlled. For more information, see
Enable local encryption.

e Have automatic data theft prevention. If a device is disconnected from Aranda Datasafe for a certain period of time, the Aranda Agent will prevent access to
the encrypted data on the device. (This only applies when local encryption is enabled) For more information, see Enable data theft prevention).

e Use geolocation to find the last known location of the device, based on its wi-fi signal (se€ind devices with geolocation).
e Use Aranda Datasafe toSecurely erase a device so that your data no longer exists on the device.

e Use Aranda Datasafe to Revoke access to encrypted data on the online device (only applies when local encryption is enabled). When a device is revoked, its
encrypted data is not available, but it can be Cancel if you want to make your data available again.

You can turn DLP features on or off for each policy (see Turn on data loss prevention features).

If one of your devices is missing or stolen, see If a device is lost or stolen.

Lost or Stolen Device

If a device protected by Aranda Datasafe is lost or stolen, you can:

Find the device

If the Device Policy has Geolocation enabled, you can use Aranda Datasafe to find the last known location of the device. The location is shown in Aranda Datasafe on
an embedded Google map. This feature uses the device's Wi-Fi connections to identify the last known location and therefore requires the device to be Wi-Fi
enabled.

Formore information on geolocation, seeFind devices with geolocation.

Revoke the device*

If your device policy has local encryption enabled, you can revoke the device. This can be a good option if you suspect that a device has been lost, rather than stolen.

With a revocation, you tell Aranda Datasafe to remotely remove the encryption certificate from the device. As soon as the agent receives the instruction, the
certificate is deleted, and the encrypted data on the device cannot be accessed or used. Therefore, anyone using the device will not be able to access your data.

You have the option to override the revocation later. Revocation will put the encryption certificate back on the device to make the encrypted data available again.
For more information, see:

o Revoke adevice
o Revoke adevice

Device wipe

You can use Aranda Datasafe to perform a “forensic wipe” of the device. Erasing securely deletes data from your device. It involves a revocation of the encryption
certificate and a series of deletions that delete the data and then wipe it again to remove any traces of your data.

Formore information, seeClean a device remotely.
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Enable Prevention Features
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The last known location is shown on a Google map. You can zoom in, zoom out, and show the satellite view.

F >Note:** The geolocation icon is also available on the device profile page (from the Inventory or Protection page, display the device slider panel, then click the
view details icon to display the device profile page).
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Revoke Device Access

If you enable local encryption on a policy, each device that uses that policy receives an encryption certificate. When a user logs on to a device, they can only access
the encrypted data if the certificate isin place.

If a device is lost or stolen, you can use Aranda Datasafe to remotely wipe the device’s certificate. Once the certificate is deleted, anyone, including the logged-in
user, will not be able to access the encrypted data on the device (since the certificate is not on the device).

Using Aranda Datasafe to delete a certificate is known as “revoking a device.”

Torevoke a device:

1. Click onInventory or Protection.

2.Inthe list of devices, click on the device you want to revoke. The slide-out panel on your device appears.

3. Click on theRevoke Device icon.



F > Note: The Revoke Device icon is also available on the device's profile page (on the Inventory or Protection page, display the device's side panel, and then click
the view details icon to display the device’s profile page).

4. Click Revoke to confirm. The request to revoke the device is made. You can cancel the revocation request if necessary (display the device slider panel or device
page, and then click the Cancel Revocation icon).
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P > Note: If Auto Revoke is enabled in a Policy, Aranda Datasafe will automatically revoke the certificate of any protected device that does not connect to Aranda
Datasafe within a period of 30 days. (You can change the automatic revocation time period in the policy settings.)

Remote wipe to device

If you want to delete files from a device that is missing or stolen, you can use theErase feature. This completely removes the protected files from the device (unlike
Revoke, which leaves the files in place but makes them inaccessible).

With a cleanup, use Aranda Datasafe to perform a remote “forensic erase,” which removes protected files on the device. As part of the “forensic erase”, Aranda
Datasafe removes the encryption certificate and performs a series of additional deletions to completely remove any traces of the protected data from the device.

To erase a device:
1. Click onInventory or Protection.
2. Inthe list of devices, click on the device you want to erase.

3. Click on theDelete icon.



4. Click Delete to confirm. Cleaning is set as pending, and after a short delay, cleaning begins. While the cleanup is pending, you can cancel it (click th€ancel Erase
iconin the device slider panel or on the Device page). When the cleaning has started, it cannot be canceled.

The amount of time it takes to complete the erase varies, depending on the size and speed of the disk.

F > Note: The wipe icon is also available on the device’s profile page (from the Inventory or Protection page, display the device’s slider panel, and then click the view
detailsicon to display the device's profile page).
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Override Device Revocation

In Aranda Datasafe, you can revoke a device so that its protected files become inaccessible. This is to keep your data safe in case a device is lost or stolen. If the
device is found, you can make the data accessible again using Override.

With arevocation override, Aranda Datasafe places the encryption certificate back on the revoked device. Once the certificate is on the device, it cannot be revoked
and its protected data can be accessed.

To revoke a device:
1. Click onlnventory or Protection.
2. Inthe list of devices, click the device that you want to revoke. The slide-out panel on your device appears.

3. Click the Unrevoke Device icon.



4. ClickUnrevoke to confirm. The request to revoke the device is made and the revocation is pending. When Aranda Datasafe completes the application, the
revocation is complete.

While the revocation is pending, you can cancel the revocation request if necessary (display the device slider panel or device page, and then click th€ancel
Revocation Cancel)icon).

Data Loss Prevention Status

You can view the status of DLP in theProtection section. Shows the number of devices that have local encryption, auto-revocation, and geolocation features
enabled (in the Policy).
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0
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The DLP status is also displayed in the list of devices at the bottom of theProtection section.

Remote Migration

Remote Migration

Our remote device migration solution transfers all user data and profile settings to the new machine, while the user works. The data transfer is completely secure
and you don't risk losing any user files.

IT staff can manage it remotely and users can simply start using the new machine with all its settings and files exactly as they were on their old computer.



Remotely activate and monitor multiple migrations from Aranda Datasafe
Device-to-device migration (no need for additional repository storage)
Better network path discovery

Automatically open/close Windows firewall

Live migrations (full initial and updates for the following)

Connection retry capability

Compression and encryption

Migrate all data (including business and personal)

Migration of direct access to new locations

Migrate cloud drive locations (not configuration)

e Profile migration

o Taskbar settings, Windows folder options, network drives
o Microsoft Outlook: All email accounts, PST files, email signature.

Remote Migration Preparation

Before you can migrate, the following checks are needed:

Origin and destination machines must be prepared

e Both machines must be inActive status and visible in theProtection window in Aranda Datasafe.
e Therelevant user mustlogin to both machines.
e The target machine must have Windows and applications installed prior to migration. Many customers use a standard company image for their machines.

Preparing the target device

e There should be sufficient disk size on the target device.

e |tisimportant that the disk configuration or partition is the same on both devices. If the source device has a C:\&D://volume, for example, and the destination
device only has a C:\ volume, migrating the datainto D:\ will fail.

e Make sure that applications such as MS Office, Antivirus, and other company applications are installed before running the migration. Thdnventory information
in Aranda Datasafe will show all the applications that are installed on the Source device.

e Discover and activate the target device in Aranda Datasafe if it is not already active and visible in the Protection window.

What can | expect from migration?

The full remote migration feature will copy all user data and profile settings to the target device.

What will be included in the profile settings?

Email profile for Microsoft Outlook
Email signatures

Email storage files (PST files)
Mapped unit locations

Network printers

Custom folder views

Taskbar preferences

What will be excluded from migration?

-Applications

Built-in file excludes as executables, system files, and temporary files
Locked files will be excluded

Disks and volumes that do not exist on the target device

Migration will fail if the target disk size is smaller

Locally connected printers will not be included

Desktop background will not be migrated

Performing Remote Migration

Start a migration from Aranda Datasafe

1. Navigate to Protection in Aranda Datasafe.
2. Use the search functionin the device list panel and search for the user you would like to migrate.
3. The search must result in at least two devices for the user. The current device and the new device

4. Click on the target device to open the side panel.



5. Click on the 3 dots at the bottom right of the side panel and select Migrate.
6. Select the device to migrate from from the drop-down menu and continue.

7. The migration will begin and show the progress.

Monitoring

After starting the migration, the administrator can continue to monitor the progress from Aranda Datasafe. The window may close while other management tasks
are being performed.

The admin can check the migration progress at any time, by clicking on any of the devices involved in the migration and opening the event details from the side
panel.

Perform an upgrade migration

Once the initial full remote migration has been completed, there are a few more steps before handing over the target device to the user:

e |nthe event that a user was working on the source machine while the migration was running, some files might be locked. This will be visible in the details of the
migration event.

It is important that the user closes all applications during the upgrade migration (later).

In Aranda Datasafe you can start another migration. This will migrate any data that was in use by the user at the time of the initial migration execution.

Once the upgrade migration is successfully completed, you can perform a logout/login to apply the profile settings to the new device.

Be sure to apply other settings that are not covered by the full remote migration feature.

Give the new device to the user and confirm with them that everything has been migrated.

Event Details

When the full remote migration is complete, you will be able to view the results and details of the migration event. Select the target device in Aranda Datasafe and
click on the device name next to Migrated from.

The following information will be displayed:

e Startandend times

e Number of files migrated

e Size of the migration

e Successful vs failed files with failure reasons

Migration

Migration

Aranda Datasafe’s migration feature makes it easy to transfer user profile settings from one device to another. Using the migration feature can save you a lot of time
and effort when you need to upgrade or replace your devices.

Migrating Profile Settings

With the profile settings migration feature, you can back up user data and profile settings to a device in Aranda Datasafe. Then, you can restore them to another
device. This makes it easier and faster to transfer common user data, such as desktop shortcuts, desktop files, documents, etc.

To use the migration feature, you must [enable it in the Policy] that the device you want to replace uses.

When migration is enabled, Aranda Datasafe will back up user data and profile settings. This takes place at the same time as the next business data backup (as
defined in the Policy).

When the user’s data and profile settings have been backed up, you can restore them to a new device.

Example: Let's say you have a laptop backed up and protected by Aranda Datasafe. The laptop will be replaced with a newer model.
Use the migration feature to back up the user data and profile settings of the current laptop.

When the new laptop arrives, you'll discover and activate the device in Aranda Datasafe. Then, use the Restore feature to transfer the user data and profile settings
of the old laptop from Aranda Datasafe to the new laptop.

Your new laptop is updated with user data and profile settings (Outlook profile and signatures, mapped network drives, and various folder and taskbar settings, etc.).

Enable User Profile Migration Feature

You can use the user profile migration feature in Aranda Datasafe to back up Windows user profile information to a device. You can then transfer the information to
a different device by performing arestore.

To use profile migration, enable it in the Policy used by the device you want to backup:
1. Click onPaolicies.

2. Edit the Policy associated with the Computer to which the device belongs.
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Migrate User Profile Data to Device

If you have enabled migration in a Policy, you can use Restore to transfer Windows user profile data(and backup data) from an old device to a new device (via Aranda
Datasafe).

B > Note: You can only restore user profile data from another device if migration is enabled and the “old” device has been backed up. To learn how to enable the
migration feature, see Enable the migration feature

Torestore files on a device:
1. Signin to the new device.
If your device already has Discovery Agent installed, ignore steps 2 and 3 and continue from step 4.

If you need to restore data to a new device or a device that has not been protected by Aranda Datasafe before, you need to install Discovery Agent. Continue from
step 2.

2. Install Discovery Agent on the device, so that Aranda Datasafe can detect it. For more information, sediscovery Agent Installation and Deployment

3. At Aranda Daotosafe, Activate the new device.

For more information, see Activating your devices.

B > Note: Aranda Datasafe uses the Windows user account on the new device to identify which old device is being replaced. Automatically assigns the new device to
the same team and profile as the old device.

4. 0On the Windows taskbar, right-click the Protection Agent icon and select Restore.
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R > Note: If the Protection Agenticon is not displayed, find the Agent of Protection app on your device and then launch it.

5. Choose the data you want to migrate and the location of the migrated data.

e Use the Devices option to choose the “old” device that has the data you want to migrate to the “new” device.

e Use the Snapshots option to choose the snapshot you want to migrate to the new device. A snapshot is a record of a device’s data at a specific point in time. In
most cases, you'll want to select the most recent snapshot.

e Use the Restore checkboxes to choose the data to migrate. Select all the data you want to restore and also the Profile Settings (Windows User Profile).

e (lick Restore.

e Choose Restore Location for the migrated data on the new device. You can choose Original to migrate the data to the same location you had on your previous
device, or choose Specified to set a different location.
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