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Aranda PassRecovery Installation

Aranda PassRecovery Installation

Prerequisites:

hosting-bundle-installer

=l Microsoft I' MET  why NET »  Features »  Leamn Dot Downloads  Community .lIU'E‘N All Microsoft <

Home > Download > MET » 80 > ASPNET Core 0 Runtime (v8.0.9) - Windows Hosting Bundle Installer

Thanks for downloading
ASP.NET Core 6.0 Runtime (v6.0.9) - Windows
Hosting Bundle Installer!

(@ ASP.MET Core Hosting Bundile contains everything you need to run existing web/ server apps. The bundle includes the NET runtime, the ASP.NET Core

* Este equipo » ¥

# Microsoft .MET 6.0.9 - Windows Server Hosting Microsoft Corporation
ﬁlMicrosof‘t MNET Runtime - £.0.9 (x64) Microsoft Corporation
ﬁMicrosoﬂ: .MET Runtime - 6.0.9 (x86) Microsoft Corporation
ﬁMicrosof‘t ASP.MET Core 6.0.9 - Shared Framework (x64) Microsoft Corporation
‘_ﬁ‘l’\f‘licrosof‘t ASP.MET Core 6.0.9 - Shared Framework (x36) Microsoft Corporation
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Aranda PassRecovery - InstallShield Wizard x

=W Sclect the language for the installation from the choices below.

o

English {United States) o
English {United States)

Pnrmguese iﬁraziliani

Aranda PassRecovery - InstallShield Wizard x
= W Sclect the language for the installation from the choices below.
L)
Spanish W
QK Cancel

Aranda PassRecovery - InstallShield Wizard

Preparandose para la instalacion...

El programa de instalacian Aranda PassRecovery estd
preparando InstallShield Wizard, que le guiara durante el
resto del proceso de instalacién. Espere por favor.,

5ervicé Manégement

Extrayendo: ArandaPassRecovery.msi

Cancelar

Bienvenido a Aranda PassRecovery -
InstallShield Wizard

- i : Installshield(R) Wizard instalard Aranda PassRecovery en su
Service Managemnt equipo. Para continuar, haga dic en Siguiente.

ADVERTEMCIA: Este programa esta protegido por las leyes de
derechos de autor v otros fratados internaconales.

< Afras Cancelar




ﬂ Aranda PassRecovery - InstallShield Wizard

Informacién del cliente 1
@a—';aﬂlﬂa
Por favar, introduzca la informacian, ‘#‘ Service Management

MNombre de usuario:
fi

Organizacian:

Installshield

<ards || Siguente> | Cancelar

5. Select the installation type, if you select the (Complete) All components will be installed, if with the (Personalized) You can go ahead and select which components to
install. Click the Following

"8 Aranda PassRecovery - InstallShield Wizard

Tipo de instalacién @)
Nt
Elija el tipo de instalacion que se adapte mejor & sus necesidades. ‘E.-“'j Service Management

Seleccione un tipo de instaladién.

() Completa
Se instalaran todos los componentes del programa. (Mecesita mas
espacio en disco).

O personalizada

Elija los componentes del programa que desee instalar y la ubicacon
en que se instalaran. Recomendada para usuarios avanzados,

InstallShield

< Afrds Siguiente = Cancelar

6. The components of the system are then loaded.

ﬂ Aranda PassRecovery - InstallShield Wizard

Instalacidn personalizada
f-’-:_.-'-:.;':"laﬁ.-.'a nda
Seleccione los componentes del programa que desee instalar. u"‘:') Service Management

Para cambiar la forma de instalacion de un companente, haga dic en un icono de la lista siguiente.

Descripdon del componente

Consolas Web

Este componente requiere 94MB
en el disco duro.

Instalar en:

oot

Installshield

| Ayuda || Espado || <Abds || Siguente> | | Cancelar

If required, modify the installation path, then click on the OK button.

‘.ﬂ Aranda PassRecovery - InstallShield Wizard X

Cambiar la carpeta de destino actual @ —
Buscar |a carpeta de destino. =/ Service Management

Buscar en:

| wwwroot

[ asmsadministrator
[ asMsAPT
[CasmMsCustomer
(] A5MSSpedalist
aspnet_dient

Mombre de la carpeta:

Installshield




To continue, click on the Next button.

157 Aranda PassRecovery - InstallShield Wizard
Instalacién personalizada

Seleccione los componentes del programa que desee instalar.,

Para cambiar la forma de instalacion de un componente, haga dic en un icono de la lista siguiente.

Descripddn del componente
Consolas Web P be

=1 Este componente se instalara en el disco duro local.

=3 Este compeonente y todos sus subcomponentes se instalaran en el disco duro local,

¥ Este componente no estara disponible,

-
en el disco duro.

Instalar en:
Ctlinetpubwwwroot) | P
InstallShicld

| Ayuda | | Espacio | | < Atras |I Siguiente > I | Cancelar |

7. To start the installation process, click the Install

‘.ﬁ Aranda PassRecovery - InstallShield Wizard

Preparado para instalar el programa

El Asistente estd preparado para comenzar la instalacian.

Haga dic en Instalar para comenzar la instalacion.

Si desea revisar la configuracian de la instalacién o realizar algin cambio, haga dic en
Atrds. Haga dic en Cancelar para salir del Asistente,

Installshield

< Atras |I Instalar I | Cancelar

8. The installation has been carried out successfully.

# A

nda PassRecavery - InstallShield Wizard

Aranda PassRecovery Finalizado -
InstallShield Wizard

[ ice M dd Instalishield Wizard ha instalado Aranda PassRecovery
ervice anageme"t correctamente., Haga dic en Finalizar para salir del asistente,

9. Click the End and make the following configurations:

e Update the minimum database to the next available version (9.5.28).
e Configure the connection string for the sites (APRAdmin) and (APRUsers):

10. To configure the connection string for sites APRAdmin and APRUsers you must go to the installation folder of the sites, and enter the AppSettings of each:
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Campo Descripcion

Data Source Nombre del servidor de la base de datos

Catalog Nombre de la base de datos
User Usuario parala conexion ala base de datos
Password Contrasena parala conexion ala base de datos

"ConnectionStrings": {

"ArandaConn": "Data Source=XXXX Catalog=XXXX;User ID=XXXX;Password=XXXX;",
"ArandaConn_ProviderName": "System.Data.SqlIClient"

m_“| appsettings - Notepad
File Edit Format View Help

1
"Logging”: {
"LoglLevel™: {
"Default™: "Information”,
"Microsoft.AspletCore”: "Warning”

1
"Serilog": {
"Using": [
"Serilog.Sinks.File"
I,
"MinimumlLevel™: "Debug”,
"WriteTo": [
{
"Name": "File",
"ArgsT: {
"path”: "Logs/log.txt"

]
1

"DataConfiguration™: {
"DefaultDatabase”: "ArandaConn”
s
"ConnectionStrings": {
"ArandaConn”: "Data Source=XXXX Catalog=Xx¥X;User ID=XXXX;Password=xXXX;",
"ArandaConn_Providerlame™: "System.Data.SqlClient"},
"Aranda”: {
"Product™: {
"Multitenant”: false,
"Id": "COMMON",
"Version": "9.8"

b

Admin Console (APRAdmiIn)

Admin Console (APRAdmiIn)

View Assignment &



https://docs.arandasoft.com/asms-admin/en/pages/empresa/Usuarios.html#roles

F Note:

e For the APRAdmin URL, see the ASMS Settings or Defaults if you need to access through the URL of the project, according to the configuration of the
console.
e [finthe ASMS Administrator Version 2 or 3 of Recaptcha, this setting will be automatically applied in the APRAdmin and APRUser.
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Domains

The domains present in (APRAdmin) must be previously configured in (ASMS Administrator) and then complement the configuration on the site (APRAdmin). You can
administer and manage as many domains as you have created and configured correctly.

1. To create a domain, log in to the ASMS Management Console in the General Settings from the main menu, select the LDAP. Define a project, and in the information view,
select the New filling in the respective information: Details, synchronization and business directory.
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2.Login to the Aranda Password Recovery management console, select the option Domains from the main menu. In the information view, select a record, and in the domain
detail view, configure the General Information and Mail Settings sections:

Overview

3. In this section you can configure the domain data that needs to be filled in.
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F Note: It is important to configure a domain user with sufficient privileges, who has the “Reset user passwords and force password change” permission enabled
at the DA (Active Directory)level; If this condition is not met, the actions executed will not be applied.

F Note: To Delegate Control of Active Directory Objects, you must consider the following options:

- Delegate Account Unlocking.
- Unlocking User Accounts

Mail Settings

4. In the mail settings, there are two types of authentication (Basic and Oauth) for sending mail.

In the mail settings, the Administrator user requires a role with the CreateMailAccount and UpdateAuthProvider, which is pre-configured in

elts the ASMS Management Console.

5. In the field “Select a mail server” you can see the list of the output servers configured in ASMS and APR:

Configuracion correo

Seleccione un servidor de correos

6. When you select a mail server, the fields are automatically registered according to its configuration.

Basic Authentication

7. For Basic authentication settings from APR, the mail server field is left blank and the configuration fields are filled in.

When checking the “Requires Authentication” The authentication types are displayed. When you select the Basic option, the Mail and Password fields are filled in.


file:///apr-v9/en/delegar_control.html#delegar
file:///apr-v9/en/delegar_control.html#desbloqueo

Configuracion correo

Seleccione un servidor de correos

Nombre Servidor de comeo

Servidor de correo APR outlook.office365.com

Puerto
587

Correo remitente Mombre del remitente
Luis.salazar{@arandasoft.com Motificacion APR

¥ Requiere Autenticacion B4 secure Socker Layer (S5L)

Tipo de autenticacion

W) Basica CAuth

Correo Contrasena

EERREE

luis.salazar(@arandasoft.com

1

8. When finished, click the Accept, and the message will be presented Updated domain.

Oauth Authentication

9. To configure Dauth authentication from APR, you must get the data found in the following table: Configuring for OAuth 2.0 Modern Authentication

Fields Description

Fill:

Client ID

Customer Secret

Authorization URL

Token URL

Token

Access token

Get the Client Identifier

Get the Customer Secret

Get the Authorization URL

Get the Token URL

Get the Manual Token

Get the Access token

Tipo de autenticacion

Basica

Identificador de cliente

Url de autorizacidn

Token

Token de acceso

® CAuth

Secreto cliente

33

Url del token


https://docs.arandasoft.com/common/en/pages/modulo_correo/creacion_aplicacion_azure.html
https://docs.arandasoft.com/common/en/pages/modulo_correo/creacion_aplicacion_azure.html
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https://docs.arandasoft.com/common/en/pages/modulo_correo/creacion_token_manual.html
https://docs.arandasoft.com/common/en/pages/modulo_correo/creacion_token_manual.html
https://docs.arandasoft.com/common

Tipo de autenticacidn

Bésica & OAuth
Identificador de cliente Secreto cliente
ef365acf-8710-4b6d-997f-631b34fe67dc g
Url de autorizacidn Url del token
https://login.microsoftonline.com/0e967fel-d57c-4014-9 https://login.microsoftonline.com/0e967fel-d57c-4014-5
Token
0.ARWA4X-WDnzVFECTLL1aF57BME89aNmBCh2 1L mX9jGzT-Z9wcAlU.AgABAAEAAAD-- =

DLA3ZVOYOrddglg WevrAgDs wQASP-Q8gEOQZmINoEDovGZileogDUvzbSxDYPZ_TC-
gq9n21LILdGlo2d]bGTkwNECEKxVaK 8V 7bSOKGHItBMLEEDELIDAAIF1hBHVBNZ 2gGteylB15YGzBBHEgY-
uLmwOSGLI1EhCe6LWdiOMgbsBSkMNzgKeKsviNhAgWMN_CPaeifkBpNI8fGuIFC4-

Token de acceso

eylhdWQiOilodHRweczovl 291dGxvb2sub2ZmaWHILmNvbSIsimlizeyl6lmh0dHBzQiBvc 3RzLndpbmRvd 3MubmVOLzBIOT =
Y¥3ZmUxLWO1N2MtNDAXNCOS Mzl ILTVkNWEXNTILYzEzMyBiLOpYXQiOjE2NjczMjlwMDIsIm5iZil sMTY 2 NzMyMjAwMiwi
ZxXhwljoxNjY3MzI 3NTgwLOhY2NOljowlLChY 31i0ilxliwiYWlvljoi OYRROXkvOFRBQUFBTEsrVkkvR WUkt b0QwajOrvu
N2LOVoT1IUeGRCZ2pjN1RxOEE4eDVRYkhHALZ 5cXpONINVc05aRVVIL1d1RSIsImFtcil 6Wylwd2 QiXSwiYXBwX2Rpc3Bs

10. When filling in the data, click the Accept, and you can view the message Updated domain.

F Note:If an existing mail server is modified from APR, the following message is displayed.

Confirmacion b4

Esta cambiando los datos del servidor de correos.
¢Desea modificar dichos datos sobre el servidor de
correos actual? (5i selecciona la opcion NO, se
creara un nuevo servidor de correos con los

nuevos datos)

R[]

4l

11. By clicking on the “No”, will create a new output server in the ASMS console. 12. When you finish setting up the domain, you will be able to view the message Updated
domain.

Visualize LDAP by Project

1. To view or configure the LDAp of a project, go to the ASMS administration console, in the section General Settings from the main menu, select the Settings. In the
information view, define as product ASMS to display the available configuration options; Select Registration AllowExtAutenticationInLogin and in the detail view validate
that the check Value is activated.
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2. To append the respective URL of the APR console, enter the ASMS administration console, in the section General Settings from the main menu, select the Settings. In the
information view, define as product ASMS to display the available configuration options; Select Registration AdminAPRURL and in detail view, in the field value, paste the Url
and click Save. Example: https://dominio.net/apradmin/



[

3. To copy the Url by project enter the ASMS administration console, in the section General Settings from the main menu, select the Projects. In the information view, select
the required project, and in the detail view, select the Defaults; In the field Url Aranda PassRecovery Paste the URL and save your changes.

F Note: When pasting the URL in a new browser, only the LDAP of the selected project will be displayed and it will only work with the link taken.
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Configuration

1. Enter the Aranda Password Recovery APR administration console, in the Section Configuration Select a domain and in the detail view configure the fields: (Number of
questions, Token validity time, Number of attempts and Block application) according to your needs.

Options to configure

Field Description

URL APR User Console URL where the user console is published. Example: https://dominio.com/aprusers

Domain Domain configured for centralized user management. View Domain Settings

Number of questions Number of questions that the user must answer.

Token validity time Setting the token's lifetime time in minutes.

Block app Time in minutes that the application will be blocked after the user exceeds the attempts to solve the questions.
Number of attempts The number of attempts the user will have to answer the questions.

Security Questions List of questions that will be asked to the user.

Users Associated users who will be allowed self-service in the business directory.


https://docs.arandasoft.com/apr-v9/en/pages/consola_administrador/dominios.html

B Note: Note that, for the Number of questions field, if you have a value set and a user from the console (APRUsers), has the respective questions complete with
their answers and the administrator makes the change of the (Number of questions), the questions and answers will immediately be cleaned up to the user in

(APRUsers).

Aranda PassRecovery
for ory

Configuracién

-t Sy

Cerrar sesién
Administrator APF
Administrador

Dominios Fa2%
Directorio a
empresarial

Plantillas =

2.In the Configuration Detail view in the APR Management Console, select the Security Questions You will be able to view the 15 questions that the system has pre-loaded for

the operation of the product.

3. In the Configuration Detail view in the APR Management Console, select the Users where you can associate and disassociate users manually, you can also enable the
option (Associate users automatically), so that each user who enters the users page (APRUsers), will be asked to configure the application automatically and additionally will

allow you to filter a user.

Opciones a configurar

Complete la informacién

reguntas de segurida ¥ sSuarios
9 Preg de sequridad Usuari

URL consola de usuarios APR
URL donde se encuentra publicada la

la de usuarios

https://qextreme-sonda.arandasoft.com/APRUsers

Dominio

INTERSEQ »:

Cantidad de prequntas
Ingrese la cantidad de preguntas que debe contestar el usuario,
5

Tiempo de validez del token
Configure el tismpa de duracién en minutos del taken

5

Bloguear aplicacién
Ingrese el tiempo en minutos que duraré blogueada La aplicacion después de excedido los
intentos del usuario contestando las preguntas

Cantidad de intentos

Ingrese Ia cantidad de intentos que va a tener el Usuario para contestar Las preguntas.

2

@ Preguntas de sequridad

Listado de preguntas que se le van hacer al usuario.

Pregunta 1
¢Cudl es el sequndo nombre de tu padre?

Pregunta 2
;Cudl es tu comida favorita?

Pregunta 3
;Cual es el nombre de tu primer maestra?

Pregunta 4
;Cudl fue la primera pelicula gue viste en el

Pregunta 5
¢Cual seria td trabajo ideal?

Pregunta 6

Listado de preguntas que se le van hacer al usuario
Pregunta 1
¢Cuél es el segundo nombre de tu padre?

Pragunta 2
¢Cuél es tu comida favorita?

Pregunta 3
¢Cuél es el nombre de tu primer maestro?

Pregunta 4
Cusl fue La primera pelicula que viste en el cine?

Pragunta 5
;Cual seria t trabajo ideal?

Preguna 6
£Cudl es tu libro infantil favorito?

Pregunta 7
¢De qué modelo era ta primer coche?

Pragunta 8
¢Cémo te llamaban en ta infancia?

Pragunta 9
£Como se llamaba ta primer jefe?

Pregunta 10
£C6mo se llama ti equipo faverito?

¥ Usuarios

cine?

© Preguntas de seguridad

¥ Usuarios

Asocie los usuaries a los que les va a permitir el auto-servicio en el directorio empresarial

Usuarios para agregar

Asociar usuarios automaticamente

Usuarios asociados

Filtrar

[] Mombre i
Adriana Lis Ayala
Alias

adriana.ayala

[] Mombre i
Benito Perez Rivera
Alias
mateo.serrano.morall

[] Mombre i

-
(O Seleccionar todos m
[] Mombre i
Andres Felipe Taborda Gomez
Alias
andres.taborda
] Mombre i
Edgar Vivar
Alias
edgar vivar
[] Mombre i -




Bulk user import

8

Usuarios para agregar

. Usuarios

B Uswaricx Bloc de notas

Archive Edlitar Vit

adriana.ayala
mateo.serrano.mora0l
juan.puertol
maria.iragorri
andres.taborda
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juan.social
rvaldez
raul.sanchez
tito.rojas
victor.garcia
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Usuarios asociados

Filtras

[ Hombre

Allss

[} Hombre

Alims

[C] Hombre

Usuarios asociados correctamente

¥ Usuariod

[ Mombre

2. The user (Administrator) of Aranda PassRecovery, will be able to clean up user responses when needed and enable the user to answer security questions again. Make the

settings according to your needs and click the button (Save).

© Preguntas de

5

eguridad

¥ Usuarios

e
Asocie los usuarios a los que Les va 3 permitir el auto-servicio en el directorio empresarial
Asociar usuarios automaticamente
Usuarios para agregar
Usuarios asociados
Filtrar O Seleccionar todos
[C] nombre i ] nombre i
Adriana Lis Ayala Andres Felipe Taborda Gomez
Alias Alias
adriana.ayala andres.taborda
[] Nombre i ] Mombre
Benito Perez Rivera Edgar Vivar
Alias Alias
mateo serranc.morall edgar vivar
v 28

] nombre i ] nombre i

Business Directory

1. Enter the Aranda Password Recovery APR administration console, in the Section Business Directory Select a domain, and in the Detail view you can manage the domain’s
user accounts. You can search within the Domain users either by browsing the tree or through the predictive search engine.

frands Passfecavery ® o+
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Directorio
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O Argentina
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O Brasil
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gestionar La:
usuario del di

O chite

O Colombia
» O ou Coreo
O ou_pisable
03 ouAdministrativa

O oucamencial

o QU Custamer_Success

O QUFabrica_Desarrolle
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2.0nce you locate the user you want to manage, you can use the Reset Password, Reset Password by Email and Unlock options:



benito perez
Nombre: EIE

Estado: m Restablecer contrasena

Alias: REStaUrar contrasena por
mateo.sermanc correo
Estado contra

Desbloguear

e Reset password(The action can be performed directly from the Admin console.)
e In the reset password window at the check (Ask for password change on next login), you can ask the user to change the password in a next login to the console
(APRUsers).

Restablecer contrasena *

Mueva contrasena:

Mueva contrasena ﬁ

Confirmar contrasena:

Confirmar contrasena ﬂ

» Pedir cambio de contrasefia en el proximo inicio de

SESian.

Cancelar Areptar

F Note:Example of how it would be displayed with the respective check activated. (Cambio_de_contrasefa)

& Aranda PassRecovery Users x  + v X

&« C A Noesseguro | dsasms01.eastus.cloudapp.azure.com/APR_Client/#!/menu o = 2 = 0O o :

Aranda PassRecovery W% £5 v Benito Perez Rivera | Cerrar sesitn (8

For Active Directory

Qué desea hacer

Seleccione una opcidn

Restablecer contrasenia

Cambiar contrasefia

e Reset password by email (The action will send an alternative email to the user if it has already been configured, to the main email it will be sent in case they do not have
that configuration). The email will allow the user to enter a link (APRusers) and reset their password according to the domain configuration of (APRAdmin).

Confirmacion b4

;Esta seguro de enviar el correo?

Cancelar Si

e Unblock(This action only occurs when the user is locked in Active Directory. By clicking on the “Yes” the unlock action will be executed).


file:///apr-v9/consola_usuario/cambio_contrase%C3%B1a.html

Confirmacion x

;Desea desbloguear el usuario?

- .

Templates

1. Enter the Aranda Password Recovery APR administration console, in the Section Templates Select a domain and check the available templates for the different behaviors
of the product, all templates already have a pre-configuration, however, you can customize them according to your needs. You cannot add or delete templates. When you
finish clicking on the Save.

Arands PastRecorvery ® 4 s == s b1

& = O A Noesseguro | dsasmsOi.eastus.doudapp.azure.com/APR_ADMINISTRATOR/#/home/plantillas e 2 4 O@ :

Aranda PassRecovery Configuracion

Domsnics

B Detalle plantilla

R

Intento camblo de contrasefia

empersacial

Cambie de contrasedia exitoso

BE f U EFE ¥ 3 B = iz

Intento restablecimiento de contrasefia

Restablecimlento de contrasefia exiteso -

Active Directory Processes

Delegate Account Unlocking

1. To reset or force change passwords for users who are part of the operating unit, enter the Active Directory Users and Computers console, right-click on the Operating Unit
that requires delegation, and select the option Delegate control.

v 3 ad.bytes "
] Built Delegate Control...

B Com Find BitLocker recovery password

>
> (& Depi Find...
i_l ik Change Domain...
y [ Fore _
—c= Change Domain Controller...
» ] Man
y [E] Sere Raize domain functional level...
] User Operations Masters...
v (3] Serv
il 3 Mew %
All Tasks >
Refrezh
Properties
Help

2. The window is enabled Delegation control Wizard; Click Following to continue.



Delegaticn of Control Wizard x

Welcome to the Delegation of
Control Wizard

This wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage users,
groups, computers, arganizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

< Back Ned> |  Cancsl Help

3.In the first step, select the user or group of users you want to delegate and click the Add.

Delegaticn of Control Wizard ot
Users or Groups 8
Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:

CEa ] et

4. In the window that is enabled, type the name of the user or group you are going to add and select the option Check Names (check Names) to do the validation. When
finished, click OK

Select Users, Computers, or Groups x

Select this object type:
|Users. Groups, or Built-in securty principals | | Ohbject Types... |

From this location:
|ad.b:.ftesizedalex.cum || Locations... |

Enter the object names to select (examples):

=a vmware adjoin| Check Mames

F ] s

5. 0nreturning to the Delegation control Wizard Click Following.

Delegation of Control Wizard x
Users or Groups I
Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:

t sa.vmware.adjoin (sa.vmware.adjoin @ad bytesizedalex.com)

Add.. || Remove

<Back [ Next> | Cancel Help

B. Select the required delegation task by activating the check button. Create custom task to delegate (create a custom task to delegate) and click Following.



Delegaticn of Control Wizard x
Tasks to Delegate &
You can select common tasks or customize your own.

() Delegate the following common tasks:

[] Create, delete, and manage user accounts A
[] Feset user passwords and force password change at nexd logon

[] Read all user information

] Modify the membership of 2 group

[ Jein a computer to the domain

[] Manage Group Policy links

[] Generate Resultant Set of Policy (Planning) b
£ >

(®) Create a custom task to delegate

< Back Next > Cancel | = Hep

7. To define the scope of the tasks to be delegated, activate the check Only the following objects in the Folder (Only the following objects in the folder), select User Objects
and click Following.

Delegation of Contral Wizard x
Active Directory Object Type &
Indicate the scope of the task you want to delegate.

Delegate control of :
() This folder, existing objects in this folder, and creation of new objects in this folder

(@) Only the following objects in the folder:

] Site Settings objects ~
] Sites Container objects

] Subnet objects

] Subnets Container ohjects

] Trusted Domain chjects

[«] User objects 5

[JCreate selected objects in this folder
[] Delete selected objects in this folder

| <Back || Net> | Cancel | | Hep |

8. In the Permissions window, enable the check Specific Properties (property specific) and make sure it is the only one enabled. From the list of permissions that are
enabled, select the options: Read Lock and write time (Read lockoutTime and Write) and Block Time Box (lockoutTime boxe); When finished, click Following.

Delegation of Control Wizard *

Permissions 8
Select the pemissions you want to delegate.

Show these pemissions:

General
Property-specific
[] Creation/deletion of specific child objects

Permissions:

|:| Write languageCode A
|:| Read lastLogonTimestamp

|:| Write lastLogonTimestamp

Read lockoutTime

@ Write lockoutTime

[] read loginshell o

<Back |[ Met> | | Cancel | | Hep

9. When you complete the process of delegating control, click End.

Unlocking User Accounts

1. To unlock a user account, register in the system. Open Active Directory Users and Computers, right-click on the Users of the account that requires unlocking and select
the option Properties from the context menu.

2. In the Properties window, select the Accounts (Accounts) and uncheck the Account Unlocking (Unlock Account). Here it is described that the account is locked by the
Active Directory Domain Controller (ADDC). Click Apply and OK to unlock the account



= Active Directory Users and Com || Name Type Description
b [ Saved Queries 2 AD-Team Organizational...
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b S Computes Securty l Ervironment l Sessions Remate control
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p (2] Derain Contrallers —I—G-“ Addbess | Accourt | Pola | Talacioman | Oggentiaion
I [ ForeignSecuntyPrincipsl: I : iy
p @] Function-Accounts :
b ] Users | Userl ||@mwmcum v|
Liser logon name: fpre-Windows 2000)
VDO [Usert |
[ LogonHows.. | [ LogOnTo.. |
[ Unlok account
ACTOUNE cptions:
[ User must change password at next logon Lad
[ User eanmiot change password
[+ Password never expires
[ Store passward using reversible encryplion d
ACCOUN Eapnes
OEnddl | Saturday . Sepuember 2. 2015 -]
[ ok [ concd ][ o

User Console (APRUsers)

User Console (APRUsers)

Enter the ASMS client site URL (ASMSCustomer)

Aranda
Service Management

Portal del Cliente

Seleccione un tipo de outenticacion

INTERSEQ v

Usuario:

Contrasefia: Ingresar

¢0lvidé su controsefia?

M i B ADFS
0 inicie sesion con: R SONDA

Select an authentication type other than default (Aranda) and click on the “Forgot Password?” label, which redirects you to the APR User Console (APRUsers).



Arands PassRecovery Users w w = o *

€« 2 O A MNoesseguo | dsasms0l.eastus.clovdapp.aiure.com/APR_Chent/#l/login/ = & 0O o i

@'Aranda PassRecovery

£

Para Comenzar ...

In the Aranda console (APRUsers) you can reset the password and assign the Security Questions.

This utility uses an authentication method that allows validating the user’s identification, through security questions, which have been previously configured by the user.

Arands PassRecovery Users ® + w — [u] *®

e - c A Mo essequro | dsasmsDl.eastus.clovdapp.azure.com/APR_Clhent/#l/secuntyCuestions or | 1 a 0 i

@Aranda Pas;Reco\tery

For Acl sctary

When the authentication process is complete (Security Questions) click the (Accept). You will be able to view the option Reset password.

Configuration Security Questions

The minimum number of questions to authenticate are defined by the administrator in the console (APRAdmin), in this case the administrator must put a range between 1
and 15 questions.

Security questions are configured only once and can be deleted from the Administration console (APRAdmin) on the user's first entry to the page (APRUsers). For this task,
the User must authenticate with their domain “User”.

e When the User enters, the console will notify at the bottom with a message, indicating the sending of the email to continue with the process.

@Aranda PassRecovery

2

Para Comenzar ...

Con este utilitario podré recuperar, desbloguear y cambiar su clave de
acceso de Windows. Complete la informacién para realizar las acciones
que desea

Seleccione el dominio y usuario de windows

Dominio de windows
LDAP_DP

Usuario

Si la informacién es correcta se enviara un correo con las instrucciones.

e Once the domain user has been sent, validate in the mailbox configured in the Active Directory, a message with a template that indicates the process to reset the
password, including a link that redirects to the process of configuration or answer of security questions, as appropriate.


https://docs.arandasoft.com/apr-v9/en/pages/consola_usuario/restablecimiento_contrase%C3%B1a.html

Restablecimiento de contrasena

@ Aranda PassRecovery

For Active Directory

Preguntas de sequridad
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€ 3 O A Noesseguro | dsasms0leastus.doudapp.azure.comfAPR_Client/#i/login/ e 1 & 0O 0 H

@Aranda PassRecover

Far A& Gy

Para Comenzar ...

P
I\:‘/) Las respuestas fueron quardadas correctamente

F Note: The process for setting up or answering security questions will be done in the same way; The user must submit their domain user and continue the
process from the link they receive in the email.

irands PassRecovery Lsers x =+ » = o x

€ 3 O A MNoesseguro | dsasms0leastus.doudapp.azure.comfAPR_Client/#/securityQuestions e 1 & 0O 0 H

@Aranda PassRecovery
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eguntas de seguridad

sse las respu 15 & las siguientes |

Password reset

Password reset.

In case the User does not remember his/her password, when entering the console (APRUsers), he/she will be able to reset it:
For this, the following must be taken into account:

e Security questions must be configured beforehand.
e Enter the Domain User whose password will be reset and click Continue.
e (Click onthelink you received in the mail.

frands PassRecowery Users x +

“ & A Noesseguro | dsasmsOl.eastus.cloudappazure.com/APR_Clent/#l/login/ = & 0O 0

@Aranda PassRecovery
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Para Comenzar ...

12 &l dominio y usuario de wi




e The console will prompt you to resolve previously configured security questions.

rands PassRacovery Users *® +
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e Once the answers have been filled in and click on “Accept”, the console will validate if they are correct and allow the User to enter.
e The “Reset password” option will be displayed, you must click on the title to make the change.

P Note:

1. If the user exceeds the number of attempts previously configured in the console APRAdmin, in the Configuration, you will be blocked and receive an
email notification with the subject line Attempts Exceeded in Responses to Security Questions.

2. The blocked user will be able to try again after the block time set in APRAdmIn, in the Configuration. See Configuration of Number of Attempts and
Block Time

3. If the blocked user tries to log in again before the configured time is up, a message will be displayed stating: Attempts exceeded, retry later

e Intentos excedidos, vuelva a intentar mas tarde

Aranda PassRecovery Users E W - o »
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Qué desea hacer

ecer contrasena

e The console will prompt the user to enter the new password and confirmation.
e Atthe bottom you will see the recommendations to take into account for resetting the password.

Arands PassRecowery Users x +
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For Active Directory

@ Restablecer Contrasena



https://docs.arandasoft.com/apr-v9/en/pages/consola_administrador/configuracion.html

e Once you have entered your new password, and your confirmation, click on the button (Accept), the console will update this information in the (Active Directory).

Arands PassRecorvery Users k3 +
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@Aranda PassRecovery
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Para Comenzar ...

(:l‘] Contrasefia actualizada

Password Change

This option will be available if the User's password is about to expire or when a(Reset password)is made from the Administration console (APRAdmin) by checking the option

(Ask for password change at the next login) when entering the password can be updated.
For this, the following must be taken into account:

e Security questions must be configured beforehand.
e Enterthe Domain User whose password will be reset and click Continue.
e Click onthelink youreceived in the mail.

irands PassRecovery Users *® +
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Para Comenzar ...

e The console will ask you to answer the security questions, which were previously configured.

drands PassRecovery Users » +
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For Active Directory

Preguntas de seguridad




e Once the answers have been filled in and the (Accept) button has been clicked, the console will validate if they are correct and will allow the User to enter.
e The“Change Password” option will be displayed, click on the title to make the change.

8 Aranda PassRecovery Users x  + v %
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Qué desea hacer

Seleccione una opcidn

@ Cambiar contrasefia

Restablecer contrasena

e The console will prompt the User to enter the (Current Password) and (New Password) with their confirmation.

F Note: At the bottom you will see the password policies that the “Active Directory” has, please take them into account.
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Contrasefa achssdizada

e Once you have updated the information and clicked the (OK) button, the console will update this information in the “Active Directory”.



