Aranda Password Recovery




This guide details the steps required for the installation, configuration, and use of Aranda PassRecovery V8 (APR),
which allows the management and recovery of the password of a registered user, taking into account a process of
configuration and validation of security questions, for the unlocking of the domain account.

Defining a one-time token

During the processes, the application sends a unique link to the user’s registered emails (main - alternate). This link
contains a One-time token, which has the following characteristics:

e The tokenis generated and sent by the application as part of the secure access link.

e Each token has a limited validity time, which is previously defined by the administrator in theConfiguration in
the Admin console.

e Thetokenis consideredUsed in the following cases:
e When the user clicks the Save when you finish setting up the security questions.

e When the user correctly answers all security questions during the account unlocking, password change, or reset
process.

e (Once used or expired, the token cannot be reused. In case of trying to access again with an invalid token, the
alert will be displayed: Token validation error.

Aranda PassRecovery Installation

Aranda PassRecovery Installation

For this installation, it is important that the database is updated to the latest version of Aranda, with the minimum
required version being the 8.0.89.

To install and configure the app, follow these steps:

1. Run the file Aranda.PassRecovery.Installer.exe. The setup wizard will give you the option to select the installation
language. Select the desired language and click the OK.

E Aranda.PassRecovery.Installer.exe

Aranda PassRecovery - InstallShield Wizard X

Select the language for the installation from the choices below.

English (United States)

2.0n the welcome screen, confirm the installation by clicking theFollowing.



ﬂ Aranda PassRecovery - InstallShield Wizard =

Welcome to the InstallShield Wizard for
~ Aranda PassRecovery

bl

The InstaliShield(R) Wizard will install Aranda PassRecovery on
your computer. To continue, dick Next. f

WARNIMNG: This program is protected by copyright law and
international treaties.

3. In the window Customer Information, enter the user name, organization, and click Following.

ﬁ Aranda PassRecovery - InstallShield Wizard X

Customer Information
Please enter your information.

User Mame:

Organization:

InstallShield

<Back [ ] cancel

Ilg

4. In the window Type of installation, you can configure the following options:

e Complete- All sites and services will be installed on the default routes.

e Custom- You can select the sites you want to install or change the installation path.

Select the option and click Following.

ﬁ Aranda PassRecovery - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Flease select a setup type.

(® Complete

ﬁ All program features will be installed. (Requires the most disk
space.)

() Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

<Back | MNext> | cancel




ﬂ Aranda PassRecovery - InstallShield Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

= - | =1 Feature Description
=3 ~ | APRAdmin Aranda PassRecovery API
=~ | APRUsers
This feature requires 15ME on
your hard drive.
Install to:
C:inetpubwwwroot\APRAPTY =
InstallShield

oo [ wwe || cox [Eor ]| oo

ﬁ Aranda PassRecovery - InstallShield Wizard >

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Clidk Cancel to
exit the wizard.

Installshield

< Back Install Cancel

Database configuration

Userbame | ﬂL_.:.g@

% Aranda Configurator®

Aranda Web Sites Autnentication Type | Forms Defautt connection | ArandaCann Time Expires (minutes) | 20 ssL
=i~ Aranda Connection |

=l Web Sites Connection name Database Server Database User Database

=l Drefault Web Site W ArandaCann MSSQL 4

APRUsers

=l Services

© All rights reserved Aranda Software Corp

UPDATE afw_settings SET default_value ='https://{domain}/APRAPI/' WHERE id = 5;

UPDATE afw_settings SET default_value ='https://{domain}/APRUsers/' WHERE id = 7;




UPDATE afw_settings SET default_walue = '"https://domain/APRAPI/' WHERE id = 5;
UPDATE afw_settings SET default_walue = 'https://domain/APRUsers/' WHERE id = 7;
SELECT * FROM afw_settings WHERE id IN (5,7);
dos1
* FROM afw_settings WHERE id IM (5,7) |:: Enter a S0L expression to filter results (use Ctrl+Space)

AT description w | 123 Hsetting_group_id ¥ | Az default_value -

Url &pi 1

URL consola de usuanio 1

i https//domain/APRAPI/
E https://domain/APRUsers/

Enable functionality and permissions
9. To assign permissions to groups and enable access to the Configuration ConsoleAranda PassRecovery
(APRAdmiIn), log in from the application server to the consoleAranda Profile. Select from the list of applications

ARANDA PassRecovery and assign the corresponding permission(s), according to the business rules.

Permissionsfworkgroups definition Users setup

I+ Applications

ARANDA PASS RECOVERY

B Granted p 3
W Add permission te a workgroup a Delete permission | (% Selectall £ 3 Unselect all
¢ | Audit |

Aranda EventLog

Aranda Software Metrix

Aranda Software Delivery

Aranda PCBrowser

ARANDA SERVICE DESK BLOGIK

Aranda Service Desk Front End ACCESS THE DOMAINS MENU

Self Service KB » |ACCESS THE TEMPLATES MENU

ArandaMySoftware _ |EXECUTE APPLICATION

ArandaFAQ

ARANDA DEImport

ARANDA CMDBE

ARANDA WEB MANTENIMIENTO

ARANDA SLM

ARANDA SELF SERVICE

ARANDA QUERY WEB

ARANDA POWER. MANAGEMENT
| 4 ARANDA PASS RECOVERY

~

Permissions.
ACCESS THE CONFIGURATION MENU
ACCESS THE DIRECTORY MEMU

oooog

j Mew workgroup % Delete workgroup

: lkaroups Administrator
Administrator Administrator ~
¥ Administrator
Administrator

10. In the Web Configuration Console (BASDK), configure the path by going to Options > Summary, and in the field URL
de PassRecovery Enter'https://{domain}/APRUsers/'. Remember to replace Domain by the name or IP of your
application server.

Aranda SERVICE DESK * Corfiguracian

T optians User Mame in Session 06/06/2025 7:45:41 p.m. Start = Sumanary
bfi=5 - Service Desk IT
S_AL:::y ‘General parameters setup
Actians
S T ——
Company Attach files to cases Internationalization
Sy, Flle server acdress Select the lanquage for system notifications
s [ | O spanish ® Englizh O roctuguese
= chet Max. size af attached files (MB) Format for dates
- : L] ]
F2 scripts and help B = . =
: Send satisfaction survey link Register Case
's It b e g e () Enable service fitter case creation
171 e Conscle i | O enatie filter custamer -campany in creating cases
& Changs Password % License time to expire Remate Contral
‘ o = Time cue for license ta expire (mins) Url Contral Remate:

Specific options

Site of autharization

Drice aranda's Login | |
It allows hiding the Arancia Login In the cansales.
when you have SAML configuration.

Survey AP1 Address

[ attow using the same identifier in compandes | |
URL console ASDK

O enabie password remincer for specialists

Dlenabte sending voting process S Teams | |

[enatte sending survey M5 Teams REST Apl Address

[ Enabte push natsfication push | |
Fush message. Max (200)

Remember to change the URL REST APL must
generate the QA code agaln.
UAL push server, Aranda software

Chat Api Adress.

PassRecavery URL
[hﬂps:.‘fdnmaim’ﬁF‘RUsels.' ]

[ sige senc mail aptian Set the ward for client
Aliows you ta hide the option Send mall In case
management In the specialist consale | |

O taice aranda assistant
Allows you ta hide the Aranda assistant and the:
specialist chat in the user cansale.

This configuration applies to the user consale.
Record lock time Statistics
Time for recard to be locked for edition {mins)
115 |

Mumber of existing actions : 0
Mumber of existing categories © 461
Mumber of existing rules : 31
Default Record Type - Specialist Console

Service Reguests
[ mait

Incidents

| [Mait |
Frablems Changes
[ mait | [Mait |

&\ © all nghts reserved. Aranca Saftware Corporation



11. To enable password recovery for domain users from the web console USDKV8, enter BASDK > User Console >
Client Details and enable the Enable password reminder.

=
Aranda SERVICE DESK * Configuracin &
- kel s2ve
——
[T optiars =  User Name In Sesslon 06/06/2025 B:0B:38 p.m. tart = Cliont - Detal
S Senp = . Service Desk IT [Soicebekm W
F2 Scrigts and help 5 | Client - Desails
o ¥
11 Use Canscie
Case Creatian O alicow the client ta =ct its detais
Recard osure Enatle password reminder
Client - Detailz
Procurar o cxo
Links ta rediact casa
Access Options
Config Branding
Hame Paneks
Schesiuled natificatians Health Repart
& Change Password =

w Log Out =

Admin Console (APRAdminN)

Login

To log in to the Aranda PassRecovery, the user must belong to a group with access permissions to the app. The
access URL is: 'https://{domain}/APRAdmin/'

Aranda PassRecovery

for Active Directory

Authentication type:

Password:

Domains

Domain Settings

Domains present in the Admin console (APRAdmin) must be pre-configured in Aranda Profile, in the Configuration >
Authentication Type.



2 Cenfiguring authentication type = O >

Configuring authentication t}lfpe

Secunty
| [ |
Path
ILDAP:/ANTERSEC.LOCAL |
Idzer zting
INTERSEGM} |
Aocept | | Cancel |

When you log in to the Admin console, the preconfigured domains will automatically be listed in the Domains. In the
Overview, you can complete or update the domain details as needed.

randa PassRecovery Configuration

INTERSEQ Authentication type th Domain details

Connection -
Sin eformacibn General Information

INTERSEQ1

B Note: It is important to configure a domain user with sufficient privileges, who has the “Reset user
passwords and force password change” permission enabled at the level of the GIVES (Active Directory). If
this condition is not met, the actions executed will not be applied.

Mail Settings

In the Mail Settings, you can set up two types of authentication (Basic and OAuth 2.0) for sending mail. Fill in the
requested information according to the desired configuration.

-anda PassRecovery Configuration

INTERSEQ Authentication type ¢h Domain details
Ho description Hegotiate

a
o;o"m?(u.on " Mall settings

INTERSEQ1L

When you enable field check Enable OAuth 2.0 authentication, fill in the corresponding data, as indicated in the
following document:
OAuth Modern Authentication Settings



https://docs.arandasoft.com/asdk-config-oauth/en

Configuration

wranda PassRecovery

INTERSEQ Authentication type ch Domain details

Connection Mail settings =
e

2
Z
g

B m o

Templates
INTERSEQ1 Authentication type

Conmection

-

When the setup is complete, click the Accept. If everything has been set up correctly, the alert will be displayed
Updated domain. If not, validate the configuration and try again.

Configuration

When entering the Admin console (APRAdmin), in the Configuration, the administrator will be able to make the
following settings:

Options to configure

In this section, the administrator can define, for each configured domain, the following options:

Field Description
It allows you to configure the number of questions that the user must answer. The value can
Number of . . . . .
. be between Tand 15. The questions are predefined and can be viewed in the Security
questions .
Questions.
Token
validity It allows you to set the token duration time in minutes. Allowed value between 1and 60.
time
It allows you to configure the time in minutes during which the application will crash after the
Block app user exceeds the number of attempts to answer the questions. Allowed value between 1and
60.
Number of It allows you to define the number of attempts available for the user to answer the questions.
attempts Allowed value between 1and 10.
Case Enables case creation to be triggered in ASDK when a password recovery or change is
creation requested. View Case Creation Settings
Domain
Policy Enables domain policy validations for password change in the User Console.

Validation



Aranda PassRecovery Configuration

Domaing h
m Options to configure & © Security questions ¥ Users
Directory o Complete the informaticn
a
imes
i Domain
Tesnplates -] ITERS
B INTERSEQ Question 1
#Cusl es el segundo nombre de tu padre?
Number of questions™
Enter the nurmber of Guestians that user must Bnswer
Question 2
#Cusl es tu comida favorita?
Token validity time"
Set token duration tme in minutes Question 3
#Cusl &5 ¢l nombre de tu primer maestro?
nutes that the application will be blocked after exceeding the wsers Question 4
By anFwering the questions. £Cudl fue la primera pelicula que viste en el cine?
Question 5
Humber of artempts™ FCusl seria ti trabajo ideal?
Enter the numbes of attempts that user will have to answer the questions
Question &
e oy e ZCusl es ti libro infantil favorite?
[ Activate the creation of cases when a recovery of key change S requested
uestion 7
Domain policy validation Q;I - A e
() Activate poticy validation for password change in user eonsole v 0e-qué modela:eratal paimer mche i
—_

F Notes:

e Fields marked with (*) are mandatory.

e For the countryside Number of questions, if its value is changed and there are users who already
have Q&A registered in the console (APRUsers), these records will be automatically deleted when the
new configured value is applied.

e For application lock to work properly, the application and database servers must have the date and
time synchronized, as well as the accessing user's computer.

Users

In this section, the administrator will be able to define the users who will be allowed to self-service (Account Unlock,
Change, and Password Reset) in the Business Directory. You can manually associate and disassociate users and also
enable the Associate users automatically, so each user in the domain who starts the user application (APRUsers), will
automatically prompt you to configure the security questions.

8 Security questions ¥ Users
&
Associate the Users who will be allowed to self-service in the business directory
Associate users automatically
Associated users
Filter O sSelect all Disassociate
] Mame ] [ Hame |
Juan Social Ramon Valdez
Alias Alias
juan.social rvaldez
] Name i [ Hame i
Test Test CYS
Alias Alias
test testeys
] Mame i
Test CYS VE
Alias
testcysva
v

—

F Notes:

e |f a user has already configured their security questions and subsequently disassociates from this
section, they will need to repeat the configuration when re-associating.



e |t is recommended to inform users in advance about this process to avoid confusion or reports of
interrupted access.

e Applied changes are not reflected in active sessions; Users will need to close and reopen the app to
properly apply the settings.
The administrator may Clean up security questions registered by a user when necessary. Click on the
three dots icon of the associated user and select the option Clean up questions. When performing
this action, the user will be prompted to reconfigure their security questions from the console
APRUsers On your next access, this functionality is useful in support cases or when responses are
suspected to have been compromised.

@ Security questions ¥ Users
i
Associate the Users who will be allowed to self-service in the business directory.
Associate users automatically
Associated users
Filter O Select all @
[] Mame i [] Name i
Juan Social i @ Ramon Valdez
Alias Reset questions Alias
juan.social rvaldez
[] Mame i [ Mame i
Test Test CY5
Alias Alias
test Testcys
[] Mame i
Test CY5 VB
Alias
testoysve
b

/A Warning: This action will permanently delete the user’s saved replies. Be sure to notify the user before
running this procedure.

When the setup is complete, click the Save. If everything has been set up correctly, the alert will be
displayed Updated Settings. If not, validate the configuration and try again.

Business Directory

When entering the Admin console (APRAdmin), in the Business Directory, the administrator will be able to search for
users within the selected domain, either by browsing the tree or by using the predictive search engine.

Select the domain
Directory TEST 2 juan.social
business

[

v @ TesT Name: &i
g;.a‘.e\\ al

* D3 computers Alias
e R

¥ O users

» 3 Argentina

¥ 3 company
State password: [ Active a

O Brasit

O chite

O Colombia
O Costa_Rica
O Ecuador
O Guatemala
O Mexico
O Panama

O peru

¥ ¥ ¥ ¥ ¥V ¥ ¥ ¥ ¥

-
4 >

From the Business Directory, the administrator may carry out the following procedures:



Reset password

To reset the password, click on the icon of the three dots of the user to be managed and select the option Reset
password. In the window Reset password, fill in the requested fields. When you activate the checkAsk for password
change at next login, you can ask the user to change the password on their next login.

Reset password
Restore password by mail

Unlock

Reset password x

Muzt have uppercase and lowerczss at least one number or specizl charactar.

MNew password:

Mew password a

Confirm password:
Confirm password a

Ask for a password change at the next login.

After filling out the fields, click the Accept. The alert will be displayed Password updated. If the option is enabled
Case creation, a case will be automatically generated in ASDK according to the configured settings.

Reset password by email

To reset the password by email, click on the icon of the three dots of the user to be managed and select the option
Reset password by email. In the window Confirmation, click the Yes. The alert will be displayed Password Reset Email
Sent.

Reset password
Restore password by mail

Unlock

Confirmation

Are you sure to send the mail?

The application will schedule the sending of an email with a link that includes a One-time access token, this will allow
the user to initiate password reset self-management. The mail will be sent to both the primary address and the
alternate mailing address on file. If the option is enabled Case creation, a case will be automatically generated in
ASDK according to the configured settings.

F Notes:

e |f the user already has questions configured, the application will ask them to fill out these answers.

e |f the user does not have questions configured, the application will ask them to fill out the security
questions.

¢ |ncase the user does not remember the answers, it is recommended to clean the questions from the
option Configurationsection Users.

e The function Reset password by email it depends on the correct configuration of the SMTP server.


https://docs.arandasoft.com/apr/en/index.html#token

Verify that it is enabled and accessible from the application server.
e |f the user does not receive the restore email, verify that they have a valid primary or alternate
address.

Unlock (when applicable)

To unblock a user who is locked out of theActive Directory (AD)icon, click the blocked user’s three dots icon, and
select the option Unblock. In the window Confirmation, click the Yes. The alert will be displayed The user is unlocked.

Reset password
Restore password by mail

Unlock

Confirmation

Do you want to unlock the user?

F Note:

e Thisoptionis enabled only when the user is effectively locked out of the active directory.

Templates

When entering the Admin console (APRAdmin), in the Templates, the administrator will be able to customize the
templates available for the different behaviors, according to the need of each configured domain.

F Notes:

e |tisnot possible to add orremove templates.
e They will always be displayed in Spanish, it is only possible to customize the body of the message.

Once the necessary modifications have been made, click on theSave to apply the changes.

Aranda PassRecovery Configuration

Domaing ——
INTERSEQ

It
Configuration *
n

Intento cambio de contrasefia
Hubo un intento para cambiar su contrasefia

Hame

Cambio de contrasedia exitoso
Camblo de contrased

Restablecimiento de contrasefia exitoso
Contrasea restablecida

- >

S Se ha detectado un intento de cambio de contrased
Intento restablecimiento de contrasefia Con la siguiente informacion =
Hubo un intenta para restablecer su

4 »

Desbloqueo de cuenta exitoso

User Console (APRUsers)



Use user console

Unlock account

Reset password
Change password

Security
Questions

Setting up security questions

©) Aranda Service Desk
rtal | Enter

Authentication type

Register >> Forgot your password? >>

Of the sector that may interest you

25t 8_ For the last 4 years, Insync Technology has

Te compartimos la Guia ITIL 4 de Buenas
;3;5 Précticas en ITSM (Information Technologies ;'.}J'n been a proud sponsor of UHack: The
1

@Aranda PassRecovery

i,

To Start ...




“If the information is correct, an email will be sent with instructions.”

f:@ Aranda PassRecovery

7~

To Start ...

Select the domain and user of windows

Domain of windows

@ If the information is correct, an email will be sent with instructions.

4. The application will validate the corresponding configurations and, if the criteria are met, will schedule an email to
be sent using the template Password reset. This email will include a link to aOne-time access token which will allow
the user to continue with the management. The mail will be sent to the primary or alternate address registered in the
ASDK database.

F Notes:

e Sending emails depends on the correct configuration of the SMTP server. Verify that it is enabled
and accessible from the application server.

e |f the user doesn't receive the email, verify that they have a primary or alternate address registered
and that it's associated with self-service in the Admin console.

e The lifetime of the access token is defined from the Admin console, in theToken validity time, within
the Configuration.

5. Once the user accesses the link received, they will be redirected to the formSecurity Questions, where you can
register (or update) an alternate email and fill out the answers to the selected questions.

@Aranda PassRecovery S EN v Test Y5 va | Logout %

v
v For Active Directory

F Notes:

e |f the user already has registered questions, they must answer them when entering from the link. If
you want to change them, you will need to request your administrator to remove them from the

Aranda PassRecovery.
e |f the user signs in with an expired or already used token, the alert will be displayed:Token validation

error.

6. Once you have filled out the required information, click on theSave. The alert will be displayed:“The
answers were set up correctly. If the information is correct, an email will be sent with the instructions.”

If not, validate the configuration and try again.


https://docs.arandasoft.com/apr/en/index.html#token

@Aranda PassRecovery

7. For Active Directory

To Start ...

° The answers were saved correctly, If the information is correct, an email will be sent with instructions.

F Note:

e Set up aAlternate mail It will allow the user to recover their password even if they cannot access
their main mail.

7. The application will schedule the sending of a new email using thePassword reset, with a link that
includes a0One-time access token. The mail will be sent to the main and alternate addresses on file. F
Note:

¢ |f both email addresses(primary and alternate) are the same, only one email will be sent.

Unlock account

If the user locks out their account after entering an invalid password several times, they can perform the unlocking
process from the Aranda PassRecovery.

A\ Warning: It is mandatory to have previously configuredSecurity questions.

Steps to unlock the account

1. Log in to the ASDK User Console 'https://{domain}/USDKV8/', select the appropriate domain, and click the Forgot
your password?.

' Aranda Service Desk

| Enter Anonymous access

Authentication type

INTERSEQ *

Register >> Forgot your password? >>

Of the sector that may interest you

Te compartimos la Guia ITIL 4 de Buenas For the last 4 years, Insync Technology has
smzs  Pricticas en I[TSM (Information Technologies ‘Mﬁ_ been a proud sponsor of UHack: The

Your user is blocked, try later

2. The Aranda PassRecovery in a new tab. Enter your username and click the Continue to schedule the sending of the
email that will allow you to manage the unlocking of your account.
3. Enter the link received in the email. You will be redirected to the form Security Questions, where you will need to

answer the pre-configured questions.

F Notes:


https://docs.arandasoft.com/apr/en/index.html#token

e |f the user signs in with an expired or already used token, the alert will be displayed:Token validation
error.

4. Fill in the answers and click the Accept. The console will validate the answers entered and, if correct, redirect the
user to the window What you want to do where it will allow you to unlock the account.

@Aranda PassRecovery

For Active Directory

O Questions of security

¢Cual es el segundo nombre de tu padre?

£Cudl es tu comida favorita?

F Notes:

e |f the user answers one or more questions incorrectly, the alert will be displayed:Incorrect answers.

e |f the number of attempts defined in the Admin console (fieldNumber of attemptssection
Configuration), the alert will be displayed: Attempts exceeded, retry in X min.

e |f a user blocked by failed attempts tries to log in with a valid token, the alert will be displayed:
Blocked user, please try again in X min.

5. Click theUnlock account. The application will send the request to the Active Directory to remove the
account lock, displaying the following message: The account has been unlocked.

. ‘ F
@Aranda PassRecovery B EN v Test COYS V8 | Logout (%

For Active Directo

What do you do

Choose an option

@ Unlock account

After unlocking the account, the user will be able to perform the following actions:

¢ Reset password
¢ Change password, when applicable.

If you do not wish to take any further action, log out by clicking thelLog off.



@Ara nda PassRecovery EHEN v Tﬁm“"-’@ﬂ“ 2

77 For Active Directo

What do you do

Choose an option

®
i Change Password
b A

/-_\ Restore password

Reset password

Security questions

Steps to reset your password

Aranda Service Desk

rta | Enter Anonymous access
Authentication type
INTERSEQ >
Register == Forgot your password? >>

Of the sector that may interest you

25t ; 8t
——  For the last 4 years, Insync Technology has

Te compartimos la Guia ITIL 4 de Buenas
;\E, Pricticas en ITSM (Information Technologies

;.giq been a proud sponsor of UHack: The
1 1
!




@Aranda PassRecovery

7. For Active Directory

O Questions of security

¢Cual es el segundo nombre de tu padre?

£Cudl es tu comida favorita?

F Notes:

e |f the user answers one or more questions incorrectly, the alert will be displayed:Incorrect answers.

e |f the number of attempts defined in the Admin console (fieldNumber of attemptssection
Configuration), the alert will be displayed: Attempts exceeded, retry in X min.

e |f a user blocked by failed attempts tries to log in with a valid token, the alert will be displayed:
Blocked user, please try again in X min.

5. In the window What do you want to do?, click the Reset password to start the management.

@Aranda PassRecovery S EN v Test OYS V8 | Logout (%

7. For Active Directory

What do you do

Choose an option

@ Restore password

6. In the window Reset Password, the console will prompt you to enter a new password and confirm it. Fill in the
required fields and click on the Accept. At the bottom, the password policies defined in the Active Directory will be
displayed.

@Aranda PassRecovery S EN v TestOrs 8 | Logout B

7 For Active Directory

@ Restore Password

New Password

Confirm Password

Cancel




Change password

Security questions

Steps to change your password

Aranda Service Desk

| Enter ANonymous access

Of the sector that may interest you

25t

E,j Précticas en ITSM (Information Technologies ""_ been a proud sponsor of UHack: The

Te compartimos la Guia ITIL 4 de Buenas For the last 4 years, Insync Technology has




@Aranda PassRecovery

7. For Active Directory

O Questions of security

¢Cual es el segundo nombre de tu padre?

£Cudl es tu comida favorita?

F Notes:

e |f the user answers one or more questions incorrectly, the alert will be displayed:Incorrect answers.

e |f the number of attempts defined in the Admin console (fieldNumber of attemptssection
Configuration), the alert will be displayed: Attempts exceeded, retry in X min.

e |f a user blocked by failed attempts tries to log in with a valid token, the alert will be displayed:
Blocked user, please try again in X min.

5. In the window What do you want to do?, click the Change Password to start the process.

@Aranda PassRecovery S EN v TestOvs 8 | Lonout X

For Active Dureﬂory h

What do you do

Choose an option

Change Password
@ Restore password

6. In the window Change Password, the console will prompt you to enter your current password, new password, and
confirmation. Fill in the requested fields and click on the Accept. At the bottom, the password policies defined in the
Active Directory will be displayed.

@Aranda PassRecovery S5 EN v Test C¥S VB | Logout %

For Active Directory

@ Change Password

Current password

Confirm Password




7. If the action is successful, the application will display the alert:Updated password. If not, validate the information
entered and try again.
8. If the Case creation, an ASDK case will be automatically generated in the name of the user who made the change.

Case Creation Configuration

This utility has the function of creating cases automatically once any of the application’s actions are executed (Key
Change, Key Restoration or Account Unlock). To configure the automatic creation of cases from the utilitarian follow
these steps:

e Templates must be created for scheduled actions in BASDK in Settings/Template, according to the types of
cases to be created.

Editar / Plantilla

Flantilla para accicnes programadas

il CambioClaveAD ]

Impacto I BAJD r
Urgencia I BAJA E‘
Prioridad I BAJA =

Tipo de Registro

[ Requerimientos de Serv't]

Categoria

[Cuentas de Dominic &

Servicio
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¢ |nthe Configuration/Scheduled Actions, create the scheduled actions according to the created templates. Note
that the scheduled action is executed based on the following wildcards, these must be set in the name of the
scheduled action.

Wild cards

e SetPassword Actions related to Reset the domain key.
e ChangePassword Actions related to Domain Key Change.
e ActiveUser Actions related to unlocking a domain account.

Scheduled action configuration fields:

Name: Name of the scheduled action with the corresponding wildcard. Ex: changeKey - SetPassword.Guy: Only
once. Execution Time:Any. Run From, To: It must be an expired date for the database to execute the creation of the
case only once.

Example of scheduled action configuration:

4 cambio-SetPassword-ChangePasword 0110472018 06:00:00 .m. 02/04/2018 12:00:00 a.m.
15 activacion-Activellser 0170472018 06:00:00 a.m, 020472018 12:00:00 a.m.
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e Adding actions in scheduled actions, once the templates and the scheduled action are configured, the action
must be added, in which case it would be: Type of Action: Case Creation. Template: Select the template that
was configured for the creation of utility cases. Number of cases: 1(In this case it must be one so that only one
case is created for each action).

With this setting when you run actions from Aranda PassRecovery cases are automatically created in ASDK.

Aranda PassRecovery Flowchart
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