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It is a monitoring solution that allows companies to define compliance policies based on the security standards established by the company, detect and make visible
the security risks in endpoint devices, as well as control applications, firewalls and browsers found.

The implemented policies are automatically executed on the devices where the agent is deployed, facilitating an active evaluation of the device through the
validation of compliance with the established policies and the subsequent remediation of non-compliance.

The Aranda Security administrator will be able to know first-hand the status of the endpoint, about compliance with the implemented policies; assessing
vulnerability and security risks at the endpoint.

Begin with
An Aranda Security user must consider three essential stages for the management and monitoring of compliance policies.

The first stage The administrator is responsible for defining the compliance policies that are required to be implemented and associating them with a group of
devices.

The second stage the deployment or distribution of the Aranda Security agent in charge of establishing communication with the devices is carried out.

The third stage It is the process of monitoring devices to identify and track compliance with policies.
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Seguridad Agente Dispositivos

Who is this manual for?
This manual is designed for an administrator who can define policies, associate groups, configure users, query and track policies, and set corrective tasks.

This manual is designed for a specialist who can define policies, associate groups, consult and follow up on defined policies.

What is the value of Aranda Security?

e |tistheideal complement to the security solutions that work in the company’s infrastructure, integrating regulatory requirements into compliance policies.
e |dentify vulnerabilities in monitored devices, reducing security gaps and mitigating risks.
e High demand for Security-oriented Solutions

What is our documentation?

o Aranda Security Compliance ASEC Getting Started Guide
o User Manual Aranda Security Compliance ASEC

Policy Definition

ASEC Policy Definition

A policy is an entity that defines the rules and conditions associated with security components, which are applied to a program under criteria that comply with
reqgulatory frameworks for information protection.

The definition and configuration of security policies allow the establishment of mechanisms for diagnosis, control and protection of information at different levels.

Who Sets the Policies

The Administrator and Specidlist are the roles established in ASEC that will be able to define the criteria for compliance with policies.

Policy structure
A policy at Aranda Security is composed of the following criteria
e Basic Facts: Basic policy information such as name, status, description, and monitoring time.

e Configuration criteria: Each policy in Aranda Security groups the required security applications or components on a workstation, into categories according to
their function. The Enabled criteria in ASEC they are: ANTIMAWARE, ANTIPISHING, BACKUP, CLOUD STORAGE, COMMUNICATIONS TOOLS, DATA LOSS


https://docs.arandasoft.com/asec-guide/en
https://docs.arandasoft.com/asec-guide/en/pages/roles_asec/roles.html

[**Note**:ITo understand the scope of the validations by each of the security programs that group the ASEC policy criteria, according to the operating system

(Windows, Linux and Mac), know [How to View the Security Application Listing {#section-01a)

Validations by configuration criteria.
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Information View in ASEC Web Environment

Policy Creation


https://docs.arandasoft.com/asec-guide/en/pages/entorno_asec/consola_web.html

Sistema operativo »
Las politicas se configuraran de acuerdo con el sistema que seleccione

W Windows

L Linux

M MacOS

Politica - Nueva Politica
Detalles y configuracién de la politica

Nombre de lapolitica Tlempo de monitoreo

N P Nueva Folitica 1 E >< -

Minutos
Sistema operativo Linux

Descripclén

Mueva Politica
ESTADD . Deshabilitado

Criterios de politicas

Seleccione uno o agregue criterio para la politica

VPN Client ~

e # VPN CLIENT

El programa debe ser

Eb

Seleccione un programa hd

Field Description
Policy Name Name that identifies the policy.
Description Policy description.

Policy status indicates whether you will start Active immediately, or start

State g
Inactive.

Monitoring Time  Time interval where agents will be reporting compliance with the policy.

Policy Criteria

2. In the information view for the new policy, select thePolicy criteria and choose a configuration software criterion from the list. TheEnabled criteria in ASEC they
are: ANTIMAWARE, ANTIPISHING, BACKUP, CLOUD STORAGE, COMMUNICATIONS TOOLS, DATA LOSS PREVENTION, ENDPOINT ENCRYPTION, FIREWALL, HEALTH
AGENT, REMOTE CONTROL, VIRTUAL MACHINE, VPN CLIENT and WEB BROWSER.

3. When selecting the software criterion (Antimalware, browser, firewall), click theEdit



and choose a program from the existing listing.

~ WEEBROWSER I—"-
Google Chrome
El programa debe ser [ Verificar instalacion
| Google Chrome v|
[ validar version minima [J Validar proteccion de antiphishing

[J Validar navegador predeterminado

F Note: Selecting a program from the policy criteria triggers the methods or validations corresponding to the defined program. For each program,
different validation options will be activated. View validations by configuration criteria

4. Select the enabled validation items to determine the compliance levels for that instance of the security policy, and click th8ave

, to confirm the changes made. These criteria are what are evaluated and determine whether a policy is complied with or not.

F Note: To remove the details of the software criterion, at any time, click the respective icon to clear the settings.

5. After a policy is created, the tab is enabled to associate device groups with the defined policy.

Associate Groups

6. When you finish configuring the basic information of the policy, enter the Aranda Security console again and select the policy created; In the information view, the
Groups where you can associate device groups to the defined policy.


https://docs.arandasoft.com/asec/pages/definicion_politicas/validaciones.html
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7. In the field Associate Groups Enter a name to search for a group, or type in a name to create a new group. Click thé+) to create a new group. Each policy may
contain many groups. 8. To associate a created group with the policy, select a group from the available list and click theAdd

Criterios de politicas Grupos
Asocie grupos a los politicas | grupo + |
Grupos asociados a las [(Jgrupo 2 I Dasasociar
OJ Grupa B orupos
B grupo &
D NN Nuevo
D grupo 5

9. In the list of associated groups, select the name of the group with linked devices, to access thdevice Compliance Detail.

Disassociate Groups

10. To delete one or more groups, in the policy information view, on theGroups, select a record from the created groups, and click theDisassociate to clear the
associated information.

11. When defining the groups for the policy, click the Save, to confirm the changes made.

Criterios de politicas Grupos
Asocie grupos alos politicas | Escriba el nombre del grupo que desea asociar +
Grupos asociados a las politicas © Desasocior
[ /] Grupo Dispositivos del grupo

[ /] 66 Grupol (== e

Delete Policies

12. To delete policies, log in to the Aranda Security console with administrator role, in the sectiorPolicies from the main menu. In the information view, you will be
able to view the list of available policies; Select one or more records and click the Delete Policies.
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13. A warning message is enabled where you must confirm the deletion of the policy.


file:///asec/monitoreo_politicas/detalle_cumplimiento.html

Mensaje de confirmacion

Estd sequro que desea eliminar los pollticas?

RECUERDA:AL ACEPTAR =& eliminard de manera permanente

Cancelar

Export Policies

1. To export the policy information, log in to the Aranda Security console with administrator role, in thePolicies from the main menu. In the information view, the list
of available policies can be viewed; Filter one or more records in the field To find and click theExport.
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2. In the Aranda Security Management Console header menu, the option taDownloads where you can view the generated format of the list of policies in Excel format
3. Click the file to download the policy information. The downloaded file includes all the fields in the policy.
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2 True False 1/1/0001 5:00:00 AM TEST 4 69 001 backup vm22 Windows 001 backup vm22
3 True False 6/29/2023 4:33:49 PM detalle 1 002 browser vim 1 Windows 002 browservm 1
4 True True 7/11/2023 9:07:15 PM Comodo firewall 1 o 003 firewall vm3 Windows 003 firewall vm3
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20 |True False 10/3/2023 12:00:00 AM  TEST % 13 POLITICA VM AZURE Windows POLITICA VM AZURE
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Filter Policies

1. In the Policy information view, select the Policy Filter (icon) and enable query criteria such as Policy Compliance, Operating System Platform, and Devices. When
finished, click on the Apply Filters.

2. Additionally, you can combine the query, using the filter by policy status to have a more detailed and personalized view.

P Note: Applying the policy filters and filter by states allows you to identify devices or systems that require tracking, corrective actions, or priority attention.
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Validations by Criteria

The policies configured in Aranda Security evaluate the compliance levels of security applications on different workstations. This diagnosis is possible due to the
validations that are applied for the different policy criteria programs

For each security program, different validation options will be activated. Each validation may be used in the Policy criteria Available.

The validation options available in Aranda Security are:

Policy Criteria Validations

1. Validate default browser.
S 2. Validate protection status in real-time.

\ FIREWALL 3. Validate execution status.
\

DATA

s /_'_‘i\\ -
/ g \ LOSSPREVENTION /
| | |

4. Validate installation.
COMUNUCATION | . / ENDPOINT | 6 / 5. Validate firewall protection.
\ ’
-

/ '5 /
\ g | anmPHisHING | ’ CLOUD
\ / \ /  STORAGE
—
—

TOO0LS - / ENCRFTION \ 6. Validate anti-phishing protection.
7. Validate minimum version.

—
8. Validate Backup Status

— T .

™,

, ™ REMOTE , \ VPN ya ™
/ N\ conTROL  / \ cLent /[
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P Note: To understand the scope of the validations by each of the security programs that group the ASEC policy criteria, according to the operating
system (Windows, Linux and Mac), know How to View the List of Security Applications.

Here are some scenarios for configuring policy criteria and validations:

1. Validate default browser


file:///asec/en/listado_soporte.html

This option validates that the selected browser is set as the default browser on the workstation. The validation response options are:

Return Description
MEETS If the browser is set as default on the workstation.
NOT COMPLIANT If the browser is not set as default orif it is not

installed

SEmEE i

It is validated on the workstation if theMicrosoft Edge is set as

BROWSER =
W - Microsoft Edge i
|:| Establecer version minima D Validar proteccion de antiphishing
Validar navegodor predeterminado |:| Vialidar instalacion
El programa debe ser
Microsoft Edge
2. Validate Protection Status in Real-Time
This option validates that the software has real-time protection enabled. The validation response options are:
Return Description
MEETS Whether the software has real-time protection enabled.
NOT COMPLIANT !f the software does NOT have real-time protection enabled or if it is not
installed.
Itis validated that the softwareKaspersky Endpoint Security have real-time protection
Example
enabled.
. ANTIMALWARE o
Kaspersky Endpoint Security L

(] Establecer version minima
D Validar proteccion del firewall

(] validar instalacion

3. Validate Execution Status

Vaolidar estado de proteccion en tiempo real
|:| Validar proteccion de antiphishing
El progroma debe ser

Kospersky Endpoint Security

This option validates whether the software is running on the workstation. The validation response options are:

Return Description
MEETS If the software is running.

if the software is NOT running or if it is not

NOT COMPLIANT .
installed.

~ ANTIMALWARE
Morton AntiVirus

|:| Establecer version minima

D Validar estodo de proteccion en tiempo real
|:| Validar proteccion de antiphishing

El programa debe ser

MNorton AntiVirus

Itis validated if theSoftware Norton Antivirus is

Example .
running.

Ep

Validar estodo de ejecucion
[T] validar proteccian del firewall

|:| Validar instalacion



4 Validate Installation

This optionis valid if the software is installed on the workstation. The validation response options are:

Return Description

MEETS If the software is installed.

NOT COMPLIANT !f the software is NOT Example Itis vohdgted if theSoftware Norton Antivirus It is installed on the
installed. workstation.

o~ ANTIMALWARE o
Morton AntiVirus L
D Establecer version minima D Volidar estado de ejecucion
|:| Validar estodo de proteccion en tiempo real |:| Validar proteccion del firewall
D Validar proteccion de antiphishing Validar instalacion
El programa debe ser
MNorton AntiVirus
5. Validate Firewall Protection
This option is valid if the software has FIREWALL protection enabled. The validation response options are:
Return Description
MEETS If the software has FIREWALL protection enabled.
NOT COMPLIANT !f the software does NOT have FIREWALL protection enabled or if it is NOT
installed.
Validate that the softwareWindows Firewall have FIREWALL protection
Example
enabled.
FIREWALL -0
6 - Windows Firewall L
D Establecer version minima |:| Validar estodo de ejecucion
Validar proteccion del firewall D Vialidar instalacion

El programa debe ser

Windows Firewall

6. Validate Anti-Phishing Protection

This optionis valid if the software has Anti-Phishing protection enabled. The validation response options are:

Return Description
MEETS If the software has Anti-Phishing protection enabled.
NOT COMPLIANT If the software does NOT have Anti-Pishing protection enabled or if the software is NOT

installed.

Validate that the softwareGoogle Chrome have Anti-Phishing protection

Example .
P active.



. BDROWSER
Google Chrome

|:| Establecer version minima
[T] validar navegadar predsterminado
El programa debe ser

Google Chrome

7. Set Minimum Version

Ep

Validor proteccion de antiphishing

(] validar instalacian

This option sets a minimum version to later validate against the version installed on the workstation. The validation response options are:

Return Description

MEETS This criterion is met when a full version is specified or when the version is greater than a partial version

NOT COMPLIANT The criterion is not met when the installed software has a different or lesser version, depending on the

case.

Example 101

. ANTIMALWARE
AVE Internet Security
Establecer version minima

1.0.1

"Requerido

@ Siingresouna version valida, se
verifica que la version instolada en
el equipo sea igual o mayor, de lo
contrario se verifica gque la version
sea la misma.

Validate that the version of AVG internet security installed on the workstation is greater than or equal to version

|[ExamplelValidate that the version ofSea Monkey installed on the workstation is greater than or equal to version 1.0.1

. BROWSER
SeaMonkey

Establecer version minima

hoa

"Requerido

@ Siingresa una version valida, se
verifica que la version instalada en
el equipo sea igual o mayer, de lo
contrario se verifica que la version
sea lomisma.

|:| Validar navegador predeterminado
El programa debe ser

SeaMonkey

8. Validate Backup Status

= -
TT]
D Validor estodo de proteccion en tiempo real
|:| Validor proteccion de antiphishing
El programa debe ser
AVG Internet Security
-5
111

|:| Validar proteccion de antiphishing

(] validar instalacion

This option validates the status of the software backup. The validation response options are:

Return Description

MEETS If the software has the option to get the backup status enabled.

NOT COMPLIANT enabled.

Example

If the software does NOT have the option to get the backup status

Validates that the backup status of the software can be obtainedAvast Business Cloud Backup



El programa debe ser

A BACKUP
Avast Business Cloud Backup

| Avost Business Cloud Backup

N |

(] verificar instalacion

B Obtener Estado de Copia de Sequridad

View Security Application Listing

1. Enter the ASEC support list:https://docs.arandasoft.com/asec/supportchart

2. In the information view, you will be able to view the list of security applications and supported versions to manage ASEC compliance policies.

3.In the search engine you can consult the security applications and supported versions, entering the name of the program.

Listado de soporte ASEC

Seleccione el sistema operativo

Windows

[Q sosae

Mombre del producto

Mombre del proveedor

Google Apps Sync for Microsoft Outlook  Google Inc.

Google Chrame
Google Chrome
Google Chrome
Google Chrome
Google Chrome

Google Chrome

Google Ine.
Google Inc,
Google Inc.
Google Ing.
Google Inc.

Google Inc.

Mombre de lo firma

L3

Verzion del producto

Google Apps Sync for Microsoft Outlook  3.5.385.1020

Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome

Google Chrome

110.0.5461.104

110.0.5481,178

111.0.5583.111

111.0.5563.147

111.0.5583.65

112.0.5615.138

Sy 105 20 of Threconds

4. By selecting arecord from the list of security applications, you will be able to view related information such as product name, vendor name, configuration criteria
to which it belongs (ANTIMAWARE, ANTIPISHING, BACKUP, CLOUD STORAGE, COMMUNICATIONS TOOLS, DATA LOSS PREVENTION, ENDPOINT ENCRYPTION,
FIREWALL, HEALTH AGENT, REMOTE CONTROL, VIRTUAL MACHINE, VPN CLIENT and WEB BROWSER.)and the Validations or methodsthat it endures.

Listado de soporte ASEC

Seleccione el sistemo operative

Windows

[ Q google

Mombre del producto

Google Apps Sync for Microsoft Outlook
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome

Google Chrome

Policy Criteria

Mombra del proveedor

Goaogle Inc.
Google Inc.
Goeqle Inc.
Google Inc.
Google Inc.
Google Inc.

Google Inc,

GC Google Chrome

Mombre del produc,,, Google Chrome
Nombre del provee... Google Inc
Viersion gl produc... 110.0.5481.178

Hombre de ko flrma: Google Chroma

Categorias
[ Ty

@ srowzer

The Policy Criteria are organized into categories that determine the classification of programs
validation options and may belong to different Criteria.

Criterion Description

Lista de métodos

+ DetectProduct

+ Ejecutor

+ Estoblecer versian minima

+ Validar navegodor predeterminodo
+ Volidar proteccion de antiphishing

according to their functionalities. Each program has different

Antimalware programs are applications designed to detect, prevent, and remove malicious software from computer devices. They help
g protect against viruses, trojans, spyware, and other online threats, being a critical part of digital security. Examples include Windows Defender

ANTIMALWARE

and Kaspersky Anti-Virus.

Anti-phishing programs are tools that protect users against phishing attacks, which attempt to trick them into revealing sensitive information.
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nggﬁgﬁ%wity and privacy. Examples include McAfee WebAdvisor and K7SecureWeb.

Backup applications help organizations maintain the immortality of their data, which in turn improves business continuity and strengthens
disaster recovery capabilities. Examples include IDrive and MEGAsync.

Cloud Storage programs are tools that allow you to store, manage, and access data remotely over the Internet. They facilitate file
synchronization between devices, file sharing, and data security, being used by both individual users and businesses for online storage and
collaboration. Examples include Dropbox, Google Drive, and Microsoft OneDrive.

Communication Tools programs are digital tools that facilitate communication between individuals and teams through various means, such as
instant messaging, video conferencing, and project management. Examples include Slack and Zoom enabling effective collaboration and
remote teamwork.

Data Loss Prevention (DLP) programs are tools that prevent the loss or leakage of an organization’s sensitive data. They monitor, detect, and
control the flow of information in and out of the enterprise network to protect sensitive data, such as financial or personal information, trade
secrets, and intellectual property. Examples include Wave Data Protection Agent and Dr.Web Security Space.

Endpoint Encryption programs are tools that encrypt data stored on end devices such as laptops and mobile phones. They help protect
sensitive information in the event of loss or theft of the device, keeping it inaccessible without the proper decryption key. Examples include
CipherShed and CryptoExpert.

Firewall programs are applications or devices designed to protect computer networks by controlling and filtering the data traffic in and out of
them. They function as a security barrier, examining each data packet and deciding whether to allow it to pass through or block it according to
predefined rules. They are critical to preventing unauthorized intrusions, protecting sensitive data, and maintaining the integrity of computer
systems. Examples include Smart Heal Total Security and SpyShelter Firewall.

Health Agent programs are part of endpoint security suites that are centrally managed. These agents enforce policies and perform client-side
tasks, such as deploying, configuring, and updating other components of the security suite. These additional components can range from the
personal firewall and anti-malware engine, to anti-phishing protection, data loss prevention agent, disk encryption agent, and network access
control agent, among other forms of endpoint protection offered by various security vendors in their products. Examples include HP Support
Assistant and Windows Security Health Agent.

Remote Control programs are tools that allow users to control and access devices remotely over a network connection, such as the internet.
They are used to display the screen, interact and troubleshoot on devices located in different geographical locations. They are useful for
technical support, systems administration, telecommuting, and team collaboration. Examples include TeamViewer, AnyDesk, and Microsoft
Remote Desktop.

Software that enables virtualization in computer systems. They create and manage virtual machines, isolated environments that run operating
systems and applications independently. Examples include VirtualBox and VMware Workstation.

VPN Client programs are applications that allow users to establish secure connections to a virtual private network (VPN) from their devices.
These encrypted connections ensure the privacy and security of communication, especially on public Wi-Fi networks. Examples include Cisco
AnyConnect, and ExpressVPN.



CEkEE Weséﬁ%b‘v’é‘er programs, or web browsers, are applications that allow users to access and browse web pages on the Internet. They offer

features such as opening multiple tabs, managing bookmarks, and searching the web. Popular examples include Google Chrome, Mozilla
Firefox, Microsoft Edge, Safari, and Opera. They are critical to the internet browsing experience.

Deployment and Installation

Aranda Security Agent
The agent in ASEC is the component in charge of validating that the security policies implemented on the devices meet the proposed objective.

After being installed on the devices, the ASEC agent reads compliance with the defined policies and generates alerts that can be viewed by the administrator

through the web console.
[ s| Dispositivo
) 001

= |

[-1-]

Dispositivo Dispositivo
004 002

Consola Web ASEC

= |

Dispositivo
003

In the Aranda Security web console, the general administrator will be in charge of performing the following task:

Agent Deployment

Agent deployment is the process of distributing this component to the devices that need to be monitored. From the ASEC web console, the generated command will
be copied for subsequent installation in each disopsitive.

The deployment of the agent in ASEC can be carried out in three ways:

e Deployment by devices: Through the Aranda Security web console you can deploy and subsequently install the ASEC agent on the devices.

e Deployment by Domain Policy: The installation of the agent can be done through the domain policy.

e Deploy with ADM: Using Aranda Device Management ADM you will be able to upload the ASEC agent package and start the process of distributing the ASEC
agent to the devices.

Deploy and Install Agent by Devices
Agent installation requires administrator permissions on the device.

1. Open Windows PowerShell and run the program as an administrator.
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Create Group Policies
1. Enter the option of Group Policy Management, in the local domain, select theGroup Policy Objectsand click on theNew.
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2. In the window New GPO Enter a name of the new policy. Example: ASC.3. Select the newly created policy and click the optionEdit.
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4. In the Group Policy Management Editor, select the Computer Configuration, Policies, Windows Settings option, and select theScripts. In the information view,
select the Beginning .

M Note: Configure the startup policy allows the ASEC agent to run at logon
time.
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6. In the window Startup properties, select theAdd and in the windowAdd a Script Select the Examine to select the.bat file on the ASEC agent, when finished click

Accept.
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Associating the Policy with the Organizational Unit

1. Enter the option of Group Policy Management, in the local domain, select the organizational unit to which you are linking the created GPO, and click thkink an
existing GPO.
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2. In the window that is enabled, select the policy of the created policy.

M Note: In the information view, select theconfiguration to validate that the policy configured with the ASEC agent is
enabled.

Policy Monitoring

Policy Compliance Monitoring
Monitoring is the process of monitoring and validating the levels of compliance with the policies implemented.

The administrator and specialist will be able to consult and verify the results generated after the analysis carried out by the agent on each of the devices, taking into
account the following statements:

//’/
Roles
ﬁ%@:}z- ﬁ%é QQQ
Resumen Cumplimiento

Refer to the analysis generated by Aranda Security to determine the levels of compliance with security policies on different devices.

@0 q

1. Policy Brief

2. Devices

See the list of registered devices with details about their association with compliance groups and the vulnerabilities detected.

3. Vulnerabilities

View the vulnerabilities reported by each registered device, showing criticality levels to support the implementation of plans and policies.



Policy Summary

1. Enter the Aranda Security Compliance console with administrator role, select the optionSummary from the main menu. In the information view, you can view the
results of the security policy compliance analysis on the linked devices. The information generated is grouped by compliance levels, installed agents, policy status,

and the top policy status by groups.
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F Note:

Resumen
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AGENTE INSTALADOS CUMPLIMENTO DE POLITICA POR
= DISPOSITIVOS
e
55 DISPOSITIVOS o 53 DISPOSITIVOS
46
CON POLITICA + SIN POLITICA + CUMPLEN T INCUMPLEN +

CUMPLEN T+

ESTADO DE POLITICAS

2 7 ACTIVAS

@

INCUMPLEN +

TOP ESTADO DE POLITICAS POR GRUPOS

Grupo Cantidad de dispositivos
prueba linux 14 Dispositivos
MACOSDEV 10 Dispositivos
DevGroup 8 Dispositivos
VMAZURE 6 Dispositivos

Grupo Release 4 Dispositivos

Porcentaje de cumplimiento %

- 7%
- 10%
- 18%
0%
0%

1. The consolidated report of compliance levels presents a global view of the status of the devices in relation to the security policies applied.
2. Inthe generated summary, only the information of the last 10 device records linked to the ASEC agent can be displayed.

2. In the Summary view, when you select a group from the top policy status, you will be able to access thdlevice Compliance Detail associated with the group.
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Resumen
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DISPOSITIVOS @
55 oisrosmivos o 53 oisrosmivas
b3 2 7 46
CON POLITICA -+ SIN POLITICA + CUMPLEN + INCUMPLEN +

ESTADO DE POLITICAS
@
27 ACTIVAS
3 24
CUMPLEN + INCUMPLEN +

TOP ESTADO DE POLITICAS POR GRUPOS

Grupo

prueba linux

MACOSDEV

DevGroup

VMAZURE

Grupo Release

Dispositivos - DevGroup

Cantidad de dispositivos

14 Dispositivos

10 Dispositivos

6 Dispositivos

8 Dispasitivos

4 Dispositives

Porcentaje de cumplimiento %

NIVEL DE CUMPLIMIENTO DE LA POLITICA EN EL GRUPO

Q

-— 16%

Dispositivo

@® BG-D-JPEDRAZADI

® BG-D-WPENADI

® DESKTOP-CBTU78I

® JCTREJOSI

® LAPTOP-RIKFNOA]

® MIGUEL-PC

ESTADO

Device Compliance Detail

Sistema operativo

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

Microsoft Windows 11En...

Microsoft Windows 11 Ho...

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

0 ®cumvpLen () @ incuMPLEN  [] @ ND APLICADD

IP

182.168.224.1; 192.168.1....

182.168.0.147 ; feB0::1d26...

172.17.48.1:192

182.168.56.1; 192.168.1.5 ;...

182.168.56.1;192.168.0.9.

182.168.1.6 ; feBO::feed:2..

.168.50.15...

Fecha de ejecucion

05/07/2024 7-42:15am

28/12/2023 3:20:28 am

24/04/2024 6:11:47 pm

© REMEDIACION + EXPORTAR

Accién

@ REMEDIACION

@ REMEDIACION

& REMEDIACION

& REMEDIACION

& REMEDIACION

& REMEDIACION

Mostrando 1al 6 de 6 registros

1. In the Policy information view in Aranda Security Compliance, on theGroups You will be able to view the list of groups associated with the policies. Selecting a
group with associated devices will allow you to display the Devices with the detail of compliance of the devices.
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esan0 @l activo
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O Grupo Dispositivos del grupo
ER Grupo Releass % o
< o > Mostrando 1al 1 de 1 reqistros

2. In the window Devices You will be able to view the related information of the devices associated with a group. This data is organized by name, operating system,
IP, start date, and remediation action to be executed of the group’s compliance level.

X
Dispositives - Grupe Release
NIVEL DE CUMPLIMIENTO DE LA POLITICA EN EL GRUPD
[ Q -— 5% % REMEDIACION ) EXPORTAR
Dispositivo Sistema operativo P Fecha de ejecucion Accion

e Iz Red Hat Enterprise Linux 172.27.99.253 ; fe80::215... & REMEDIACION

® BG-D-BCARBONOOI Microsoft Windows 11 Pro 192.168.0.62 ; 172.17.176.1 08/02/2024 2:27-03 pm & REMEDIACION

® BG-D-WBERDUEOO! Microsoft Windows 10 Fro 192.168.56.1; 192.168.1.13. @ REMEDIACION

® WJBC-RELEASE? Microsoft Windows 11 Pro 10.0.0.10 ; fe80::294d:48... @ REMEDIACION

esTaD0. (] eapLicano () @FaLLDo [ @ NOAPLICADD < o > Mogtrando 14l 4 2 4 registros

3. By selecting the device name, you can view in detail relevant information such as device name, policy name, the date of the scan, group to which it belongs, and
applied policy criteria.

Politica del disposltivo
Dispositivo Demo?

“==  ym-gsec-demoO]
Detalle politica

Esta politica tiene los siguientes criterios:
Fecha de escaneo: 10/12/2023 15:51:14

IP:: 10.0.0.4 ; feB0:-d7e5-283F- 5402 3e37%6 6 Frewal
Windows Firewall

Browser
Microsoft Edge

Disposltlvo: Microsoft Windows 10 Pro N

Grupo
Este dispositivo pertence al siguiente grupo

GG Grupol

[ Cambiar de grupo

4. The detail of the policy applied to the device will be able to visualize the level of compliance with the criteria of the implemented policies, through the referenced
States:

States Description

The Successful status is displayed when the policy criterion is met, applied to the

SUCCESS .

device.
FAILED The failed status is displayed when the policy criterion, applied to the device, is NOT met
NOT

APPLIED The Not Applicable status is displayed when the device has not been scanned.



Politica del disposltivo
Dispositivo Prueba Linux
' 172
Detalle politica
Esta politica tiene los siguientes criterios:
Fecha de escaneo: Sinescaneos

]
IP:: 172.27.98.248 ; fe80::215:5dff:fe01:810%2 W Browser APLICADO
Maozillo Firefox
Disposltivo: Red Hat Enterprise Linux
: NO
6 Firewall APLICADD
Firewalld

Grupo
Este dispositivo pertence al siguiente grupo

PL  pruebalinux

Combiar de grupo

5.In the policy detail, selecting the generated state displays the case validations.

X
Politica del dispositivo
Dispositivo MacOSDey
== 192

Detalle politica

Esta politica tiene los siguientes criterios:
Fecha de escaneo: 02/12/2024 08:11:29

APLICADO
IP:: 182.168.0.6 ; feB0::cBb:4e03:3eB0:fadf%5 ; Erowser
feB0::9c82:321f-feda:31f3%10 ; Safort
feB0::33e7.ebe3d:fhc:d378%1 ; @ DetectProduct
feBl::31de:2477:c753:8213% 12 Q- Validar proteccion de antiphishing
Disposltlvo: mocOS Cataling
FALLIDO
Remote_control
AnyDesk
Grupo
Este dispositivo pertence al siguiente grupo © D=tsctproduct
M MACOSDEV
[ Cambiar de grupo ]
¥ Note: In the device detail select theChange Group to modify the existing group association.
Asociar Grupos B X

A continuacion podra seleccionar o verificar el grupo osociado

Seleccione un grupo

Este dispositivo pertenece al siguiente grupo:

MACOSDEV

Usuarios del grupo: 1 usuarios

Remediation Actions

8. Regardless of the status generated (Successful, Failed, or Not Applicable) during the policy compliance analysis on the devices, you will be able to execute the
required remediation actions. Select the Remediation to execute the actions enabled for the implemented security criterion.



Dispositivos - Grupo Demo

. P X
£ Acciones de remediacion (7 seeccionar todo
NIVEL DE CUMPLIMIENT
[@- |
- Ejecutar
GC  Google Chrome
() setantiphisingStater
Dispositivo Sistema operativo IP
@® BG-D-WBERDUGOOI Microsoft Windows 10 Pro 192.168.56.1: 192
® LAPTOP-0JSMVAQB Microsoft Windows 11Ho... 192.168.1.7 ; fe80
® WJBCOA Microsoft Windows 10 Pro 10.0.0.4 ; feB0: 4
ESTADOLAPOLITICA | | |® aPLICADD | | @ FaLLIDO | | @ NoAPLICADD

B Note: When you select theSend The chosen remediation actions will be implemented.

F Note: By selecting the menu option Compliance Groups in the list, only the remediations are performed in the options in thésroup devices

7. Remediation actions that require a password require the management product key. These keys are required to access the advanced settings of the software. The
countryside Password It is not required and can be left blank, unless the product requires an administration key to make modifications.

% . . bt
Acciones de remediacion (3 seieccionar todo
'
(JEjecutar
GC  Google Chrome (] Definir estado del

antiphishing

(JEjecutar

(] Actualizar
configuracion

() Activar proteccian
en tiempo real

[JEscaneo

B8 Activar firewall

KS Kaspersky Internet Security

Contrasena

F Note: Administration or Change Keys:

- 1. Required to make significant changes to software configuration or management.

- 2. They prevent unauthorized access and unwanted modifications.

- 3. Examples: Administrator keys in operating systems, root keys in Android mobile devices, keys to access advanced settings in security systems or
business software.

Devices

1. Enter the Aranda Security Compliance console with administrator role, select the optionDevices from the main menu. In the information view, you can view the list
of devices registered through the Agent, showing the name, operating system, vulnerabilities, and the latest policy report.

§§§ ArandaSecurity Compliance @
< A . .
Resumen Administrador de dispositivos
Listado de todos los dispositivos. Puede cambiar el grupo del dispositivo dando clic sobre el nombre del dispositivo
a Politicas _—— liaai2IE
|Q W eLMmar

% Dispositivos

O Dispositivo Sistema operativo Vulnerabilidades Version del agente P Ultimo reporte

. P P g B

£ Vulnerabilidades

] e Microsoft Windows 11 Fra @) SIN ESCANEAR 0.0.0.205 192.168.1.16 ; 172.30.126.1... 10/10/2024 3:01:55 pm

O ® BG-D-BCARBONOOI Microsoft Windows 11Pro 92 ©n O 0.0.0.205 182.168.1.16 ; 172.30.128.1... 10/10/2024 3:01:55 pm

O ® B5G6-D-WBERDUGOO! Microsoft Windows 11Pro S T3 O 9421 182.168.1.4; 172.23.182.1... 31/10/2024 8:08:01am

a ® 02 Microsoft Windows 11 Pra @) SIN ESCANEAR 000205 182.168.1.16 ; 172.30.128.1 10/10/2024 3:01:55 pm

O ® 03 Microsoft Windows 11Fra @) SIN ESCANEAR 000205 182.168.1.16 ; 172.30.128.1 10/10/2024 3:01:55 pm

a ® D4 Ubuntu 23.10 &) SIN ESCANEAR 0.0.0.205 192.168.1.16 ; 172.30.128.1.. 10/10/2024 3:01:55 pm

] ® 05 Ubuntu 23.10 @) SIN ESCANEAR 0.0.0.205 192.168.1.16 ; 172.30.126.1... 10/10/2024 3:01:55 pm

] LinuxUbunty Ubuntu 20.04 BLTS {®) SIN ESCANEAR 9.4.21 10.0.0.7 ; feB0::6245:bdf...

O LinuxUbuntu Ubuntu 20.04 6LTS @) SIN ESCANEAR 9421 10.0.0.7; feB0::6245: bdf

-
@ Gonfiguragion Cumplimientodela (] ® NOAPLICADO [ ® NOCUMPLEN M < > Mostrande 10l 12 de 12 registros
: politica (J ® cuMPLEN

2. In the Devices view, the filter option is enabled in the upper left, divided by the sections ofVulnerability,Operating System Platform Vulnerability status. This filter
allows users to refine the list of devices displayed, making it easier to identify those that meet specific criteria based on their security status, device type, and most
recent evaluation status.



§§ Aranda Security Compliance @

Administrador de dispositivos
Listado de todos los dispositivos. Puede cambiar el grupe del dispositivo dando clic sobre el nombre del dispositivo

—
W Foiticas

£Q Dispositivos

~I8

Filtrar por

J @ ELMINAR

~ Vulnerabilidad ma operativo Vulnerabilidades Version del ogente P Ultimo reporte
[%7) vulnerobilidades
‘ Selacciona los CVEs b4 |
soft Windows 11Fro @ SINESCANEAR 000205 192 168118 172 30128 1. 10/10/2024 3:01:55 pm
Plataforma del sistema operative
Bvins soft Windows 11Pro Q2 @n 9 0.0.0.205 192.168.1.18 ; 172.30.128.1... 10/10/2024 3:01:55 pm
indows
(O Linux
D MacOs soft Windows 11Pro @) SIN ESCANEAR 0.0.0.205 182.168.1.16 5 172.30.128.1... 10/10/2024 3:01:55 pm
Estado de la vulnerabilidad soft Windows 11Pro @ SINESCANEAR 000205 192 168116 1172 30,128 1. 10/10/2024 3:01:55 pm
[Dsin escenear
) Ninguna w2310 @) SINESCANEAR 0.0.0.205 192.168.1.16 ; 172.30.128.1... 10/10/2024 3:01:55 pm
O eda
[ Moderada tu23.10 @ SINESCANEAR 0.0.0.205 192.168.1.16 ; 172.30.126.1... 10/10/2024 3:01:55 pm
Aplicar filt
O configurasisn Cumglimientodela | (] ® NOAPLICADD O ® NOCUMPLEN M < > M Mastronda 1al 8 de B registros

politica 8 ® cuMPLEN

3. The Policy Compliance Filter, located in the footer, is designed to filter devices based on their alignment with established security policies. By enabling this filter,
users can only view devices that meet or do not meet the requirements of these policies, making it easy to quickly identify equipment that requires corrective action
or thatisin compliance with established standards. This allows for more efficient management of compliance status across the device environment.

Administrador de dispositivos
Listado de todos los dispositivos. Puede cambiar el grupo del dispositive dondo clic sobre el nombre del dispositivo.

Q-

Dispositivo Sistema operativo Vulnerabilidades Version del agente IP Ultimo reporte =
43 mac0s Senoma 0 9 O 172.86.43.25 ; fe80::b3:f...
BG-D-BCARBONOO! Ubuntu22.04.2 LTS @) 31N ESCANEAR 172.22.211.90 ; fe80::215:...
BG-D-BCARBONOO Ubuntu22.04.2 LTS @) 31N ESCANEAR 172.22.211.90 ; fe80::215:...
BG-D-BCARBONOOI Ubuntu 22 .04.4 LTS @) 31N ESCANEAR 172.22.211.90 ; fe80::215:...
@® BG-D-BCARBONOOI Microsoft Windows 11 Pro 9> 9 900 1000 172.18.176.1;192.168.1.16 ... 26/08/2024 11:38:27am
bg-d-fvasguezmac mac0s Cataling @) 31N ESCANEAR 192.188.0.11 ; fe80::36:80...
® BG-D-WBERDUGOO1 Microsoft Windows 11 Pro o 9407 172191441 192.168.16 ;.. 27/08/2024 8:15:43 om
® DemoWll Microsoft Windows 11 Pro 9 99 O 0.407 10.0.0.6 ; fe80::8b85:483...
-

Cumplimiento
de la politica

(0 e noarLicano (] @ NOCUMPLEN (] @ CUMPLEN < ° > Mostrando 1al 14 de 14 reqgistros

Remove Devices

4. Toremove devices, select one or more records and click theEliminate.

§§§ ArandaSecurity Compliance !

Resumen

Administrador de dispositivos
Listado de todos los dispositivos. Puede cambiar el grupo del dispositivo dando clic sobre el nombre del dispositivo.

° Politicas
. ‘ Q i) ELIMINAR

L& oispositives
o (]} Dispositivo Sistema operativo Vulnerabilidodes Versian del agente IP Uttimo reporte
1 vuinerabilidades

O 43 mac0s Sonoma o9 @ 172 86 43 25 ; feB0--b3.

-] MacBookAir-Intel-FVEX .. mac0S Sonoma 92 95 @2 182.168.110.3 ; feB0:-0=d...

a ® ubuntu?3-10-1-7-0 Ubuntu 73.10 @) SINESCANEAR 0.0.0.131 172.17.51.214 ; feB0::215:... 08/10/2024 8:02:35 am

Cumplimiento

de la politica O enoapLcaDo (J @ NOCUMPLEN (J @ CUMPLEN Mostranda 10l 3 de 3 registros

& configuracion

5. A warning message is enabled where you must confirm the wiping of the device.

Mensaje de confirmacion
AL ACEPTAR =e eliminard de manera permanente

Estaseguro que desza eliminar los dispositivos?

Cancelar

Export Devices



1. In the Devices information view, after filtering the respective data and getting the list of available devices, click th&xport.

}&g Arandao Securlty Compllance
- <

B Recumen Administrador de dispositives
Listado da todos los dispositivas. Pusda cambiar el grupo del dispositiva dondo clic sabre el nombre dl dispositivo
@ Folitcns

ED oispositives

B Q M ELMINAR ) EXPORTAR

Dispaositivo Sistema oparativo Vulnzrabilidadas Varsion dal agente P Ultima reporte
Vulnerabilidades

]

] 1 Microzaft Windaws 11Pro 0.00.205 102.188.118  172.30.126.1...

] [ mac08 Catalina ®s5 O O 8422 182.188.0.8 : fe80::183 121212024 8:44:10 am

D ® EG-0-BCARBONODI Microsoft Windows 11Pro 92 Ox O 0.00.205 102.168.1.18 ; 172.30.128.1

] D2 Hicrozoft Windaws 11Pro @)GIN ESCANEAR 0.00.205 182.188.118  172.30.126.1..

(] o3 Microz: Pro 051N ESDANELR 0.0.0.205

O JK Microsaft Windows 11Pro o 9; paz2

O LinuxUbuntu Ubuntu 20.04.8 LTS N ESCANEAR B4l 10.0.0.7 ; f2B0::6245:bf.

O LinuxUbuntu Ubuntu 20.04.8 LTS @)GIN ESCANEAR 8.421 10.0.0.7; faB0::6255:baf..

O @ MACHININTEL-ADM mas08 Sonoma o5 O p422 102.188.1.81; 172.8.43.1 1/12/2024 1:57:18 pm

] ® ubuntuz3-10-1-7-0 Ubuntu 23.10 03N ESCANERR 8422 172 28102140 ; feBD: 21 11272025 1:57:17 pm

(] ® waTeR Hicrozaft Windaws 11Ho. ©n 94 05 8422 10.2.254.215: 182.188.17 .. o3/ 9:18:250m
0 contiguracisn 3:[;'; entodels 1) @ noaPLCADD (] @ NOCUMPLEN [ ] @ CUMPLEN )< - > M s T e T

2. In the Aranda Security Management Console header menu, the option toDownloads where you can view the generated format of the list of devices in Excel format
3. Click on the file to download the device information. The downloaded file includes all the fields on the device.

igina  Férmulas  Datos  Revisar  Vista  Ayuda  Acrobat ) jOué desea hacer?

SN I MUY W General - EH @ Eﬂ Belnsertar ~ 3 - Ay p P @
P Jee - Fo Bt s | o G 'of B cdﬁ G EﬁsDF
e MNrE-[E-[O-A- S v %M SR ional+ comotabias celdse ESFomator @< i) iecciontte unBDF comprtrvineulo
Portapapeles Fuente IF] Alineacion [F} Numero [F} Estilos Celdas Edicién Adobe Acrobat ”~
G138 | Fx v
A B C D E F G H 1 J K | L[+
ge e - ~ I B La pdated B Name B4 Platfo ame B2 erab al erab portanfa b ow B b o -
0.0.0.205 4044544-0036- 192.168.1.16 ; 1 Windows
9.4.2.2 d4239794-4ffe- 192.168.0.8 ; fi 12/12/2024 1:44:"192 Mac0S o s ] )
0.0.0.205 4cAcA544-0036- 192.168.1.16; BG-D-BCARBONOO1 Windows g 23 () 24
0.0.0.205 4c4c4544-0036- 192.168.1.16 ; D2 Windows
0.0.0.205 4cAc4544-0036- 192.168.1.16 ; D3 Windows
9.4.2.2 1bc3a50c-dads- 192.168.56.1; K Windows o 5 ] 7
9.4.2.1 9dbedca7-9e0c- 10.0.0.7 ; fe80 LinuxUbuntu Linux
9.4.2.1 9dbedca7-9e0c- 10.0.0.7 ; fed0 LinuxUbuntu Linux
9.4.2.2 27ff2742-9019-1192.168.1.91 ; 12/11/2024 6:57: MACMINI-INTEL-AD MacOS () 13 [ K
9.4.2.2 af6545Ff-0b2d-{172.26.102.14(12/11/2024 6:57: ubuntu23-10-1-7-0  Linux
9.4.2.2 cf0703cc-f3d8-710.2.254.215 ; 12/3/2024 2:18:2 WALTER Windows o 1 5 3

SIS E S S S S R G S S S

Devices @ B K| ] D]

Vulnerabilities

1. Enter the Aranda Security Compliance console, select the optionVulnerabilities from the main menu. In the summary view, you will be able to view the results of
the analysis of the list of vulnerabilities classified by severity and grouped by devices

}Eg_ Aronda Securlty Compliance @
P <

: Resumen Resumen de vulnerabilidodes por estado
22 de Noviembre da 2024 8:03a. m
U Politicas

E— e oss B ‘ e ‘
U vulnerabilidades ’ 1o 1o “
B
Vulnerabilidod Aplicacion Fabricanta Dispositivos =
®  CVE-2007-5550 Python 3.11 84-bit Python Saftware Founda.
®  CVE-2018-17087 PuTTY (xB4) PuTTY 1
] PUTTY (xB4) PUTTY
(] PuTTY (xB4) PuTTY 1
] PUTTY (xB4) BuTT
. PUTTY (xB4) PUTTY 1
®  CyE-oie-osce PUTTY (x84) PuTT
®  CVE-20i8-0807 PUTTY (xB4) PUTTY 1
& conriguracion Severidod [ @CRITICA [ @ IMFORTANTE [ @ MODERADL [ @ BAJA 4 < 70> M Mostranda 1al20 de 127 registros

F Note: The report generated from the vulnerability scan performed by the agents is only available for Windows and MacOS operating systems. If you are
using a different operating system, you will not be able to access this report.

2. In the Vulnerabilities view, when selecting the name of a vulnerability, a new view is displayed showing the name, description, date of last update, date
of publication, severity, affected software and the number of devices that register it with access to filter the devices.



Vulnerabilidod: CVE-2022-32868

Ay
V’ﬁ Fechaditima actualizacion: - -
Fechade publicacion: 20/
Descripcion:

Alogic isaue wos oddresced with improved atate man

CVS33.0

Cvas2.0

Gravedad base:
Puntuacion bose: 4.3

ig fixed in Safari 16, 0 16, iDS 16.7

Vector
Puntuacion de impacto:
Puntuacion de explotabilidod:

CVSS:3 VAV:N/AC: L/PR:N/ULRSS: WC:L/-NA:N
14
28

Referencios a avisos, soluciones ¥ herramientas:

ht

port.apale.comien-us/ 213542

r.oppls comien-us!

Software afecta

Safori 15.6.1{15613.3.8.1.1

Export Vulnerabilities

1. In the Vulnerabilities information view, after filtering the respective data and getting the list of vulnerabilities associated with devices, click th&xport.

EI""E Aranda Securlty Compliance

<

Resumen de vulnerobilidades por estado
13 de Diciembre de 2024 7:310. m.

zumen

and iPod0S

Vactor de atoque:

Complejidad del atoque:
Privilegios requeridos
Alcance:

Impacto en la confidencialidod
Impocto en laintegridod
Impacto en la disponibilidad

@ mes

&=

Sevaridad

Indice: 3B Dispositivos con esta vulnerabilidod.

Red
BAJA
N&

Ein cambios
BAJA
N/

N/A

Resolucion: Updats to version greater than or egual to 16.0

Y Foivca:

o VULNERABILIDADES VULNERABILIDADES VULNERABILIDADES VULNERABILIDADES

=g Dispositivas CRITICAS IMPORTANTES MODERADAS BAJAS

2 18 124 13
Vulnerabilidades
B D exrorma
N
Vulnerabilidad Aplicocian Fabricanta Dispasitivos
. CVE- 7-4558 Python 3.10 B4-bit Python Software Founda...

®  CVE-7007-4550

oV 0107

(D ecriTica [J @IMFORTANTE [ @ MODER

[ r—

2. In the Aranda Security Management Console header menu, the option taDownloads where you can view the generated format of the list of vulnerabilities in Excel

ane (] @ BAJA

Fython 3.11 64-bit

Python 3.10 B4-bit

Pythan Software Founda

Mostrando 1 ol 20 de 257 registros

format 3. Click on the file to download the vulnerability information. The downloaded file includes all the fields of the vulnerability.

Vulnerabilities (4).xlsx - Excel Heramient Walter Josef Berdugo Colon 1
Archivo Inicio Insertar Disefio de pagina Férmulas Datos Revisar Vista Ayuda Acrobat Disefio ‘;’ #Qué desea hacer? .!3;; Compartir
= X . 1 daxal==me. | = i E Eﬁ Bolnsertar ~ | X+ A ,Q ) 5
0 B - Calibri 11 A A = & & General 7] et « | [ zY E} E}
Pegar NKS- 5« D-p- === G g o 43 g3 Fomato  Darformsto Estilosde |, Owemary Buscary | Crear CrearunPDFy
- candicional - como tabla~ celda~ [ Formato- & filtrar = seleccionar~  un PDF compartir vinculo
Portapapeles Fuente IF] Alineacion [F} Numero [F} Estilos Celdas Edicién Adobe Acrobat ”~
AL - £ || cve v
AR B c D 3 F G H 1 J|K|L‘M‘N|O|P‘ﬁ
2 |CVE-2007-4559 20074559 1 3619 Python 3.10 64-bit Moderate 555 Python Software
3 |CVE-2007-4559 20074559 1 "3661 Python 3.11 64-bit Moderate 555 Python Software
4 |CVE-2015-20107 201520107 1 3619 Pythen 3.10 64-bit Important 555 Python Software
5 |CVE-2019-17067 201917067 1 15 PUTTY (x64) Important 1670 PuTTY
6 CVE-2019-17068 201917068 '1 815 PUTTY (x64) Moderate '1670 PuTTY
7 |CVE-2019-17069 201917069 1 815 PUTTY (x64) Moderate 1670 PuTTY
8 |CVE-2019-9894 20199894 1 815 PUTTY (x64) Important '1670 PUTTY
9 |CVE-2019-9895 20199895 1 815 PUTTY (x64) Critical 1670 PUTTY
10 CVE-2019-9896 20199896 1 815 PUTTY (x64] Impertant 1670 PUTTY
11 |CVE-2019-9897 20199897 1 815 PUTTY (x64) Important 1670 PuTTY
12 |CVE-2019-9898 20199898 1 315 PUTTY (x64) Ccritical 1670 PuTTY
13 |CVE-2020-10735 202010735 1 "3619 Pythan 3.10 64-bit Moderate 555 Python Software
14 |CVE-2020-14002 202014002 11 815 PUTTY (x64) Moderate 1670 PUTTY
15 |CVE-2021-33500 202133500 1 815 PUTTY (x64) Moderate '1670 PUTTY
16 | CVE-2021-36367 202136367 1 815 PUTTY (x64) Important 1670 PUTTY
17 | CvE-2022-32212 202232212 11 00395 Node.js LTS Moderate 100183 Joyent, Inc.
18 |CVE-2022-32213 202232213 1 100395 Node.js LTS Moderate 100183 Joyent, Inc.
19 |CVE-2022-32833 202232833 1 00190 Safari Moderate 100011 Apple Inc.
20 CVE-2022-32868 202232868 '1 "loo190 safari Low "lo0011 Apple Inc.
21 |CVE-2022-32886 202232886 |1 100190 Safari Important 100011 Apple Inc.
22 CVE-2022-32891 :202232891 :1 100190 Safari Moderate :100011 Apple Inc. =
Vulnerabil ® [«] ]

Listo

Device Detail

From the view of the list of Devices, you will be able to access a detail where the summary of vulnerabilities, the list of vulnerabilities and the group with its

associated policy will be displayed.

Summary Vulnerabilities

When you select theSummary a summary of the vulnerabilities registered in the Device will be displayed, the total number of vulnerabilities by severity and the top 5

applications with the most vulnerabilities will be indicated.

iz O -————+ 100%
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080 Aranda Security Compliance @

>

E Resumen Nombre del dispositivo: BG-D-BCARBONOO1
Sistema operativo: Micresoft Windows 11Pro
B @ Version del agente: 1.0.0.0 X
B Politicas

IP:192.168.1.9 ; 172.29.176.1 : 172.31.80.1: 172.22.208.1 ; feB0::faf:ab7b:ae49:0308%10 : feB0::0559:17c0:e576:2802%24 : fe80::2707:8ffa:35d:8909%29 ;
feB0::f294:5457:67e4:94d1%83
.L_LLI Dispositivos

. ; Resumen Politicas Grupos Vulnerabilidodes
&) Vulnerabilidades

TOP 5 DE APLICACIONES CON VULNERABILIDADES

U VULNERABILIDADES
CRITICAS
Node.js LTS 18.17.1
U VULNERABILIDADES O 2
— _ IMPORTANTES
FileZilla 3.65.0.0
. ] 2
o i
5 UL U DS Windows Defender 4.18.23070.1004
MODERADAS

5 U VULNERABILIDADES
Total BAJAS
& configuracien VULNERABILIDADES

Policies

When you select thePolicies, the criteria associated with the device will be displayed, along with the policy name. The remediation options and the date of the last
scan will also be displayed, allowing the most recent changes to be identified.

Nombre del dispositivo: WALTER

@I Sistema operativo: Microsoft Windows 11Home Single Language X
Version del agente: 9.4.1.2
1P: 192.168.1.3 ; feB0::9234:638e:88f6:dd2c %11

Resumen Politicas Grupos Vulnerabilidades

Politica Vulnerabilidad

Este dispositivo tiene los siguientes criterios:

NAVEGADOR WEB
Microsoft Edge

Ultimo escaneo; 28/8/2024, 4:23:55p. m. @ REMEDIACION

Groups

When accessing theGroups, the name of the only group that the device is associated with will be displayed. This functionality allows the relationship between the
device and its corresponding group to be quickly and accurately identified, facilitating its management within the platform.

E ArunduSecumy Compliance @
<

B summary Device name: BG-D-BCARBONODO1
Operating system: Microsoft Windows 11 Pro
@ Agent Version: 9.4.2.3 X
° Pulicies Lost report date: 12/27/2024
1P: 192.168.18.49 ; 172.17.240.1; 172.19.80.1 ; foB0::4aed:be01:5fb]:bf66 %4 ; feB0::fdS9-B2d2:f15d: 478c% 24 ; feB0::6087-fB48-58dd: BBea®%20

ED teviees

Summary Policies Groups Vulnerabilities Remediation Activity =

This device belongs to the following group:

RW Relecse 5.5.0 Windows

O setings

Vulnerabilities

When you select theVulnerabilities, a detailed list of detected vulnerabilities that are associated with the device will be displayed. In addition, the tool offers severity
filtering options, making it easy to prioritize those most critical vulnerabilities that require immediate attention.



E ArandaSecurity Compliance @
<
E  summary Device name: WALTER
Operaoting system: Microsoft Windows 11 Home Single Language
0 e Bl Agent Version: 8.4.2.3 X
Laost report date: 12/27/2024
IP: 10.2.254.224 ; 192.168.1.16 ; fa80: :cf7b:Tekb:f473:d482%E ; foB0:-0234:638e-BEfE: dd2c %11
5D osvice:
. Summary Policies Groups Vulneraobilities Remediation Activity
4]
[a Last soon:  27/12/2025, 10:08:250. m.
Vulnarability Application Version Vendor -
®  CVE-2007-2550 Python 3.1 B4-bit ans Python Software Founda...
®  CVE-D022-508E7 FartiClient 7070345 Fortinet inc.
®  CuE-por-szem FartiCient 7070345 Fortinet inc.
®  CVE-2020-53048 FartiClient 70.7.0545 Fortinet Inc.
®  CVE-2023-24320 Python 3.1 B4-bit ans Python Software Founda...
®  CVE-P075-35304 FartiClient 7070345 Fortinet inc.
®  CVE-2075-36038 Vizual Studic Communit... 774 Microsoft Corporaticn
®  CVE-2023-36042 Vizual Studic Communit... 774 Micrazoft Corporation
®  CUE-2025-36040 Visual Studio Communit... 74 Micracott Corporation
severty () @cRMCAL (] @ MPoRTANT (] @ voDErate [ @ Low M < - w3l >m Shawing 1to 20 of 43 recardz
@ ssttings

Remediation Activity

When you select theRemediation Activity, you will be able to view the list of actions carried out on the device, allowing detailed monitoring according to their status
of evolution (Executed, Pending or Error) and facilitating the supervision and management of remediations.

[ Note: In this section you will be able to Apply the advanced filters to search for user-specific actions and/or remediation actions and/or Use the filters by status to
identify devices or systems that require tracking, corrective actions, or priority attention.

This management speeds up the location of interventions and ensures quick access to the information necessary for analysis and decision-making.

> ArandaSecurity Compliance @

<
Resumen Nombre del dispositivo; BG-D-WBERDUGO01
Slstema operativo; Microsoft Windows 11 Pro
B Foiticas @ Verslon del agente: 8.4.2.2 X
e Fecha del Gitimo reporte2024-12-09T13:00:44 3804987
IP; 172.26.86.1; 192.168.1.5 ; feB0::cda2:c180: 98b8:2713%70 ; feB0::bobB8:5054:20ef:aBff%11
L& vispositives
Resumen Politicas Grupos Vulnerabilidades Actividad de remediacién
) vulnerabilidodes
Q
Fecha de creacién Usuario Accion Aplicacidn Fecha Gltima actualizacidn Mensaje de error
. orivuss ot pin AFFLILATIUN BUFINIG 1 rn ULy LiuTE 200 11 2uzs 32440 Pt
®  28/11/2024 3:25:08 pm APPLICATION ADMINIST... Run Kospersky Endpoint Sec... 28/11/2024 3:25:19 pm
[ ) 28/11/2024 7:53:40 pm Run Google Chrome 28/11/2024 7:53:53 pm
. 28/11/2024 7:53:40 pm Run Kospersky Endpaint Sec... 28/11/2024 7:53:53 pm
®  28/11/20247:54:28 pm Run Boogle Chrome 28/11/2024 7:54:38 pm
®  28/11/20247:54:28 pm Run Kospersky Endpoint Sec... 28/11/2024 7:54:38 pm
®  9RANINILTEE1L nm Run fnnale Chrome 2R/11I9074T-55-20 nm h
Sevaridad [ ] @ Ejecutace (] @ Pendiente (] @ Error M < . 2> M Mostrando 10l 20 de 27 registros
@ conniguracion
goo i - .
- (2% ArandaSecurity Compliance @
<
Resumen Nombre del dispositivo; BG-D-WBERDUGOO1
Sistema operativo: Microsoft Windows 11 Pro
Verslon del agente; 8.4.2.2 X
8 G

Fecha del dltimo reporte2024-12-08T13:00:44 3804967
IP: 172.26.86.1: 192.188.1.5 ; fe80::cda2:c180:98b9:e713%70 ; fe80::bab8:5054:20ef:a8i%11
L nispositives

Resumen Politicas Grupos Vulnerabilidades Actividad de remediacién
[ vulnerabilidodes
Q
Filtrar par . - ) - -
Accion Aplicacidn Fecha dltima actualizacion Mensgje de error
Usuarios
Run Kospersky Endpaint Sec... 13/11/2024 2:33:58 pm
APPLICATION ADMINISTRATOR X
| Selecciona el concepto parafiltrar - EnableRTP Kospersky Endpoint Sec... 13/11/2024 2:33:58 pm
Acciones de remediacion UpdateDefinitions Kospersky Endpaint Sec... 2712024 2:18:14 pm
B EnavierTP
Scan Kospersky Endpoint Sec... 271112024 2:19:14 pm
Brun
Oscan
) . Run Google Chrome 2712024 2:18:14 pm
[0 setantiphishingState
=
Run Kospersky Endpoint Sec... 271112024 2:19:14 pm
Severidod (] @ Ejecutodo [ ) @ Fendiont= ] @ Error M < . 2> m Mostranda 1l 20 de 27 registras

& configuracion

§§° Aranda Security Compliance @
<
E| Resumen Nombre del dispositivo: BG-D-WBERDUGOO1
Sistema operativo: Microsoft Windows 11 Pro
0 o @ Verslon del ogente: 9.4.2 2 X
e Fecha del Gltimo reporte2024-12-09T13:00:44. 3804067
IP: 172.26.86.1;182.168.1.5 ; feB0::cdaz: 13%70 ; fe80: : 20ef:aBff %11
L£Q pispositivos
Resumen Politicas Grupos Vulnerabilidades Actividad de remediacion
¥ Vunerabilidades
|
Usuarioe X Acciones de remediacian X Quitar filtros X
Fecha de creacidn Usuario Accidn Aplicacion Fecha (ltima actualizacion Mensaje de error
®  28/11/2024 3:24:4 pm APPLICATION ADMINIST... Run Google Chrome 28/11/2024 3:24:48 pm
®  28/1V/20243:25:08 pm APPLICATION ADMINIST Run Kaspersky Endpaint Sec... 28/11/2024 3:25:18 pm
Severidod [ ) @ Ejecutado (] @ Pendients ] @ Error M < - > pl Mostranda 1ol 2 de 2 registros

{3 configuracien



ASEC Configuration

ASEC Configuration

The general administrator from the ASEC Web console will be able to perform the following configuration tasks:

Configuracién ASEC

Desplieque Grupos de
Agente Politicas

1. Deploy Agent

Distribute the Aranda Security agent on the different devices that require the evaluation of compliance with security policies.

2. Policy Groups

Manage the groups associated with compliance policies and include the provisions for each group.

Deploy Agent

1. To deploy the agent, log in to the Aranda Security Compliance console as an administrator, in theConfiguration from the main menu, select theDeploy Agent. In
the information view, you will be able to see the steps to deploy the agent on the devices.
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© conFuRACION .
Windows Linux

=] Desplegar agente Agente

temp_inatoll_dir=5imiktemp ~d} &2 sudo curl -0 setup.zh httpe://downlosd arandasaft comiasecfagent/cetup s 22 suda
Grupos de chmod +x setup.sh &2 zuda /zetup.sh ~target Stemp_install_dir™ httpz://releazeqo3 arandazoft.com” 82 suda rm
cumplimiento setup.sh“Stemp_instalLdir~

Configuracién general Ejecute este comande en una terminal con privilegios de administrador.
) - Copiar comando

g Usuarios

}) Grupos de usuario

B

Sigalos posos que se presentan a
Servicios de email continuacién para el despliegue del
agente.

TV

Licenciomiento

Autenticacién
externa

r

[=) Serviciosde
directorio

2. Inthe agent deployment information view, select an operating system (Wndows, Linux, Mac).

o Seleccione un sistema operativo

o

gudo =h -c ‘curl -0 ozecogent.phkg "hitps://downlood. arondozoft.comiuzec/ogent/estup.pkg” &£ installer -phg ozecagent.phkg
-target / E& ozec-configuration -d httpe://relesssqod.orandasoft.com’

wee Ejecute este comando en una terminal con privilegios de administrador. .
Copiar comando
) -

Agente

Siga los pasos que se presentan a
continuacion para el despliegue del
agente.



3. Selecting the operating system enables the script to install and enroll the agent. Click th€opy Command; This information will be saved to the clipboard.
4. Copy the execution command and continue the ASEC agent distribution and installation process, according to the defined deployment type:

o Installation by Devices <

o Installation by Domain Policy <
o Installation and distribution with Aranda Device Management ADM <

Policy Groups
In the section you will find the groups that are created from the Aranda Security Compliance console.
View Groups and Devices

1. Enter the Aranda Security Compliance console with administrator role, in the sectionConfiguration from the main menu, select theCompliance Groups. In the
information view, you can view the list of available groups and sort the information by name of groups and devices.
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2.Enlavista de informacion de grupos también podrd visualizar el listado de dispositivos que pertenecen a cada grupo.

F Note: If the group has an associated policy, it will present the device status and the respective remediation actions that can be applied.

Group Creation

3. To create policy groups, in the group information view, select theNew; window is enabled Devices where you can enter the name of the group.

When you enter the created group again, you will have the options to associate and disassociate devices enabled.
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Remove from Groups

4. To delete groups, in the group information view, select a record from the list and click theEliminate.


https://docs.arandasoft.com/adm/en/pages/gestion_distribucion/proyectos_distribucion.html
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Enlaventana que se habilita podra confirmar o denegar la accion de eliminar el grupo.

Mensaje de confirmacion
Estd sequro que desea eliminar los grupos?

RECUERDA:AL ACEPTAR se eliminord de maonera permanente

Cancelar Aceptar

B Note: If the group has devices associated with it, at the time of confirmation, the devices will be available to be associated with another group.

Associate devices

5. To associate devices, in the group information view, enter arecord of a created group, and in théevices Click the Associate Devices.

Dispositivos documento
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DD e B X
documento
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-
ESTADO LA POLITICA @ APLICADO @ FaLLIDD ® NO APLICADO < ? SHssqR e Saiteons

En el listado de dispositivos seleccione un registro y haga clic en el botdn Asociar Dispositivos , para asociar el dispositivo al grupo.

Disassociate devices

6.To detach devices, in the Devices window, select a record and click the Unassociate Devices button.
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General Settings

General Settings

The general administrator from the ASEC Web console will be able to configure the following transversal modules:

/ ,{;;

Configuracion General

% B

Usuarios Servidor
de Correos

Autenticacion

Servicios
de Directorio

Licenciamiento

Grupos

1. Users

In this module of Aranda Common you can configure the users in charge of managing security policies. These configurations can only be made by a user with an
administrator role. Additionally, you can assign the roles Administrator and Specialist.

Formore information, please refer to theUser Management <.

2. User groups

In this module of Aranda Common you will be able to configure and manage user groups to perform the assignment of roles in a more efficient way.

Formore information, please refer to theGroup Management <.

3. Set Up Mail Servers

In this module of Aranda Common you will be able to configure an email provider for the operation of Arandda Security Compliance, from this server notifications will
be sent to users. The email is configured to be able to perform password recovery for users who have been created manually (It does not apply to those who are
imported).

Formore information, see theMail Server Management ©.

3. Manage Licenses

Aranda Security Compliance allows you to manage the licenses acquired and associate them with the devices required to carry out an adequate management of
security policies.

Formoreinformation, see theLicense Management <.

4. Directory Services

In this Aranda Common module, you can configure the directory services that can be used in the Aranda Security application, such as the lightweight directory
access protocol LDAP, which allows you to configure the connection to other business directories or the directory servicd\zure Active Directory

Formoreinformation, see theManagement Directory < Services.

5. Configure Authentication Providers

In this Aranda Common module you can define the external authentication providers, which follow the SAML (Security Assertion Markup Language) standard to
perform user authentication in the application.


https://docs.arandasoft.com/common/en/pages/modulo_usuarios/gestion_usuarios.html
https://docs.arandasoft.com/common/en/pages/modulo_grupos/gestion_grupos.html
https://docs.arandasoft.com/common/en/pages/modulo_correo/gestion_servidor_correo.html
https://docs.arandasoft.com/common/en/pages/modulo_servicio_directorios/gestion_directorios.html

Authentication Provider < Management



https://docs.arandasoft.com/common/en/pages/modulo_autenticacion_externa/gestion_proveedores.html
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