@

LJ

Aranda Virtual Support



Aranda VIRTUAL SUPPORT (AVS)is a system intended to be able to take remote control of workstations with different types of Operating Systems. In a Client-Server model,
where there are Clients of type: Consoles, desktop applications where remote control is managed by specialists and Agents, applications that run on the side of the machine
to which remote control is taken;

In the AVS Agent Manual you should take into account the following considerations:

Agente estacion

1. ° Requerimiento J T

1. Requirements

Learn about the requirements for installing the agent on workstations, supported operating system versions, and configuring a Windows user account.

2. Agent Workstation

The Aranda Virtual Support agent is installed on the workstations required by the customer to carry out remote support tasks such as file transfer and remote takeover by
the specialist.

Who is this Handbook for?

This manual is designed for the workstations and the specialist, so that they can install and configure the agent on the different devices.

What is our documentation?

AVS Getting Started Guide

AVS Management User Manual
AVS Agent Manual

On-premises installation manual

e o o o

AVS Agents

AVS Agent Usage Requirement

A\ Important: You cannot have the AVS Agent and the Aranda Remote Control (ARC) Agent installed simultaneously on the same workstation. Conflicts can be
generated between both agents, preventing proper use.

The following are the minimum conditions for the installation of the agent that the workstation must meet:

Workstation Requirements

Virtual processor 2-core CPU
RAM Minimum 4 GB
Disk Space Minimum 400 MB

Supported versions

The supported operating system versions are as follows:


https://docs.arandasoft.com/avs-guide/en
https://docs.arandasoft.com/avs-admin/en
https://docs.arandasoft.com/avs-onpremise/en

Operating system
Mac 0S 12

Mac 0S 13

Mac 0S 14

Windows 10 LTS 2019
Windows 10 Enterprise LTSC 2021
Windows 10
Windows 10
Windows 10
Windows 10
Windows 11

Windows 11

Windows Server 2016
Windows Server 2019

Windows Server 2022

Required Ports

Ports used by the Workstation Agent.

Port Protocol

443 TCP

8081 TCP
WebSockets

64883 TCP

o e

Version

Monterey

Fortune

Sonoma

1809

20H1

20H2

21H1

21H2

22H2

21H2

22H2

1809

Description

Required for the Workstation Agent’s connection to the Notifications server.

Required only for output, intended for connecting the Workstation Agent to the Turn Server on the remote control
socket.

They establish a persistent two-way connection between the agent and the server.

Required for output only, intended for connecting the Workstation Agent to external Turn Servers in file transfer.

Range required for output only, intended for connecting the Workstation Agent to external Turn Servers in file
transfer.

Windows User Account Settings

It defines the collection of information that allows the operating system to know the resources, such as files, folders, programs, configurations, personal preferences,
among others, to which a user has access. Accessed by Windows Login

AVS Agent

In order for a specialist to provide the
that facilitates the operation.

How agent deployment works

remote control or file transfer service, users must have an agent installed on their workstations according to their Operating System

In the support management processes performed by the support administrator and the AVS web console specialist, an agent configuration code is automatically generated.

The AVS specialist will share the agent

configuration code with the workstation to perform the agent installation on devices that require starting remote support tasks.

Gestion de soporte AVS 1B Instalacion Agente estacion de trabajo

Caodigo configuracion Agente

The process of installing and configuring the AVS agent on workstations must be adjusted to the operating system (Windows or MacQOS) to facilitate its operation, following



the following concepts:

Installing the Agent

Installing the agent on the workstation device allows for remote support and can be run with the installer, in installed or run-only mode (without installing the agent), or by
command line.

Manual Agent Configuration

After the agent has been installed, if the respective configuration code has not been generated during support group management in the AVS web console, you can perform
the manual configuration of the agent.

AVS Notifications

In the agent configuration processes and during remote support, the system generates different notifications.

Agent Update

The latest version of the agent can be updated on devices, via a notification that arrives at the workstation.

Agent Notifications

When installing and configuring the agents, through the user interface, you will be able to validate the station’s availability for remote support, with the status message
located at the top right of the interface. The device status can be “Online”, “Disconnected”, “Licensed”, “No Support Group”, “No License”, or “No Service”. The agent variants
based on the reported status are described below.

Message

State
color

Notification Image

Online Green The device can receive a remote connection ENLINEA ’

Disconnected Gre The device is not connected to the notification server (It can be due to an incorrect
y URL orinternet network failures)

Graduate Blue Licensed Device (M) ’

No support

L ¢ SINGRUPO DE
group Orange Support group code is invalid ( ;;ééé; )’

No license Orange The device is not licensed L Salsiin. ’

No service Red Agent failure on device when service is stopped ’

Windows Agent

Windows Agent Installation

A\ Important: The operating system is required to be licensed, for the agent Ul and chat to install correctly.

Run Agent with Installation

1. To perform the manual installation of the agent, the specialist supplies the executable file of the Aranda Virtual Support agent. Entering the installer will launch the



installation wizard, click Following.

ﬁ Aranda Virtual Support Agent - InstallShield Wizard >

Bienvenido a Aranda Virtual Support Agent -
InstallShield Wizard

Installshield(R) Wizard le permitird modificar, reparar o eliminar
Aranda Virtual Support Agent. Para continuar, haga dic en
Siguiente.

< Atras E Siguiente = i | Cancelar

2. Enter the Agent Configuration Code and click Following. If you don’t have this code, leave the space empty and click Following.

ﬂ Aranda Virtual Support Agent - InstallShield Wizard *
Codigo de configuracion del agente
Opcionalmente puede escribir el cddigo de configuracidn de agente
propordonado por el especalista
Cédigo de configuracitn
InstallShield
<avie Corcte

3. If you need to have multiple supports, select the install and click following.

ﬂ Aranda Virtual Support Agent - InstallShield Wizard

Instalar o ejecutar
Es posible instalar para recbir miltiples soportes o ejecutar para un solo

Seleccione la acdon que desea realizar

(®) Instalar

() Solo ejecutar

InstallShield

<Atds | Sguente> ] Cancelar

4. In the drop-down window, fill in the organization data, click Following, select the type of installation you want to perform (complete or custom) according to your
competencies and skills and click Following.


https://docs.arandasoft.com/avs-admin/en/pages/soporte_remoto/mis_grupos_de_soporte.html#codigo

ﬁ Aranda Virtual Support Agent - Install5hield Wizard
Tipo de instalacién

Elija el tipo de instalacion que se adapte mejor a sus necesidades.

Seleccione un tipo de instalacidn.

Se instalaran todos los componentes del programa. (Mecesita mas
espacio en disco).

() Personalizada

Elija los componentes del programa que desee instalar y la ubicacidn
en gue se instalaran, Recomendada para usuarios avanzados,

InstallShield

< Atrds Cancelar

F Note: Installing the agent generates different Aranda Virtual Support processes and services.

5. To start the agent installation, click Install.

ﬁ Aranda Yirtual Support Agent - InstallShield Wizard

Preparado para instalar el programa
El Asistente estd preparado para comenzar la instalacion.

Haga dic en Instalar para comenzar |a instaladdn.

Si desea revisar la configuracion de la instalacon o realizar algin cambio, haga dic en
Aftras. Haga dlic en Cancelar para salir del Asistente.

InstaliShield
<avés  |["®instar ] | cancelar
6. Once the installation is complete, click End.
ﬁ Aranda Virtual Support Agent - InstallShield Wizard X

Aranda Virtual Support Agent Finalizado -
InstallShield Wizard

InstaliShield Wizard ha instalado Aranda Virtual Support Agent
correctamente. Haga dic en Finalizar para salir del asistente,

< Alrds ' Cancelar

7. Verify that, in the Windows Start menu, in the All Applications, Aranda Software path, the ‘Aranda Virtual Support Workstation’ option is present. Select this item to open
the Agent UL.

Todas las aplicaciones o Atrds

Aranda Soltware A

@ Aranda Virtual Support Workstation

8. Sino se ingreso ningun codigo de configuracion en el paso 2, en la interfaz de usuario del agente, podrd visualizar el mensaje de notificacion en color gris y con el estado
‘Desconectado’. Dirfjose alo seccion Configuracion manual de agente paro completar el proceso. Ver tambien Notificaciones


file:///avs-agent/en/procesos_agente.html
file:///avs-agent/en/configuracion_agente.html
file:///avs-agent/agentes/notificaciones.html

& Aranda Virtual Support Workstation

Version

F Note: If the specialist performs a file transfer on the workstation device for the first time, the Firewall will send a security alert. Select all checkboxes and click
Allow access.

Firewall de Windows Defender bloqued algunas caracteristicas de
Aranda.AVS, Transferfile. Service. Target en todas las redes plblicas y privadas.

=" Mombre: Aranda.AVS, Transferfile, Service Target

. Editor: Aranda.AVS. Transferfile. Service. Target
Ruta de C:\users\shirley\appdataYocal\temp\{e 3b8fd 7b-8524-4dc4
BCCESO: “24e-09c 29049730} \agentbinaries \program files

Y TR ST T Yo Sl RS Wpipuiyt yitp——"y

Permitir que Aranda.AVS. Transferfile.Service. Target se comunique en estas redes:
[[]Redes privadas, como las domésticas o del trabajo

(7] Redes piblicas, coma las de aeropuertos y cafeterias (no se recomienda porque
estas redes piblicas suelen tener poca seguridad o carecer de ella)

{Cudl es el riesgo de permitir gue una aplicacidn pase a través de un firewal?

Permitir acceso Cancelar

F Notes:
1. During the installation of the agent, it is necessary to grant the User Account Control (UAC) Permissions.
2. 0nce the agent installation process is completed, if required, you will be able to enter again The agent configuration code.

Run Agent without installing
To run the agent without installing it, follow these steps:

1. Follow steps Tand 2 of Run with installation.

2. Select the Run Only option and click Following.

ﬁ Aranda Virtual Suppert Agent - InstallShield Wizard X

Instalar o ejecutar
Es posible instalar para redbir mdltiples soportes o ejecutar para un solo

Seleccione la acddn que desea realizar

(O Instalar

(@) Solo ejecutar

InstaliShield —

nves Carcsr

3. Awindow opens with the following message and the User Account Control question is launched. View installation permissions


file:///avs-agent/en/permisos_agente.html
file:///avs-agent/en/codigo_de_configuracion_agente.html
file:///avs-agent/en/pdf.html#section-006
file:///avs-agent/en/permisos_agente.html

ﬁ Aranda Virtual Support Agent

Instalar o ejecutar

Es posible instalar para recibir miltiples soportes o ejecutar para un solo

Seleccione la accion que desea realizar

Aranda Virtual Support Agent - InstallShield Wizard X

(O Instalar

Inicio de agente terminado.
(@) Solo eje o

InstaliShield

< Atrds Siguiente > Cancelar

4. Click Accept and then in End.

ﬁ Aranda Virtual Support Agent - InstallShield Wizard >

Aranda Virtual Support Agent Finalizado -
InstaliShield Wizard

El asistente se ha interrumpido antes de completar |a
instalacdn de Aranda Virtual Support Agent.

Su sistema no ha sido modificado. Para instalar este programa
en ofra ocasion, vuelva a ejecutar el programa de instaladon.

Haga dic en Finalizar para salir del asistente,

5. The agent Ul will launch automatically. If no configuration code was entered in step 2, the notification message will be greyed out in the agent Ul and with the status
‘Disconnected’. Go to the Manual Agent Configuration to complete the process.

) Arwnds Vil Support Workstation - X

& Aranda Virtual Support Workstation

Version

F Notes:

1. If the specialist performs a file transfer on the workstation device in the “Run Only” mode, the Firewall will send a security alert. Select all checkboxes and click
Allow access.

2. The executable file of the agent installer cannot be scanned by antiviruses, which identify it as a false positive and can be blocked or removed from the
machine where it is examined.

6. To end the agent in run-only mode, from the agent Ul drop-down menu, select the option Get out.

@ Arands Virtual Suppont Workstation - *

‘anda Virtual Support Workstation

Yarcicy
VErsion



file:///avs-agent/en/configuracion_agente.html

7. Confirm by clicking Yes.

€ Arsnda Virtusl Support Workstation = w

Cerrando agente

iEsta seguro de querer
cerrar el agente?

™ |

B Note: If option No On the commit, the agent is not finalized and redirects to the view About.

Installing and configuring the agent by command line

Agent installation and configuration can also be done by command line. This action can be performed remotely by the workstation itself or by the specialist. In this case,
follow the steps below:

1. Login to the cmd as an administrator

2. Select the folder where the installer is downloaded

3. Run the command <.\AVS.Agent.Installer.X.X.X.X.exe /S /V "/norestart /qgn ACC=Coddigo_de_configuracion">, (The X.X.X.X correspond to the installer version).
For the AVS installer. Agent.Installer.msi, the <msiexec.exe /i "Ruta\al\archivo\AVS.Agent.Installer.msi" /norestart /qn ACC=Cédigo_de_configuracion>.

4. If the installation and configuration were successful, in the Windows Start menu, in the All Applications path, Aranda Software will be able to display the option ‘Aranda
Virtual Support Workstation'. Select this item to open the Agent user interface, display the notification message in green and with the status ‘Online’; This can take about 10
minutes. If the configuration code is incorrect or no licenses are available, the agent will be installed, but it will not be configured and the agent’s notification message will
remain grayed out in the ‘Disconnected’ state after 10 minutes.

) Arands Virtual Support Workstation - ®

& Aranda Virtual Support Workstation

Version

F Note: To uninstall the agent, run the command <wmic product where "name like 'Aranda Virtual Support Agent™ call uninstall /nointeractive>.

Uninstall agent
1. Go to the agent'sinstaller.

2. The installation wizard will start, click Following.

#7 Aranda Virtual Support Agent - InstallShield Wizard X

Bienvenido a Aranda Virtual Support Agent -
- Instalishield Wizard

InstaliShield(R) Wizard le permitird modificar, reparar o eliminar
Aranda Virtual Support Agent. Para continuar, haga dic en
Siguiente,

<Awis | Concelar

3. Choose the option Eliminate and click Following.



i Aranda Virtual Support Agent - InstaliShield Wizard X

Mantenimiento del programa
Modificar, reparar o eliminar el programa.

() Modificar
Cambiar los componentes del programa que se instalaran. Esta opcon
@ muestra el cuadro de didlogo Selecdén personalizada, en el que podra
cambiar la manera en que se instalan los componentes,
() Reparar

Reparar errores en el programa. Esta opdon repara archivos dafiados o
que falten, accesos directos y entradas del registro.

(@) Eliminar
@ Elminar Aranda Virtual Support Agent del equipo.

InstaliShield

<avés [ Sguente> ]| Concelr

4. Click Eliminate and then in Accept in the confirmation message.

5. The following message is received:

ﬂ Aranda Virtual Suppert Agent - InstallShield Wizard *

Eliminar el programa
Ha elegido eliminar el programa del sistema.

Haga dic en Eliminar para eliminar Aranda Virtual Support Agent de su equipo. Una vez
que se haya eliminado, este programa no estara disponible para su uso.

Si desea revisar la configuraddn o realizar algin cambio, haga dic en Atrés,

InstallShield

<avis  |[@gnnar ] | cancelar

45 Informacién del instalador de Aranda Virtual Support A... X

El programa de instalacién debe actualizar los archivos
0 servicios que no se pueden actualizar mientras se
ejecuta el sistema. Si decide continuar, se requerira un
reinicio para completar la instaladon.

6. Click Accept and in End. The agent will be successfully uninstalled.

P Note: The agent can also be uninstalled from the Programs and Features option of the control panel.

Manual Windows Agent Configuration

Once the agent is installed, follow these steps to access the user interface:

1. Click the Windows “Start” button.

2. Navigate to “All Apps.”

3.Inthe “Aranda Software” folder, find and select the “Aranda Virtual Support Workstation” option.

Todas las aplicaciones ¢ Atras

Aranda Software ~

g Aranda Virtual Support Workstation

The agent Ul is enabled where you can make adjustments to the configuration.




Option

Drop-down
menu

Status message

Configuration

Description

@ Aranda Virtual Support Workstation - x

= Aranda Virtual Support Workstation

Version

Displays a menu of options:

- About: Allows you to display the current version of the agent (default option).

- Configuration: Allows you to adjust the Host configuration, group code, and apply the configuration code.

- Configuration Code: Allows you to update the agent’s configuration by inserting a new configuration code. View Configuration

Code.

- Get out: Enables the option to close the agent interface, available only in “Run Only” mode

It allows you to visualize the current status of the agent. View Notifications

1. From the agent Ul drop-down menu, select the Configuration:

@ Asanda Virtual Support Workstatian - x

-anda Virtual Support Workstation

Version

2.In the Settings window, complete the following Fields.

Field

Host(Api or Url)

Support Group
Code

Requires user
confirmation

Fixed
password

One-time
password

Obligatory

Yes

Yes

No

Yes

No

Description

Aranda Virtual Support (AVS) server URL, which must be provided by the specialist performing the support.

Support group code that must be provided by the specialist who will provide the support.

This field is for enabling or disabling confirmation by the user when authorizing a support session.

The authorization password for the support session.
The password must meet the following characteristics:

1. It must have at least one capital letter.

2. It must have at least one lowercase letter.

3. It must have at least one number.

4. It must have at least one special character.

5. It must have a minimum length of 12 and a maximum of 50 characters.

This password is made to be used only once when authenticating the support session, once the support session has
been authorized the password will no longer be valid and a new one will be generated.

A new password can be invalidated and generated by clicking the refresh icon in that field or by clicking the Accept.


file:///avs-agent/en/pdf.html#section-009
file:///avs-agent/en/pdf.html#section-00c

9 Asanda Virtual Support Workstation - o

Configuracién

HOST (AP o URL)

Codigo de grupo
Autorizacion
|:J Requiere confinmacién de usuario

Esta contrasefia es fija y nos va a dejar acceder de manera permanente.
Contrasefia Confirmar Contrasefia

[T] Habilitar contrasefia de un sl uso

CANCELAR ! ACEPTAR

3. To save the settings, click Accept. If the fields have been entered correctly, the message will be displayed: “ Correct, Updated settings.”

P Notes:
1. Click the Cancel to undo the modifications made, as long as the changes have not been previously saved.
2.1f achange to the agent configuration is required, after the agent installation you will be able to log in again The Configuration Code.

User confirmation

User confirmation means that the specialist cannot enter the workstation until the user approves the authorization. The following steps must be followed:

1. Inthe agent Ul, in the Settings window, turn on the Requires user confirmation.

D Aranda Virtual Support Workstation — %S

Configuracién
HOST (AP0 URL)

httpssy

Chdigo de grupo

93e0e144- G026

Autonzaciin

. Requiere confirmacion de usuaro

Esta contrasedia es fIJR ¥ NOSva a dl"].‘ﬂ acceder de manera permanente.

Contrasefa Confirmar Contrasefa
Ll LAl ll) "eeReeeN
[_'i Habilitar contrasefia de un s8lo usa

CANCELAR | ACEPTAR

2. When the specialist requests authorization for a support session, the workstation will receive a validation message:

0 Aranda Virtual Support - X

Solicitud de sesion de soporte

Hay una solicitud del especialista
NOMBRE DEL ESPECIALISTA

|' CANCELAR | ACEPTAR

3. The specialist will be on hold, while the application is accepted. If accepted, support is authorized.

Enter Setup Code

It is possible that at some point the agent configuration needs to be updated either due to changes in the support specialist, organizational, headquarters, departmental
changes, etc. In these cases, it is possible to re-enter the configuration code without the need for a new installation of the agent. To do this, perform the following steps:

1. From the agent Ul drop-down menu, select the Configuration Code:


file:///avs-agent/en/pdf.html#section-009

D Aranda Virtual Suppert Workstation — ®

Acerca de
Configuraciin

| cédigo de configuracion

Chat

-anda Virtual Support Workstation

Version

2.Inthe Configuration, enter the configuration code provided by the specialist in the field Configuration Code and click Send:

D Aranda Virtual Support Workstation - ®

for\r’ig.;;annh

Chdigo de configuracidn

ENVIAR

3. If the code is correct, the message is displayed: “ Correct, Updated settings.” The fields of Configuration They will be updated according to the parameters set in the
agent’s profile. INotes|- When clicked Send Without filling in the field, the message will be displayed: “Error: The configuration code cannot be empty”.
- When clicked Send By filling out a plain code, the message will be displayed: “Error: The configuration code is not in a valid format.”’|

Chat Service
A Important: The Chat does not handle conversation history, when the chat window is closed, the conversations will be deleted.

The chat service allows the workstation user to communicate with Aranda Virtual Support (AVS) online specialists. To access the chat service from the AVS Agent user
interface (Ul)and communicate with a specialist, follow these steps:

Requirements

o The Agent must be installed or initiated in Execution Mode and be in the “Online” status.
e The workstation must be associated with the support groups of specialists that are online on the AVS website.

Access to Chat

1. Login to the AVS Agent user interface (Ul) on the workstation and select the option Chat from the floating menu.

@ Aranda Virtual Support Workstation = %
Acenca de
Configuracion

Codigo de configuracion

| Chat

-anda Virtual Support Workstation

Version

It can also be accessed from the start menu by selecting the option Aranda chat.


file:///avs-agent/en/configuracion_agente.html#campos
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2. The chat window is enabled where the following options will be enabled:
€ Aranda Chat Workstation - x

3. To send a message to a specialist, click on the query field and select the name from the list of generated chats. In this field, you can also filter by typing the name of the
specialist.

€ Aranda Chat Workstation - X

El
o Conectado x

ESPECIALISTA 2

NOMBRE DEL ESPECIALISTA

4. By selecting the specialist, you will be able to view the list of recent chats and the Conversation Section is enabled where you can start the conversation. Type the
message in the text field provided and press Enter to send it or click the Send (paper airplane icon).

€ Arands Chat Workstation - b

e Conectado NOMBRE DEL ESPECIALISTA

NE NOMERE DEL ESPECIA...

Mensaje que va hacer emviado al especialista x

5. When the message is sent, it isrecorded in the conversation section of the chat window, showing the timestamp of the sending.

€D Aranda Chat Workstation - X
BJ
» Conectado
Mg NOMBRE DEL ESPECIA.. 11:12am. " S o LEi A
Usted: Mensaje enviado al esp.. (D) Mensaje enviado al especialista desde el chat del Agente




Receiving Messages and Notifications

When the workstation receives a new message, the chat window will launch, allowing the user to initiate the conversation with the specialist in a timely manner.
Notifications help maintain an effective flow of communication between users and specialists.

€9 Aranda Chat Workstation - o ®

[ | B
o Conectado

NE NOMERE DEL ESPECIA... 1109am. 1109a.m. o ) _
Mensaje enviado por el especi-. (1) Mensaje enviado por el especialista, al usuanio de la estacion de
trabajo

Handling Lost Connection During Specialist Interaction

If during a conversation with a specialist they get disconnected, or if you select a specialist who is not logged in on the AVS website, and you try to send a message, the app
will display the following message:

€ Aranda Chat Workstation - m} X

Error

Usuario desconectado

B Note: During the loss of connection in an interaction with the specialist, the user's message will not be sent. By re-establishing the connection, the user will be
able to continue the conversation.

Windows Agent Update

1. Each time a new version of the AVS agent is released, the customer will receive a notification informing them that there is a new version and asking if they want to update
it.

€D Aranda Virtual Support — ] 4

Actualizacidon de agente

;Deseainstalar la
actualizacién ahora?

Luego ] | Ahora ‘

2.0nce the customer decides to accept such an update, the new version of the agent installed on the device will automatically be obtained.

B Notes:
- When clicked Later, after 2 hours the system will relaunch the update notification.
- If you have an antivirus that restricts downloads, you must add the agent to the exclusions in order to perform the update.



Windows Remote Control Notifications
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Permissions and Processes
Windows Agent Permissions

Permissions on boot

Firewall



i Alerta de seguridad de Windows *

Firewall de Windows Defender blogued algunas caracterizticas de
Aranda.AVS. Transferfile.Service, Target en todas las redes plblicas y privadas.

@ Mombre: Aranda.AVS. Transferfile. Service. Target
Editor: Aranda Software
Ruta de N o sogentd10-24-
acceso: 2023_15.30.29program files 64\aranda\aranda virtual
T e N LI SR S =] P T SRS ey

Permitir que Aranda. AVS. Transferfile. Service. Target se comunigue en estas redes:
[] Redes privadas, como las domésticas o del trabajo

[w]fedes piblicas, como las de aeropuertos y cafeterias (no se recomienda porque
estas redes publicas suelen tener poca sequridad o carecer de ella)

£Cudl es el riesqo de permitir que una aplicacidn pase a través de un firewall?

Permit acceso | | Cancelar

As a Service

When running the agent from service, the UAC (User Account Control) question will appear so that the user process runs with administrator permissions. The question is
similar to the one in the following image:

Control de cuentas de usuario »

;Quieres permitir que esta aplicacion de un
editor desconocido realice cambios en tu
dispositivo?

C\Users\Aranda\AppData\Local\Temp
\{BBCD29C8-FB66-4A6F-
A28A-6D4402E3ED95NAVS.Agent.Installer.m
Si

Editor: Desconocido
Origen del archivo: Unidad de disco duro en este equipo

Mostrar mas detalles

If you answer yes to the question, you will see that the user process (Aranda.AVS.Workstation.Ul.exe), as well as all AVS service processes (remote control and file transfer)
will run with administrator permissions. This is because they are user-launched processes. If you answer no, the installation of the agent-as-a-service is interrupted.

As an executable

If the agent is launched as an executable (when double-clicking on the application), a similar behavior will be seen, however, the question is visualized as follows:

9 Aranda.AVS.Workstation

Editer comprobado: ARANDA SOFTWARE ANDIMA S A S
Origen del archive: Unidad de disco duro en este equipo

Mostrar mas detalles

In both cases, both as a service and as an executable, the same behavior will be had in terms of permissions.

User Account Control (UAC) question frequency

Under normal operating conditions, the agent will only ask the UAC question when started. It is only necessary to ask the question once, since with the permissions that the
user acquires, it will be enough to launch the other processes with those permissions.

The agent has a security validation, which prevents the question from being asked repeatedly in less than five minutes.

If the question was answered in the negative, and you want to give administrator permissions later, you can either restart the agent completely or wait five minutes after it
boots and stop the process called “Aranda.AVS.Workstation.Ul.exe".



Permissions for the Remote Control Service in a Windows Session

The following sections describe the Remote Control Service permissions for a previously logged in Windows session directly.

Giving an affirmative answer to the UAC question

For this scenario, the remote will be able to handle programs that require administrator permissions. Examples of these programs include:

Windows Command Prompt run as administrator.
Task manager.

Registry editor.

File Explorer on paths with administrator permissions.
Software released as administrator.

Itis clear that it will also be able to handle all software that does not require administrator permissions.
All of these programs and any that require administrator permissions can be managed from the AVS viewer.
Some of the scenarios that will not have this management are:

e UAC questions to give administrator permissions to another program.
e UAC questions to install or uninstall software.

Giving a negative answer to the UAC question

In this scenario, you will not be able to manage any software or program that requires administrator permissions or that has been released with administrator permissions.

If you foreground a program with such a restriction, mouse and keyboard events will have no effect on the remote control.

Windows Agent Processes and Services

Main Process

The main process of the agent is the one corresponding to the executable “Aranda.AVS.Workstation.exe”. When launched from the agent service it will look like this:

Nombre = PD  Estado Mombre de usuario
) Aranda.AVS. Workstation.exe 1480  En ejecucion SYSTEM

When launched as a user or executable, you will see in the User Name column, the user of the current Windows session:

Mombre PID Estado Mombre de usuario
) Aranda.AVS. Workstation.exe 5944  En ejecucién o o

This service is responsible for communicating with the main server, as well as managing the agent’s internal database and orchestrating the other processes. No matter how
the agentis launched, whether as a service or executable, there will only be a “Aranda.AVS.Workstation.exe” process

User Process

Regardless of whether the agent was launched as a service or executable, you will see a “Aranda.AVS.Workstation.Ul.exe” process within each Windows session launched.
The process will belong to each user, like this:

~

Nombre PID Estado Mombre de usuario
@Arandmvs.workﬁﬁm.umce 22588 En ejecucién on e B

There will only be one process per Windows user session. This process is responsible for launching windows, icons, questions with a graphical user interface, as well as
launching the processes of the AVS services that require running in the Windows user session.

AVS Service Processes

Remote control

The process in charge of allowing remote control is the one corresponding to the executable “Aranda.AVS.VNC.Application.exe”.

Depending on whether the agent is launched as an executable, you will see only one process for each Windows session started, as follows:

S

MNombre PID Estado Nombre de usuario
© Aranda AVS.VNC. Application.exe 16712 En gjecucion SYSTEM

On the other hand, if the agent is launched as a service, you will see two processes of the same executable, one for the user of each Windows session and one for the
service.

~

MNombre PID Estado Nombre de usuario
© Aranda. AVS.VNC Application.exe 15812 En gjecucién SYSTEM
) Aranda AVS VNC Application.exe 23996 Enejecucion  jyme me—




Main Service

If the agent has been installed with the service, you will see the following Windows service for the agent:

Propiedades: Aranda AVS Agent 9 (Equipo local) X

Nombre de servicio:  Aranda AVS Agent 3
Nombre para mostrar: Aranda AVS Agent 9

Ruta de acceso al ejecutable:
1 Files\Aranda“Aranda Virtual Support‘\Agent‘\Aranda AVS Workstation exe"

Tipo de inicio: Automtico (inicio retrasado) =

Iniciar Detener Pausar Reanudar

Puede especificar los parametros de inicio que se aplican cuando se inicia
&l servicio desde aqui.

Parametros de inicic

Aceptar Cancelar Aplicar

This service points to the executable “Aranda.AVS.Workstation.exe” As can be seen, this service must be started automatically to allow functionalities without depending on
a Windows session.

Additional Services for AVS Services

Remote control

If installed as a service, the following service must be available for remote control:

Propiedades: Aranda Remote Control VNC (Equipo local) X
Nombre de servicio: Aranda Remote Control VNC
MNombre para mostrar: Aranda Remote Control VNC

D = =

Ruta de acceso al ejecutable:
a‘\Aranda Virtual Support\Agent\Aranda AVS.VNC Application exe -service

Tipo de inicio: Manual v

Estado del servicio:  Detenido

: Iniciar Detener Pausar Reanudar
Puede especificar los parametros de inicio que se aplican cuando se inicia
el servicio desde aqui.

Parametros de inicio:
Aceptar Cancelar Aplicar

This service points to the executable “Aranda.AVS.VNC.Application.exe” This service is launched by the service of the executable “Aranda.AVS.Workstation.exe”, so its
startup must be manual.

Halting Processes

Regardless of the way the agent has been launched, if the agent is stopped correctly, it will in turn be responsible for stopping all the processes and services launched during
its operation.

Internal communication between processes and services

For the aforementioned processes it is important to be able to send and receive messages. To do this, a GRPC communication is used in which each process listens on an
internal port, without configuring firewall rules and without remote or external access to the computer; it is a local communication between processes.



The ports mentioned below are static. The agent will attempt to use those ports locally; however, in case they are busy, the agent will not work properly until the ports are
available again.

Main Process

The main process of the executable “Aranda.AVS.Workstation.exe” tries to listen on TCP port 5050. On that port, it receives responses from interaction with the graphical
interfaces of the user's processes, “Aranda.AVS.Workstation.Ul.exe”, as well as notifications from remote control services, user confirmation requests (if enabled), and
notifications of agent updates.

This is the same regardless of whether it is released as a service or executable

File Transfer Process

The main process of the executable “Aranda.AVS.Transferfile.Service.Target.exe” tries to listen on TCP port 5029. Responses are received on that port from the interaction
with file transfer between the workstation and the specialist agent.

Remote Control Process

The “Aranda.AVS.VNC.Application.exe” remote control process attempts to listen on TCP port 9087 when running within a user’'s session on Windows locally. There it
receives requests to start a remote control session. In this case, the agent attempts to use port 8081 for communication with the Turn Server; is the only port that must be
allowed to go out to the Internet in order to communicate with the Local Turn Server.

MacOS Agents

MacOS Agent Installation

Run Agent with Installation

For macOS systems, there are two installation agents, which should be used specifically depending on the type of processor of the device.

e Aranda Virtual Support Workstation.X.X.X.X_arm64.pkg: For devices with Apple Silicon (M1-M2) processors.
e Aranda Virtual Support Workstation.X.X.X.X_x64.pkg: For devices with Intel processors.

1. To perform the manual installation of the agent, the specialist provides the executable file of the Aranda Virtual Support agent according to the processor of the device.
Entering the installer will launch the installation wizard, click Continue.

[ N E& W Instalar a8
Instalador de
® Introduccién Se te guiard a través de los pasos necesarios para instalar
este software,
Seleccion
de destino

Tipo de instalacidn
Instalacion

Resumen

Atrd Continuar

2. The auto wizard selects the destination route and provides a summary of the space required for the installation. Select the option to Install.

[ X E= w Instalar ]
Instalacién estdndar en “Macintosh HD*
® Introduccién La instalacién ocupara 1566,8 MB de espacio en la
computadora.

Seleccién
* de destino Haz clic en Instalar para realizar una instalacién estindar de
® Tipo de instalacién este software en el disco “Macintosh HD*.

Instalacion

Resumen

Atras Instalar

3. In the pop-up window, fill in the requested data and click Install software.



w Instalar (a]

F
i -
@ Introduccion l i*
Seleccidn
“ de destino Instalador
® Tipo de instalacién Instalador estd intentands instalar un software
#® [nstalacién nueva.

Ingresa tu contrasedia para permitic asta accién,

| Mombre del Usuario ]

Cancelar Instalar software

[Notellnstalling the agent generates different Aranda Virtual Support processes.| 4. Once the installation is complete, click Close.

L N @ Instalar &}

La instalacién se completd correctamente.

# Introduccidn

Seleccién
de destino

# Tipo de instalacion

® Instalacién

8 R La instalacion se completd
correctamente.

El software se instald.

5. To apply the Agent Configuration Code From the terminal, use the following command: sudo avs-configuration -c {cédigo de configuracion}, not including the curly
brackets {}.

ece m E mm J
Last login: Mon Dec & 14:54:15 on ttys0ea

[ B = % sudo avs=configuration =c AVcIl H E ENE E0aQ
FlfnHvve

Password:

Stopping agent daemon

Argument -c¢ called with parameter AVc] PD0a0FlfnHvve

Setting configuration code
Configuration code setted
Booting agent daemon

~% 1

6. From the Launchpad search for ‘Aranda Virtual Support Workstation”. Select this item to open the Agent Ul.

Q Aranda Virtual Support

€

Aranda Virt...orkstation

7. Sino seingreso ningun cédigo de configuracién en el paso 5, en la interfaz de usuario del agente, podra visualizar el mensaje de notificacion en color gris y con el estado
‘Desconectado’. Dirfjose alo seccion Configuracion manual de agente paro completar el proceso. Ver tambien Notificaciones
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[ BN Aranda Virtual Support Workstation

&= Aranda Virtual Support Workstation

Version

[Notes|l. During the installation of the ogent, it is necessary to grant the Permissions Accessibility and Access.
2. Once the agent installation process is completed, if required, you will be able to enter again The agent configuration codel|

Installing and configuring the agent by command line

Agent installation and configuration can also be done by command line. This action can be performed remotely by the workstation itself or by the specidalist. In this case,
follow the steps below:

1. Enter the Terminal.app

2. Run the command: sudo installer -pkg "Downloads/Aranda Virtual Support Workstation.X.X.X.X_arm64.pkg" -target /. (What is in quotation marks corresponds to the path
and name of the installer. The X.X.X.X correspond to the version.).

3. To apply the Agent Configuration Code From the terminal, use the following command: sudo avs-configuration -c {codigo de configuracion}, not including the curly
brackets {}.

4. If the installation and configuration were successful, from the Launchpad search for ‘Aranda Virtual Support Workstation'. Select this item to open the Agent user
interface, display the notification message in green and with the status ‘Online’; This can take about 10 minutes. If the configuration code is incorrect or no licenses are
available, the agent will be installed, but it will not be configured and the agent’s notification message will remain grayed out in the ‘Disconnected’ state after 10 minutes.

L XN Aranda Virtual Support Workstation

s Aranda Virtual Support Workstation

Versior

Uninstall agent

1. Access the agent uninstaller Aranda Virtual Support Workstation Uninstaller.X.X.X.X.pkg. Make sure that it matches the version of the agent installed on your system.

2. The installation wizard will start, click Continue.

& Instalar a
Instalador de
® Introduccién Se te guiara a través de los pasos necesarios para instalar
este software.
Continuar

3. The Auto Assistant selects the destination route. Select the option to Install.


file:///avs-agent/en/permisos_agente.html
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0 W@ Instalar (a]

Instalacién estandar en “Macintosh HD*

A, Los Haz clic en Instalar para realizar una instalacion estindar de
Seleccién este software en el disco “Macintosh HD"
“ de destino

® Tipo de instalacién

Atris Instalar

4. In the pop-up window, fill in the requested data and click Install software.

& Instalar B

Instalando

® Introduccion (i

Seleccidn =
% de destino E_"‘_

# Tipo de instalacién
® Instalacion

Instalador

Instalador estd intentando instalar un software
nuavo. _—

Ingresa tu contrasefa para permitir esta accidn.

Nombre de usuario

= )

Cancelar Instalar software

5. You receive the following message: “Installation completed successfully”, click the Close. The agent will be successfully uninstalled.

®0 @ Instalar (i

La instalacidn se completd correctamente.

® Introduccion

Seleccidn
de destino

® Tipo de instalacidn

@ Instalacidn

La instalacion se completd
correctamente.
El software se instald.

Cerrar

INotelFrom the terminal you can also run the command: sudo installer -pkg "Downloads/Aranda Virtual Support Workstation Uninstaller. X.X.X.X.pkg" -target /. (What is in
quotation marks corresponds to the path and name of the uninstaller. The X.X.X.X correspond to the version.) This allows the agent to be uninstalled. |

Manual MacOS Agent Configuration
Once the agent is installed, follow these steps to access the user interface:
1. Click the “Launchpad”icon or the magnifying glass icon in the Spotlight.

2. Find and select the “Aranda Virtual Support Workstation” option.



Q. Aranda Virtual Support Workstation.a o

2 Aranda Virtual Support Workstation.a

O Buscar en Internet

Aranda Virtual Support Workstation.app

Clase Aphcacion
Tamafio 18,4 MB
Creacién 22/12/23
Muodificacion 2212/23
Ultima apertura 22/12/23

[ NON Aranda Virtual Support Workstation

& Aranda Virtual Support Workstation

Option Description

Displays a menu of options:
- About: Allows you to display the current version of the agent (default option).

E]r;)ri;down - Configuration: Allows you to adjust the Host configuration, group code, and apply the configuration code.
- Configuration Code: Allows you to update the agent’s configuration by inserting a new configuration code. View Configuration
Code.

Status message It allows you to visualize the current status of the agent. View Notifications

Configuration

[ NON ) Aranda Virtual Support Workstation

Aranda Virtual Support Workstation
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Field Obligatory Description
Host(Api or Url) Yes Url of the notification server that must be delivered by the specialist who performs the support.
ggggort Group Yes Support group code that must be provided by the specialist who will provide the support.

Requires user

This field is for enabling or disabling confirmation by the user when authorizing a support session.

This password is made to be used only once when authenticating the support session, once the support session has

confirmation e
The authorization password for the support session.
The password must meet the following characteristics:
Floxses(\j/vord Yes 1. It must have at least one capital letter.
P 2. It must have at least one lowercase letter.
3. It must have at least one number.
4. It must have at least one special character.
5. It must have a minimum length of 12 and a maximum of 50 characters.
One-time No been authorized the password will no longer be valid and a new one will be generated.
password

A new password can be invalidated and generated by clicking the refreshicon in that field or by clicking the Accept.

[ N Aranda Virtual Support Workstation

3. To save the settings, click Accept. If the fields have been entered correctly, the message will be displayed: “ Correct, Updated settings.”

F Notes:

1. Click the Cancel to undo the modifications made, as long as the changes have not been previously saved.
2.If achange to the agent configuration is required, after the agent installation you will be able to log in again The Configuration Code.

User confirmation

User confirmation means that the specialist cannot enter the workstation until the user approves the authorization. The following steps must be followed:

1. In the agent Ul, in the Settings window, turn on the Requires user confirmation.

2. When the specialist requests authorization for a support session, the workstation will receive a validation message:

L R

Aranda Virtual Support Workstation
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e e Aranda Virtual Support Workstation

1l
=

Aranda Virtual Support Workstation

Solicitud de sesion de soporte

Hay una solicitud del especialista
NOMBRE DEL ESPECIALISTA

T ————————

3. The specialist will be on hold, while the application is accepted. If accepted, support is authorized.

Enter Setup Code

It is possible that at some point the agent configuration needs to be updated either due to changes in the support specialist, organizational, headquarters, departmental
changes, etc. In these cases, it is possible to re-enter the configuration code without the need for a new installation of the agent. To do this, perform the following steps:

1. From the agent Ul drop-down menu, select the Configuration Code:

[ N Aranda Virtual Support Workstation

Aranda Virtual Support Workstation

Version

2.In the Configuration, enter the configuration code provided by the specialist in the field Configuration Code and click Send:

[ NN Aranda Virtual Support Workstation

3. If the code is correct, the message is displayed: “ Correct, Updated settings.” The fields of Configuration They will be updated according to the parameters set in the
agent's profile. INotes|- When clicked Send Without filling in the field, the message will be displayed: “Error: The configuration code cannot be empty”.
- When clicked Send By filling out a plain code, the message will be displayed: “Error: The configuration code is not in a valid format.”|

Chat Service
A Important: The Chat does not handle conversation history, when the chat window is closed, the conversations will be deleted.

The chat service allows the workstation user to communicate with Aranda Virtual Support (AVS) online specialists. To access the chat service from the AVS Agent user
interface (Ul) and communicate with a specialist, follow these steps:

Requirements

e The Agent must be installed and be in the “Online” status.
e The workstation must be associated with the support groups of specialists that are online on the AVS website.

Access to Chat

1. Login to the AVS Agent user interface (Ul) on the workstation and select the option Chat from the floating menu.


file:///avs-agent/en/configuracion_agente.html#campos
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[ BN ] Aranda Virtual Support Workstation

Aranda Virtual Support Workstation

Versidn

2. The chat window is enabled where the following options will be enabled:

® 9 Aranda Chat Workstation

3. To send a message to a specialist, click on the query field and select the name from the list of generated chats. In this field, you can also filter by typing the name of the
specialist.

® O Aranda Chat Workstation

ARANDA SERVICES USER
NOMBRE DEL ESPECIALISTA
TEST-}

TEST-!

TEST-Anm

TEST-1nmms

TEST-,

TEST-A

4. By selecting the specialist, you will be able to view the list of recent chats and the Conversation Section is enabled where you can start the conversation. Type the
message in the text field provided and press Enter to send it or click the Send (paper airplane icon).



® 0 Aranda Chat Workstation

NE NOMBRE DEL ESPECIAL

5. When the message is sent, it isrecorded in the conversation section of the chat window, showing the timestamp of the sending.

80 Aranda Chat Workstation
AM NOMBRE DEL ESPECIALISTA

12:05p.m
Mensoje enviodo ol especialista desde el chat del Agente

NE NOMBRE DEL ESPECIAL... 12:03

Receiving Messages and Notifications

When the workstation receives a new message, the chat window will launch, allowing the user to initiate the conversation with the specialist in a timely manner.
Notifications help maintain an effective flow of communication between users and specialists.

®0 Aranda Chat Workstation

NOMBRE DEL ESPECIAL Z:15p.m

NE T Mensaje enviodo por el especialista, ol usuario de lo estacion de trabajc

Handling Lost Connection During Specialist Interaction

If during a conversation with a specialist they get disconnected, or if you select a specialist who is not logged in on the AVS website, and you try to send a message, the app
will display the following message:



F Note: During the loss of connection in an interaction with the specialist, the user's message will not be sent. By re-establishing the connection, the user will be
able to continue the conversation.

MacOS Agent Update

1. Each time a new version of the AVS agent is released, the customer will receive a notification informing them that there is a new version and asking if they want to update
it.

00 Aranda Virtual Support

Actualizacion de agente

;Desea instalar la
actualizacion ahora?

Luego Ahora

2.0nce the customer decides to accept such an update, the new version of the agent installed on the device will automatically be obtained.
B Notes:

- When clicked Later, after 2 hours the system will relaunch the update notification.
- If you have an antivirus that restricts downloads, you must add the agent to the exclusions in order to perform the update.

Permissions and Processes

MacOS Agent Permissions

The following sections describe the permissions that must be granted to the Aranda Virtual Support Workstation agent.

Accessibility Permit

This permission must be granted from the system preferences, selecting the option Security and privacy. If this permission is not activated, it will not be possible to take
remote control.



[ X1 < + i Seguridad y privacidad Q (]

General FileVault Firewall Privacidad

* Micréfona Permite a las siguientes apps que controlen la computadora.
‘ Recaonocimiento de voz

=
Accesibilidad

€D Aranda Virtual Support Workstation.app

Zie Monitorizacién de entrada i
C

B Acceso total al disco
B Archivos y carpetas
z +
Grabacién de pantalla
Contenides y Apple Music
£} Homekit

*
n Haz clic en el candado para impedir que se realicen cambios. Avanzado...

Full Disk Access Permission

This permission must be granted from the system preferences, selecting the option Security and privacy. This permit is required for the proper functioning of the Agent.

[ X ¢ » i Seguridad y privacidad Q (-]
General  FileVault  Firewall Privacidad

* Micréfono Permite que las apps de abajo accedan a datos de Mail,
Mensajes, Safari, Casa, respaldos de Time Machine y algunas
configuraciones administrativas de todos los usuarios de esta

Rec imiento de
‘ onacimien voz

(@3] Accesibilidad

—ZZ Monitorizacidn de entrada

€D Aranda Virtual Support Workstation.app

Acceso total al disco
=]

Archivos y carpetas

@ Grabacion de pantalla
Contenidos y Apple Music + =
0 Homekit

~
' Haz clic en el candado para impedir que se realicen cambios. Avanzado... ?

Screen Recording Permission

This permission must be granted from the system preferences, selecting the option Security and privacy. This permission is required to allow remote takeover and store the
visual record in the audit.

Seguridad y privacidad L]

P

General  FileVault Firewall Privacidad X
= e o Permite que las siguientes apps graben el contenido de tu
= Monitorizacién de entrada pantalla, incluso cuando se usan otras apps.

E Acceso total al disco
+ € Aranda virtual Support Workstation.app

B Archives y carpetas

@ Grabacién de pantalla

B Contenidos y Apple Music

{2} Homekit

Bluetooth + -

Disponibilidad del usuarie

m Automatizacion

el
“ Haz clic en el candado para impedir que se realicen cambios. Avanzado... ?

MacOS Agent Processes

Main Process

The main process of the agent is the one corresponding to the executable “Aranda.AVS.Workstation”. When launched from the agent it will look like this:

Monitor de Actividad -
oce Todos los procesos O~

MNombre del proceso Usuario [al % CPU

Aranda. AVS Workstation roat 1432 01




This process is responsible for communicating with the main server, as well as managing the agent’s internal database and orchestrating the other processes.

AVS Processes

Remote control

The process in charge of allowing remote control is the corresponding “Aranda Virtual Support”. You will see only one process for each session started, as follows:

Monitor de Actividad =
LA Todos los procesos @ @ @ ¥ o
Nombre del proceso v Usuario PID % CPU
© Arands Virtual Support O 4116 0.2

Halting Processes

Regardless of the way the agent has been launched, if the agent is stopped correctly, it will in turn be responsible for stopping all the processes and services launched during

its operation

Internal communication between processes

For the aforementioned processes it is important to be able to send and receive messages. To do this, a GRPC communication is used in which each process listens on an

internal port, without configuring firewall rules and without remote or external access to the computer; it is a local communication between processes.

The ports mentioned below are static. The agent will attempt to use those ports locally; however, in case they are busy, the agent will not work properly until the ports are

available again.

Main Process

The main process of the executable “Aranda.AVS.Workstation” tries to listen on TCP port 5050. On this port, it receives responses from the interaction with the graphical
interfaces of the user processes “Aranda Virtual Support”, as well as notifications from remote control services, user confirmation requests (if enabled) and notifications of

agent updates.

Remote Control Process

The “arcvnc” remote control process attempts to listen on TCP port 9087 when running within a user’s session. There it receives requests to start a remote control session.
In this case, the agent attempts to use port 8081 for communication with the Turn Server; is the only port that must be allowed to go out to the Internet in order to

communicate with the Local Turn Server.



