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Aranda Virtual Support



ARANDA VIRTUAL SUPPORT AVS allows remote support to be established to workstations, regardless of the client’s network, allowing remote control and transfer files in
real time and securely.

Below is a description of the basic and transversal elements of AVS, which allow the user to subsequently access the remote control management processes. The sections
that make up this guide are:

Acceso FU“CiOAvgientO Entorno Roles

1. Access

Learn how to access the AVS website and identify the application usage requirements.

2. AVS Operation

Learn how Aranda Virtual Support works and its components.

3. Environment

Identify the AVS web interface with which you are going to interact in the different remote support management processes and know the different sections that make it up.

4. Roles

Learn about the roles defined in AVS and their scope in the management of the different remote support processes.

Who is this guide for?

This guide is designed to familiarize the user with the basic elements required to interact with the AVS application at a first level.

What is our documentation?

AVS User Guide

AVS Remote Support Management Manual
AVS Agent Manual

On-premises installation manual

AVS Accesses

Usage Requirements

AVS Website

The supported browsers are as follows:

Browser Version
Edge Version >= 88
Google Chrome Version >=97.0.4692.71

Mozilla Version >=96.0.2

Specialist Agent

To access the remote support features, the specialist agent must be installed on a device that meets the following minimum conditions:


https://docs.arandasoft.com/avs-admin/en
https://docs.arandasoft.com/avs-agent/en
https://docs.arandasoft.com/avs-onpremise/en

Specialist device

Virtual processor 2-core CPU

RAM Minimum 4 GB

Disk Space Minimum 4 GB

The operating system versions supported by the specialist agent are:

Operating system

Windows 10 LTS 2019

Windows 10 Enterprise LTSC 2021

Windows 10

Windows 10

Windows 10

Windows 10

Windows 11

Windows 11

Version

1809

20H1

20H2

21H1

21H2

22H2

21H2

22H2

The supported browsers are as follows:

Browser Version

Edge Version >= 88

Google Chrome  Version>=97.0.4692.71

Ports used by the Specialist Agent.

Port Protocol

443 TCP

8081 TCP
WebSockets

64883 TCP

0

Workstation Agent

A\ Important: You cannot have t
generated between both agents,

Description

Required for the Specialist Agent’s connection to the Recording server.

Required only for output, intended for the connection of the Specialist Agent with the Turn Server at the remote
takeover.

They establish a persistent two-way connection between the specialist agent and the server.

Required only for output, intended for the connection of the Specialist Agent with external Turn Serversiin file
transfer.

Range required only for output, intended for the connection of the Specialist Agent with external Turn Servers in file
transfer.

he AVS Agent and the Aranda Remote Control (ARC) Agent installed simultaneously on the same workstation. Conflicts can be
preventing proper use.

The minimum conditions for the installation of the agent that the workstation must meet are:

Workstation Requirements

Virtual processor 2-core CPU
RAM Minimum 4 GB
Disk Space Minimum 400 MB

The operating system versions supported by this agent are:



Operating system Version

Mac 0S 12 Monterey
Mac 0S 13 Fortune
Mac 0S 14 Sonoma
Windows 10 LTS 2019 1809

Windows 10 Enterprise LTSC 2021 20H1

Windows 10 20H2
Windows 10 21H1

Windows 10 21H2
Windows 10 22H2
Windows 11 21H2
Windows 11 22H2

Windows Server 2016

Windows Server 2019 1809

Windows Server 2022

Ports used by the Workstation Agent.

Port Protocol Description

443 lNCR Required for the Workstation Agent’'s connection to the Notifications server.

Required only for output, intended for connecting the Workstation Agent to the Turn Server on the remote control

8081 TCP socket.

WebSockets They establish a persistent bidirectional connection between the AVS agent and the server.

64883 TCP Required for output only, intended for connecting the Workstation Agent to external Turn Servers in file transfer.
15000 - UDP Range required for output only, intended for connecting the Workstation Agent to external Turn Servers in file
65000 transfer.

AVS Accesses

The authentication process on the AVS website will be executed according to the role defined by the organization to develop the different remote support management
tasks. The two instances of authentication are:

Login
1. Enter the url of the Aranda Virtual Support (AVS) website.

2. Tologintothe AVS app, enter the username and password assigned to you, taking into account the Authentication Fields Specifications.
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SOFTWARE
Enter the information to access

Authentication type

Password

Logging Out

1. To end the session and exit the application, select the user icon in the header menu of the AVS website and click log off.
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2.0nce logged out, the user returns to the home screen and can log back into the AVS website.

Specification AVS Fields

Authentication

Field Description
User It can have letters and/or numbers. It does not discriminate between upper and lower case letters.

Password It must be at least 6 characters, cannot be empty, and cannot contain spaces at the beginning or end.

User Management

Users
Datum Obligatory Description
Name Yes It can have printable letters, numbers, and/or special characters and does not differentiate between upper and lower
case letters.
It can have printable letters, numbers and/or special characters and does not discriminate between upper and lower
Username Yes
case letters.
It must have 6 characters (default), the number and types of characters depend on the configuration that is made in the
Password Yes . — .
Password Policy from the Aranda authentication provider.
Repeat . .
Yes [t must contain the same data entered in the password.
password

The other fields are optional.
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User Groups New

Datum Obligatory Description

It can have printable letters, numbers, and/or special characters and does not differentiate between upper and

Name Yes

lower case letters.
Group No It can have printable letters, numbers and/or special characters and does not discriminate between upper and
Description lower case letters.

It can have printable letters, numbers, and/or special characters and does not differentiate between upper and
Group Leader Yes

lower case letters.

Support Management

New Support Groups
Datum Obligatory Description
Name Yes It should be between 6 and 80 characters long. It can have printable letters, numbers, and/or special characters and

does not differentiate between upper and lower case letters.

It should be between 6 and 255 characters long. It can carry printable letters, numbers and/or special characters and

Description Y L
escriptio es discriminates between upper and lower case letters.

Associate Users

Column Description

Name It allows you to organize the information in alphabetical order.
User It allows you to organize the information in alphabetical order.
Email It allows you to organize the information in alphabetical order.

Date of creation It allows you to organize the information from the most recent date to the oldest or vice versa.

Telephone It allows you to organize the information in alphabetical and numerical order.

Agent Profiles

Datum Obligatory Description
Name Yes It should be between 6 and 50 characters long. It does not differentiate between upper and lower case letters.

It must be between 12 and 50 characters, it must have at least one number, one uppercase letter, one lowercase letter,

FesEne 1S and one printable special character.

How AVS works

How AVS works

From the AVS website, the specialist user offers the remote support service (remote control and file transfer) to the customer’s workstations with the AVS agent installed.
Through the AVS web environment, users (administrators, infrastructure) will be able to configure elements required for the service and follow up on remote support
sessions.

For the operation of Aranda Virtual Support you must take into account the following components and their scope:
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Website

Through a web environment, the user, according to the established role, will be able to manage the different configuration and remote support processes.

AVS Remote Support Management

Agents

The AVS service is provided by two agents; one installed on the client’s workstation and another agent on the specialist’s device, who through the AVS web application will be
able to take remote control and transfer files on the workstations.

« Install and configure the Client Workstation AVS Agent
o |Install the AVS Specialist Agent

Workstation

The client workstation refers to the computers (desktop, laptop, server) that have the AVS Workstation Agent installed.

Specialist Device

Specialist devices are the computers (desktop, laptop) that have the AVS Specialist Agent installed.

Specialist Agent Installation

1. To have the specialist’s agent, you must use the installer provided by Aranda:

& AVS.5pecialist.Installer.9.0.1.4.exe

B Note: The installer executable file cannot be tested by antiviruses, as they identify it as a foreign agent and can be blocked or removed from the checked
machine.

2. Whenyou run the installer you will be able to see the following image:

‘IE Aranda Virtual Support Viewer - InstallShield Wizard *

Welcome to the InstallShield Wizard for
Aranda Virtual Support Viewer

The InstallShield(R) Wizard will install Aranda Virtual Support
Viewer on your computer. To continue, didk Next.

WARNIMNG: This program is protected by copyright law and
international treaties.

3. You can then configure the company and the user as shown in the following image:
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ﬁ Aranda Virtual Support Viewer - InstallShield Wizard

Customer Information

Please enter your information.

User Mame:
[aranda]

Organization:

InstallShield

< Back || Mext = I | Cancel

4. Itisrecommended to choose the complete installation:

ﬁ Aranda Virtual Support Viewer - InstallShield Wizard
Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

(®) Complete

All program features will be installed. (Reguires the most disk
space.)

I:J Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshicld

< Back || Mext = | | Cancel

5. Start the installation. This step requires admin permissions:

ﬁ Aranda Virtual Support Viewer - InstallShield Wizard

Ready to Install the Program
The wizard is ready to beain installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

< Back || ansmll || Cancel

6. Once the installation process is complete, click finish:

ﬁ Aranda Virtual Support Viewer - InstallShield Wizard X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Aranda
Virtual Suppart Viewer. Click Finish to exit the wizard.

F Note: If a security alert is issued by the firewall after installation, select the All check-box and click on Allow access.
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Mejor coincidencia

Aranda Virtual Support Viewer

Aplicacién

Aplicaciones

Aranda Virtual Support Viewer
* Aranda AVS Agent Aplicacién

Aranda.Agent.Windows.x86 _x64.9.7.

2006.0501.exe - en Files
Abrir

Aranda.Agent.Windows.x86_x64.9.7.
2006.0501.exe - en Files

Ejecutar como administrador
Abrir ubicacion del archivo
Buscar en Internet

Anclar a Inicio
,0 Aranda - Ver resultados web

Anclar a la barra de tareas
£ arandanos

Desinstalar
O aranda service desk
Carpetas
B Aranda
B Documentacién Aranda
Documentos

B Proyecto Aranda.txt

L Arand a| Virtual Support Viewer

Uninstall

‘ﬁ Aranda Virtual Support Viewer - InstallShield Wizard o

Bienvenido a Aranda Virtual Support Viewer -
.ﬂ InstallShield Wizard

ot

InstallShield(R) Wizard le permitird madificar, reparar o eliminar
Aranda Virtual Support Viewer. Para continuar, haga dic en
Siguiente,

<aws Canceer

ﬁ Aranda Virtual Support Viewer - InstallShield Wizard

Mantenimiento del programa

Madificar, reparar o eliminar el programa.

() Modificar

Cambiar los componentes del programa gue se instalaran. Esta opcon
muestra el cuadro de didlogo Seleccidn personalizada, en el gue podra
cambiar la manera en que se instalan los componentes.

O Reparar

Reparar errores en el programa. Esta opcidn repara archivos dafiados o
que falten, accesos directos y entradas del reqistro,

(®) Eliminar
@ Eliminar Aranda Virtual Support Viewer del equipo.
= |

Installshield

<= Atras Cancelar



# Aranda Virtual Support Viewer - [nstallShield Wizard >

Eliminar el programa

Ha eleqgido eliminar el programa del sistema.

Haga dlic en Eliminar para eliminar Aranda Virtual Support Viewer de su equipo. Una vez
que se haya eliminado, este programa no estara disponible para su uso,

Si desea revisar la configuracidn o realizar algin cambio, haga dic en Atras.

Installshield

<Atds || @PEimnar | | Cancelar

AVS Environment

Website

The management of remote support and the different configurations are carried out on the Aranda Virtual Support (AVS) website.

Once logged in, log in to the AVS website with the Established role (general manager, infrastructure, support manager, specialist). Each of the roles will be able to access
different features of the website:

Main Menu

Group the different functionalities according to the permissions associated with the user’'s role; the management modules in Aranda Virtual Support are:


file:///avs-guide/en/pdf.html#section-004

Modules Description icon

Users This configuration module allows you to manage manually created or imported users from the Active Directory. 0]
Configuration module that allows you to manage user groups created manually or imported from the active Ial

User Groups . &
directory.

Licences In this configuration module, the purchased licenses are queried. =

Directory Services This configuration module manages the directory services that can be used by AVS. =

External

Authentication This configuration module manages external authentication providers.

Support Groups In this module, you will be able to manage and classify the groups that will be supported. g

In this module, the information for authentication and agent authorization processes is configured, for access to

Agent Profiles .
support sessions.

Support sessions This configuration module manages the support sessions of registered specialists.

My Devices In this module, it will be possible to monitor and consult the information of controlled devices. Cad
Audit In this module, you will be able to consult the logs of activities carried out by specialists during remote support. B
Chat This module allows specialists to interact with workstation users. (J

Information View

For most records, when you select a record from the available listing, you can view and edit the associated data, or delete the record.




e Seeker: This field allows you to perform a data query by filtering the record by a specific word. (You can search by a word contained in the columns Name, User, Device,
Operating System, Provider, among others.)

e New: This button defines the action to create a new record (user, license, turn server, support group, agent profile, and so on). Activating this action enables a window
to fill in the related information.

e Eliminate: This button defines the action to delete an existing record on the AVS website (user, turn server, support session, agent profile, and so on).

e Clean Filters: This action allows you to remove search filters by keyword, by selection of a record or by active/inactive status when applicable.

e Column Options: This option allows you to modify the columns of the table that you want to display.

Users

Applicationusers

[ Q - NEW ¥ DELETE COLUMNOPTIONS

Detail View

This view presents the detailed information of the AVS logs created. Example: User Details, Licenses, or Agent Profiles.

2 b 4
AA APPLICATION
' ADMINISTRATOR &

Additional Information
ENABLED

This is additional information thot
completes the user information.

User: ADMINISTRATOR

Password; ******

Emall:

Phone: Roles

These are the user roles

Creatlon date: June 25, 2024 11:13 No associated roles

Groups

This user is in these groups

AD

DELETE

Roles de AVS

Userrolesin AVS

Aranda Virtual Support has designed specialized user roles to carry out different tasks in the management and provision of the remote support service:

)

Administrador General ﬁ Administrador de Soporte

ROLES -
DE USUARIOS Especialista

Infraestructura

®

The general manager is a person with vision, capable of planning, directing and supervising the strategic areas that Aranda Virtual Support (AVS) needs for its proper
functioning. It is also responsible for identifying and managing problems within an organization that can be solved quickly and easily through the remote support service
offered by this tool. In AVS, the general manager is responsible for the following functionalities:

General Administrator Role

Create, update, and delete created or imported users.

Assign roles such as General Manager, Support Manager, Infrastructure, and Specialist.
Manage created or imported user groups.

View license details.

The General Administrator can also perform the functions of the Support Administrator and Infrastructure roles.



Rol Modulos Permisos

', , Licenclas
Administrador 6o 0000
general
Perfll Grupos
de Agente de Soporte

Seslones
de soporte

.E_ﬂ 0

Auditoria

@ 2 Q000

Autentlcaclén Serviclo
Externa  directorlo

Usuarlos Grupos

de Usuarlos

Role Infrastructure

The user with the Infrastructure role is an IT administrator who is responsible for managing the configuration of some infrastructure resources, as well as collecting
information on availability and performance of all its components for the optimal operation of the AVS tool. This role is responsible for the following functionalities:

Directory Services Configuration (LDAP - Microsoft Entra ID).
Configure general and special password policies in the local directory.
Configure the use of external authentications (SAML).

Configuration of external Turn Servers in on-premise environments.
Configuration of the local Turn Server in on-premise environments.
Configuring File Storage in On-Premise Environments.

Rol Modulos Permisos

d O000

Autentlcaclan
Externa
Infraestructura - o @ @ @

Serviclo directorlo

Support Administrator Role

Users with the Support Administrator role are responsible for planning, directing, organizing, and controlling all activities related to the remote help desk. They must be
aware of the hierarchical structure of the organization in order to properly manage the support groups. They are responsible for the following functionalities:

Create, edit, or delete support groups.

Relate users or groups of users to support groups.

Create, edit, or delete agent profiles.

Manage support sessions from all specialists.

Release support session licenses.

Audit all activities related to support sessions, file transfer, and remote control.



Rol Modulos Permisos

Perfll Grupos
de Agente de Soporte

Administrador
de soporte

Seslones

2 ©

Audltoria

Specialist Role

Specialists are in charge of offering remote support to workstations, among the functions they can perform are, taking remote control, transferring files and communicating
through chat. They are responsible for the following functionalities:

View devices.

Create and delete support sessions.

View the support groups to which they have been assigned.
Generate the agent configuration code.

Take remote control.

Transfer files.

Interact with users via chat.

F Note: To take remote control and transfer files, the specialist must have installed on his computer The Specidlist’'s Agent.

fre=i

Rol Modulos Permisos
Perfll Mis

de Agente Grupos
[ =)
@ , =08

Mis
Especialista Disposltivos
Mis Chat

Seslones
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