@

LJ

Aranda Virtual Support



This guide details the steps required for installing and configuring Aranda Virtual Support (AVS) in an on-premises environment. AVS is a remote support application
developed by Aranda Software that allows you to take remote control and transfer files in real time and securely to workstations.

What is our documentation?

AVS Getting Started Guide

AVS Management User Manual
AVS Agent Manual

On-premises installation manual

Prerequisites

Prerequisites

System Requirements

The following requirements are defined for the implementation of Aranda Virtual Support in an on-premises installation.

Web Application Server / Services
Dedication Dedicated use for AVS (Do not share your usage with other applications)

- Space Required: Minimum 64GB
- Unit Type: Solid State Drive (SSD)
Storage - Partitions: Dedicated partition is recommended for site installation.
A dedicated partition is recommended for the database (MDF and LDF files)*)
*In the case of installation of the solution on the same server where the database resides.

Processing 4 CPU/ 8 vCPU 2.1 GHz or higher.
Connectivity Gigabit Ethernet network card (1GBps or higher)

Versions: SOL Server 2019, SQL Server 2022
Editions: Standard (for Test Environments), Enterprise (for Production Environments)and Express (only for Proofs of Concept).
Licensing: It isrecommended that you license the database by Core.
Database Collation: SQL_Latin1_General_CP1_CI_Al
Permissions: User for database creation (DBTools): Fixed role member db_owner.
Database Service User: Fixed Role Member db_datareader and db_datawriter.
Execute permissions on the dbo schema

Version: Windows Server 2019, Windows Server 2022.
Operating system Edition: Standard or Superior.
Installation Account: Local and/or domain administrator credentials are required for installation.

- The app works with HTTPS only.
Protocols - Websockets must be enabled throughout the network.
What is required for WebRTC to operate properly.

- The port must be enabled to make use of HTTPS (e.q. 443).

Iriti? PoiiES - Also the port configured for the turn and stun server.

Update Service The Worker server must be configured in order to reach the site https://download.arandasoft.com/updates and download files.

Additional Requirements

e Internet Information Services (11S)10.0 or higher.
e Roles

e File and Storage Services
o Storage Services
e Web Server
o Common HTTP Features

Default Document
Directory Browsing
HTTP Errors
Static Content

O O O O

o Health and Diagnostics
o HTTP Logging
o Performance art

o Static Content


https://docs.arandasoft.com/avs-guide/en
https://docs.arandasoft.com/avs-admin/en
https://docs.arandasoft.com/avs-agent/en

o Security
o Request Filtering
o Application Development

NET Extensibility 4.8
APS.NET 4.8

ISAPI Extensions
ISAPI Filters
WebSocket Protocol

O O 0 O o

e Management Tools
o |ISManagement Console

Characteristics

e NET Framework 4.8 Features
o .NET Framework 4.8
o WCF Services
o TCP Port Sharing

BitLocker Drive Encryption
Enhanced Storage

Microsoft Defender Antivirus
System Data Archiver

e Windows PowerShell
o Windows PowerShell 5.1

WoW64 Support

XPS Viewer

URL Rewrite Module version 2.1 or higher See download page
ASP.NET Core Runtime 6.0.32 Hosting Bundle See download page

F Note: Before starting the installation of Aranda Virtual Support it is necessary to create the database schema through the Aranda Database Tools v9.

See the User Manual Aranda Database Tools V9

Licensing Service

Aranda Virtual Support (AVS) uses Arandad’s common licensing service to authorize users to access the AVS website and control the licenses purchased, among other
operations. This is a Windows service that is usually created automatically by the product installer. Once the user uploads their purchased licenses from the website, the
common licensing service must remain on the same machine, otherwise the uploaded licenses will be lost. If your application server is located on a virtual machine, it is

recommended that you install the Common Licensing Service on a physical machine, because when you restart virtual machines, there is a high probability that the
hardware brand will change and the service will incorrectly assume that it was moved. Check with the vendor for details on server deployment.

AVS Installation

Installing AVS On Premise

The installer AVS. Server.Installer It installs five websites (agentavs, arc/notification, arc/Recording, avs, notificationavs).

% Internet Information Services (I15) Manager

@ » == mmmema > Sites » Default Web S

File View Help

Q- &8

e % Start Page
----- @ Application Pools
w (8] Sites
v &P Default Web Site

:; @ agentavs
v ﬂ arc
} @ notification
} @ recording
:; | aspnet_client
3 @ avs

:; @ notificationawvs

And five Windows services (Aranda License Windows Service, Aranda Scheduler Windows Service, Aranda Worker Windows Service, Aranda AVS Turn Server and Aranda
AVS Stun Server).


https://iis-umbraco.azurewebsites.net/downloads/microsoft/url-rewrite
https://dotnet.microsoft.com/en-us/download/dotnet/6.0
https://docs.arandasoft.com/adbt/en

Aranda License Windows Service Mame

Aranda License Windows Service
@Aranda Scheduler Windows Service
:@;Aranda Turn Server Windows Service
@%Aranda Turn Stun WebRTC Server
@Aranda Worker Windows Service

Stop the service
Restart the service

1. Double-click on the installer file and you will see the welcome screen. Confirm the installation by clicking the Following.

ﬁ Aranda Virtual Support Server - InstallShield Wizard *

Welcome to the InstallShield Wizard for
Aranda Virtual Support Server

The Installshield(R) Wizard will install Aranda Virtual Support
Server on your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

2. Inthe window Customer Information, enter the user name, organization, and click Following.

‘E Aranda Virtual Support Server - InstallShield Wizard *

Customer Information

Please enter your information.

User Mame:
i

Organization:

Installshield

<Back [ mext> || cancel

3. Inthe window Type of installation You can configure the following options:

e Complete: All sites and services will be installed on the default routes.
e Custom: You will be able to select the sites or services you want to install.

F Note: By default, select the installation type Complete. In the case of separating the solution layers (Web, Application) on separate servers, select the Custom.

A\ Important: If you are performing a custom installation, do not modify the installation path.

ﬁ Aranda Virtual Support Server - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

All program features will be installed. (Reguires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshicld

<Back [ mext> || cancel




ﬁ Aranda Virtual Support Server - InstallShield Wizard X

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

ARC Turn Server Feature Description

= - | ARC Notification
: = ~ | ARC Recording
== AVS

B v| Services This feature requires 72MB on
=3 = | Comman your hard drive,

- =0 = | License
b & + | Stun/Turn WebRTC

Install to:
C:\Program Files (x86)\Aranda\Aranda Remote ControliTurn Server), Change. ..
InstallShield
Help Space = Back Cancel
ﬁ Aranda Virtual Support Server - InstallShield Wizard *

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review ar change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

Installshield

Database connection configuration

Configure sites

C:\inetpub\wwwroot\agentavs\appsettings.json

C:\inetpub\wwwroot\arc\recording\appsettings.json

C:\inetpub\wwwroot\avs\appsettings.json

C:\inetpub\wwwroot\notificationavs\appsettings.json

[ appsettingsjson 3 |

1 u
2 —1 "DactaConfigu ion™: {

"Dafaul tabase”": "ArandaConn"

=gservidor>;Initial Catalog=<nombre de la base de datos>;User
ontrasefia>; Encrypt=true;TrustServerCertificate=true",

"System.Data.SglClient™

- wId":

View Microsoft
documentation

Configure common services


https://learn.microsoft.com/en-us/sql/connect/jdbc/connecting-with-ssl-encryption?view=sql-server-ver16

Packages cti el Services

Easened - tion -

[

Semver

Name Provider

~1 Aranda Database tools

BIELIIN Connection String Eaatle

= ArandaConn

SqlServer
FALRFEC R [F———" Sniridwiviiriririndriinivit :iim-_.m L\l'"r_-!'. Terver cerdicate I | m E
el B [ s

Provider

Server Jatabase

Mame

New rtem

1 Aranda Databas

SqlServer = ArandaConn

e E— | rex | see |

Database

o=, adomm= shon sEassasLEERan

MName Provider Server

o Connection success




Packages | Il Services

SqlServer = ArandaConn = g Aty m
AL e T J_ i 1D o EE'\:’.IFt [7.—?-1'- server cenificate | m m
Name Provider Server Database
ArandaConn SqiServer 201U 16 W, S kel

Packages s Services
SqiServer = ArandaConn B . A
iRl o adeawihales T ;lE'\:r;.‘D‘. ;}T'.-r: server certificate
Name Provider Server Database

ArandaConn SqlServer

| Aranda Databaset

el Services

|| Web Applications m
— 4 [ windows Services |

ﬁ Ci\Program Files (x86)\Aranda\Aranda License'\Aranda.license Windows.Service.exe.config

i,ﬁ CAProgram Files (x86)\Aranda\Aranda Services\Aranda.CommonWindows Service.exe.config

et [ o | o




A & LK SE 3 Wi Arandalicenss
Aranda Scheduler Windows Senvice

- 4a L BEWINAOWS >enICe >Oopped
ArandaSchedulerWindowsService Stopped

Date Level Message

26/06/2024 02:20:29 p. m. | Information | 2 services found

A Important When changes are made to the connection strings of the sites, the application pool associated with the site must be restarted or recycled so that
the change is applied immediately.

G2 AT S ; al B £
Q-2 IR % Application Pools

&y Start Page
~ 93 avs-onpremise {avs-onp

& Add Application Pool...

This page lets you view and manage the list of application pools Set Appiication Baol et allic=

g on the server. Application pools are associated with worker Application Pool Tasks
.} Application Pools processes, contain one or more applications, and provide oo
w (@] Sites isolation among different applications. s
v € Default WebSite || _ _ m Svx
> P agentavs Filter: * ¥ Go ~ (g Show All B || 2 Recyce..
v gl arc Name Status NETCL Edit Application Pool
> (P notificatiol | | NETVAS Stated  vd0 [ Basic Settings...
i {,"? recording| | %) NETv4.5 Classic Started V4.0 Recycling...
i .-# ::F:nﬂ_dlmt QkVShgentWebhppPoul Started  wd0 Advanced Settings...
- S L2 AvSNetificationAppPool Stated  v4.0 Paime
o L2} AVSNotificationavsAppPool Started w40 X oo
{pylely
L AvSRecordingAppPool Started 4.0
Jw:hﬁppponl Started w40 View Applications
L} DefaulthppPocl Started w0 @ Help
< >
Ready 9

9. Once the connection is established, you will be able to access the AVS website where you can start with the configuration of Aranda Virtual Support through the following
URL: https://dns_servidor/avs/.

« O @ hitps;//dns-dominio/avs/ @ = -

Aranda
Virtual Support

Enter the information to access

Authentication type

ARAMDA w

User

Password

i

°F
H
et

AVS Licensing

All Aranda Software products require a license to operate, so the first time you enter the Aranda Virtual Support (AVS) website, select the option Licences from the main
menu where you can add new licenses and view the list of existing licenses grouped with the following data:



Column Description

Name Itis the name of the Aranda product assigned to the license.
Guy Type of license.
Users Number of concurrent users (Number of licenses used/total number of licenses).

Support sessions Number of concurrent support sessions (Number used/total number of licenses).

Devices Number of Concurrent Workstations (Number of Licenses Used/Total Number of Licenses).
Enterprise Company that owns the license.

Activation Date Date on which the licenses are activated.

Expiration Date Expiration date of licenses.

In the Licensing window, click NEW LICENSE.

ﬁ (=¥ Aranda Virtual Support AA

5 Licensing

You o0R Ihen Mandge Foenses ahdlor 95504 618 them 1o specific devices

Q NEW LICENCE ® Dolets ¥ Cloor filters Colufn apticns v

General configuration

0O wome Type Ugers SUppoTL sesions Devices Compony Actwation date Expiretion dote
D;-‘; Users

-
5 Usergroups

==

J Licenses

In the pop-up window, select the option Download, which allows the download of the MachineKey.amk file, which must be sent to the area in charge of Aranda Software (Pre-
Sales and Projects) for the generation of the .lic file (licensing file).

= Downloads B0 Qa - =
L
EXl (S Arondo Virtual Support AA

+ What da you want to do with MachineKey.amk?
»  Licensing :

x
You con then manoge licenses ondlor cssociote them to specific devices. OP“' Save as 3
. Mame
4 NA In ardar to oetivate the hicense, pleass ottach the
General configuration VALID file extenaion | Bclthat you received by e=mail
O  name Type Users Tupport sessions
"*}r. Users
How to get the file (lic) CD
-.';:b User groups
Downiood 0 i
E Licenses @ Click hore to dawnload th file
[amk] Select files to attach
0 soveds *®
+ ‘r » ThisPC » Deownloads v N Search Downleads -] Verify
@ bt the nat few hours you will
Organize » Mew folder B v o ::::ml'wi e [ lichin your &
POObjects A Name Date modificd Tpe
B Desitep
| Mo items mateh yous search.
¥ Documents
¥ Download: » < | >
Fie name: | ITEIEWNT ~]
Save astype: | AMK File (".amik) w
A Hide Folders [ save ]| comea |

0 de O records

Once you have received the .lic file you must upload it to the server, click on the Select files to attach and then in Save (diskette-shaped icon). When the license is loaded, the
corresponding alert is generated.

99
b f@ Aranda Virtual Support AA
> Licensing %
Yiiid & thish MANOGE licenses and/or aE50CI0N8 Them 15 Specific deviees =] Attach file for license
b NA Nome In order to octivote the license, pisase ottoch the
General configuration WALID file xtension | lic) that you received by a-moil
[j Morme Type Users Support sessions
5, users
How to get the file [ lic) @

.. User groups
Downiond fibes

::' Licenses T Click hare 1o download the fils

= [ omi] Select files ta attach
& Abri ®
« v o 0w lice. » AVSAL v o Buscar en AVS-AZURE y] :
Verify
@ I thes Rt Form howrs yrowwill
Organizar = Mueva carpeta =~- 3 a recaive tha fils [ lic)in your &~
mail
¢ | Mambre Fecha de modificscién  Tipo T
’ (8 License_31108.ic 131172024 217 pom. License
¥ 4
Mombre de archive: | License_31108.5ic v | License ("fic) v

Uplesd froem mobile Cancelr

0 de Drecords

To know in detail the license, in the window Licensing, select a record from the list of available licenses and in the window that is enabled you will be able to view the validity
of the license and the number of licenses that have been used by users, support sessions and concurrent devices (Number of licenses used/total number of licenses).



E [S: Aranda Virtual Support 2

5 Licensing

*
You can then mo noge licenses ondlior 05sociote them to specific devices, HCE nﬁ'IFlt] S..lm mﬂr)'
Q AS Aranda VIRTUAL SUPPORT Users
General configuration VALID
O nome Type Users -] E'o:-:umm 4
ﬁ;ﬂ Hsare C] drando VIRTUAL S0 Dema s T\IDE: Demo D s
& user groups Activation date: 11/12/2024 Bkt
Expiration dote: 02/10/2025 s "
= upport sessions
=) Licenses Compaony: desarrolle
Support session
licenses T
Ors
Lvplaly
Devices
Deviceshcenses P
O/
Ly
[ DELETE I
< . > 1 de Irecords

To delete alicense, in the Licensing Select the license record you want to delete and click the Eliminate, it will be confirmed that the license has been successfully deleted.

-
Bl 59 Aranda Virtual Support An
3 Licensing
‘You con then manage Bcenses ond/or ossociate them to specific devices.
Q NEW LICENCE ® Doiuco ¥ Cieor filtors Column options
General configuration
|:| Name Type Users Suppart sessions Devices Compeny Activetion dote Expirotion dote
9’;5?. Users
-
& User groups
=
= Licenses
Q Licenses or the license haos been successiully remowved. x
0 de Orecords

Subsequent configurations

Infrastructure Configuration

After installing the Aranda Virtual Support (AVS) sites and services, it is necessary to make some configurations from the AVS website to ensure the correct functioning of
the application during the remote control and file transfer processes. Therefore, it isrecommended to follow the following steps:

1. Enter the website

Log in to the AVS website with a user who has the General Administrator or Infrastructure role. These roles have the necessary permissions to manage the External Turn
Servers, Local Turn Server, and Storage options. It isimportant to note that these options are only available in On Premise facilities.

@ Aranda Virtual Support AA

5 External Turm servers
Configure the Turn servers to establizh the connection betwesn the speciclist and the workstotion

B & Delete

& Support Groups

(m) Hame User ur
[@] agent protites

C-Lﬁ_& Support sessions

B, avditory

EMMW

";_:';; Local Tum Server
' Storoge

General configuration

ﬁﬁﬁ Users

i1

User groups

&

[

Licenses

Directary services

® B

E:E:;:.:cu'-on Shawing - to — o1 0 Feconds

2. External Turn Servers

AVS file transfer functionality uses a WebRTC-based P2P protocol. When two devices are unable to establish a direct connection to each other, a Turn server is needed to
facilitate communication.

To add an external Turn server in the External Turn Servers, follow these steps:



A. Click on the option New.

B. Complete the requested fields according to the following table:

Field Description

Name Name that you want to assign to the configuration, between 6 and 50 characters.

URL It corresponds to the STUN/TURN server site, for example: turn:<server_public_ip>:puerto or stun:<server_public_ip>:puerto .
User Name of the user authorized to connect to the STUN/TURN server.

Password Password associated with the user that allows the connection to the STUN/TURN server.

C. Finish by clicking the Save.
P Note: This configuration is required for file transfer when the specialist agent and the workstation agent are not on the same network, therefore, both devices

must be allowed to exit to the Internet through the configured port.

External Turn servers
Configure the Turn servers to estoblish the connection between the speciolist ond the

Turn Servers

(] Nome ==

Here you con create or edit o turn server
Name
url
User

Password

The user can register the number of external Turn servers that he or she deems necessary (maximum 10) to have good communication between the specialist’'s devices and
the workstation through the AVS console. To delete an external Turn server, in the External Turn Servers Select the server(s) to delete and click the Eliminate. It will be
confirmed that the server(s) have been successfully deleted.

External Turn servers
Ccnhg ure the Turn servers to estoblish the connection between the Spech alist and the workstotion.

New 1 Delsts

D Nome User Urd

(] The Turn server(s) have been successfully deleted. X

Showing = to - of 0 records

You can use public STUN/TURN WebRTC, by doing a web search “STUN server list” you will be able to list the different public STUN/TURN servers available. When configuring
public servers on workstations and on specialist computers, they must allow the output of the servers that are configured to the sites. It is also possible to configure the
STUN/TURN server provided in the installer by making the settings in the Aranda Turn Stun WebRTC Server Windows Service. In addition, public STUN/TURN can be used in
conjunction with your own installed servers, as mentioned above.

3. Turn Local Server

To establish remote takeover communication between the specialist agent and the workstation agent, use alocal Turn server that can relay network traffic.
To add alocal Turn server, follow these steps:

A. Click on the option Local Turn Server from the main menu.

B. Complete the field Host with the path to the local server, which can be the IP of the server or the DNS. The countryside Port is configured by default with the value 8081
and SSLisinoctive, if the portis chonged or SSL is activated, the following must be make the settings in the Aranda AVS Turn Server service installed on the server.

C. Finish by clicking the Save


file:///avs-onpremise/en/stun-webrtc.html
file:///avs-onpremise/en/pdf.html#section-007

[@ Aranda Virtual Support AR

. Turn Server Local
Define tields for configuration

&) Support Groups

Host
E] et ol Enter the provider URL
1

E-;"J Support sessions

Puarto
Enter the port associoted with the sarver

B, avaitary Turn Server Local 2=
[ {5 Externot Tum servers Enable 550 O
=]=
?ﬁ; Local Turm Server = g
. Storoge
Next configure the local Turn
General configuration SErver.
gﬁ‘; Users

&% Usergroups

=
= Licenses

ﬂ Directory services
‘ Extérnal

authentication

4. Storage

This configuration is required to store recordings of the Remote Control Service Delivery and Agent Installers for workstations. The generated files are sent to a storage
provider. The provider can be of three types: local, remote, or blob storage.

To configure your storage provider, follow these steps:
A. Click on the option Storage from the main menu.
B. Fillin the requested field(s) depending on the type of storage selected.

C. Finish by clicking the Save

@ Aranda Virtual Support AR

m T

& Support Groups

° Configure file storage

Select type of supplier
® Local Remate
*Select the path where the files ore to be soved

E] Agent profiles

E-,;ﬁ Support sessions

[.’éh Auditory Configure the Blob Storage connection path

[""' g2 External Turn servers

-

["?f;l Local Tum Server

B sicroge
Select the option for the creation of the

storoge storoge.
General configuration

B¥R Users

& User groups
=

=) Licenses

& irectory services

‘ Extérnal
authenticotion

F Notes:

e |norderforthe recordings to be stored correctly, the server where the site is installed will be Avs and arc/recording You must have access to the configured
provider. If you are using the local type provider, the path must exist on the server and have the corresponding permissions.

e In order for installers to be stored correctly, the server where the Common services are installed (Worker) must have access to the configured provider. If
you are using the local type provider, the path must exist on the server and have the corresponding permissions.

e |f the Worker and the site of the Agents are installed on separate servers, it must be ensured that both can access the configured storage, so that the agent
update is carried out correctly.

e |f, after configuration, changes are made to the storage provider, it is necessary to move the information contained in the previous provider to the current
one. If this action is not performed, agent updates will not be successful and recordings will not be accessible in audits.

Manual Service Configuration

Configuring the Turn Server
< Turn Local Server

After installing the Aranda AVS Turn Server service, you don't need to make any adjustments for its operation. However, parameterizations can be made according to
specific needs, such as changing the connection port (8081 by default) and enabling SSL (disabled by default). If you need to make these settings, follow these steps:

1. Validating the appsettings.json File

Before making changes, check the appsettings.json located in the service installation path (default: C:\Program Files (x86)\Aranda\Aranda Remote Control\Turn Server) to
ensure that the port is set to 8081 by default. If the port does not need to be modified, no further adjustments are required.

Additionally, validate that port 8081 is enabled in the local firewall rules to ensure the correct flow of traffic. In this file, you can also find the setting for SSL certificates,
which is disabled by default (IsSsl=false).


file:///avs-onpremise/en/pdf.html#section-00a

}

Level": {

fault": "Information”,
"Microsoft": "Warning",
"Microsoft.Hosting.Lifetime": "Information”

L

"TurnConfiguration": {

"CertificatePara
"CertificatePa

"CertificateSubject":

"IsSsl": false,
"Port": 8081,

"SSLProtocols": "TIs12"

}

"TurnConfiguratio

}

"CertificateParam"
"CertificatePath":
"CertificateSubjec
"IsSsl": false,
"Port": <Puerto>,

"SSLProtocols": "TIs12"

| Turn Server = O hd
Share View o
C\Program Files (x86)\Aranda\Aranda Remote Control\Turn Ser\rerl w »
~

Name Date modified Type Size

Logs File folder
[ appsettings.json JSON File 1 KB
%] Aranda.AVS.Turmn.Common.dll 11/1/2024 1 Application exten... 24 KB
%] Aranda.AVS.Turn.Domain.dll 11/1/2024 1 Application exten... 21 KB
|%] Aranda.AVS.Tumn.Infrastructure.dll Application exten... 50 KB
& Aranda.AVS.Turn.Service.deps.json JSON File 28 KB
%] Aranda.AVS.Tun.Service.dll Application exten... 23 KB
[#] Aranda.AVS. Turn. Service.exe Application 160 KB
Q{ Aranda.AVS. Turn.Service.runtimeconfig json JSON File 1KB
1] FluentValidation.dll Application exten... 58 KB
%] Microsoft.Extensions.Configuration.dll Application exten... 39KB
|%] Microsoft.Extensions.Configuration.EnvironmentVariables.dll Application exten... 19 KB
|| Microsoft.Extensions.Configuration.UserSecrets.dll Application exten... 25KB
%] Microsoft.Extensions.Hosting.dll Application exten... 55 KB
|%] Microsoft.Extensions.Hosting.WindowsServices.dll Application exten... 24 KB
2] Newtonsoft.Json.dll Application exten... 696 KB
[ nlog.config CONFIG File 1KB
| MLog.dll Application exten... 823 KB
%] MLog.Extensions.Legging.dil Application exten... 61 KB
2] NLog.Web.AspMetCore.dll Application exten... 103 KB
| Systern.ServiceProcess.ServiceController.dll Application exten... 61 KB

. Port Configuration Change

. SSL Secure Connection Configuration

| Resources — O x
: Share Wiew o
<« Aranda » Aranda Remote Control * Turn Server » Resources w Search Resources 0
s
MName Date modified Type Size
Cert_Mame.pfx 11/15/2024 1210 AM Personal Informati... KB

"TurnConfiguratio
"CertificateParam": "<clave-base64>",
"CertificatePath": mbre-archivo.pfx>",
"CertificateSubject": ™,
"IsSsl": true,
"Port": 8081,
"SSLProtocols": "TIs12"

}

"TurnConfiguration”
"CertificateParam": ™




"CertificatePat

"CertificateSubject": "<nombre-certificado>",
"|sSsl": true,

"Port": 8081,

"SSLProtocols": "TIs12"

4. Service Restart

5. Firewall Settings

e Turn L | Server

Configuring the STUN/TURN WebRTC Server

< External TURN Server

1. File Validation turn-server.toml

realm = "localhost”

external = "127.8.8.1:

[api]

bind =

"127.6.08.1:3008"



file:///avs-onpremise/en/pdf.html#section-00a
file:///avs-onpremise/en/pdf.html#section-00a

2. Start of Service

3. Firewall Settings

STUN/TURN Service Configuration Example and Scenarios

< External TURN Server

STUN/TURN Service Configuration Example and Scenarios

< External TURN Server

1. Set up the realm

realm="1.2.3.4"

2. Set up bind

bind ="192.168.1.25:3478"

bind ="0.0.0.0:3478"

3. Set up external

external ="1.2.3.4:3478"

4. Authentication

[auth]
userl="test"
user2 ="test"

[turn]
realm ="1.2.3.4" # IP publica del servidor

[[turn.interfaces]]

transport ="udp"

bind ="192.168.1.25:3478" # La IP privada del servidor en lared local 0 0.0.0.0 cuando se desea escuchar todas las interfaces
external ="1.1.1.1:3478" # La IP publica del servidor visible desde el exterior

[[turn.interfaces]]

transport ="tcp"

bind ="192.168.1.25:3478" # La IP privada del servidor en la red local 0 0.0.0.0 cuando se desea escuchar todas las interfaces
external ="1.1.1.1:3478" # La IP publica del servidor visible desde el exterior

[api]
bind ="127.0.0.1:3000"

[log]
level ="info"



file:///avs-onpremise/en/pdf.html#section-008
file:///avs-onpremise/en/pdf.html#section-00a
file:///avs-onpremise/en/pdf.html#section-009

[auth]

# Credenciales para autenticacion TURN/STUN

user]="test"

user2 ="test"

Scenarios

Scenario

Specialist

You can only access
the TURN/STUN
server using the
public IP

You can only access
the TURN/STUN
server using the
public IP.

You can access the
TURN/STUN server
using the public IP.

You can only access
the TURN/STUN
server using the
private IP.

You can only access
the TURN/STUN
server using the
public IP.

You can only access
the TURN/STUN
server using the
public IP.

< External TURN Server

Deployment

Deployment Diagram

1. Diagram

Network
Status

External

External

Internal

Internal

External

External

AVS Agent

You can only access the TURN/STUN
server using the public IP.

You can access the TURN/STUN server
using the public IP.

You can access the TURN/STUN server
using the public IP.

You can only access the TURN/STUN
server using the private IP.

You cannot use the public IP to connect
to the TURN/STUN server, as your
access is restricted to the internal
network (private IP).

You cannot use the public IP to connect
to the TURN/STUN server, as its access
isrestricted.

AVS website

AVS website

Network
Status

External

Internal

Internal

Internal

Internal

External

Result

The Specialist and the AVS Agent can
establish communication by consuming
the TURN/STUN server over the public
IP.

The Specialist and the AVS Agent can
establish communication by consuming
the TURN/STUN server over the public
IP.

The Specialist and the AVS Agent can
establish communication by consuming
the TURN/STUN server over the public
IP.

The Specialist and the AVS Agent can
establish communication by consuming
the TURN/STUN server over the private
IP.

The Specialist and the AVS Agent are
unable to establish communication due
to a connectivity problem between
networks (external and internal).

The Specialist and the AVS Agent are
unable to establish communication due
to a connectivity problem between
networks.
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2. Servers
Serverinstallation is made up of the following elements:
Windows Services: They allow the execution of tasks, agendas, among other functionalities in the background.

e Aranda AVS Turn Server: Allows the connection of the tips in a remote control session. It requires listening on port 8081, although it can be configured. Uses TCP

protocol configurable to use SSL/TLS
e Aranda AVS Stun Server: Allows you to have a stun/turn WebRTC server for file transfer functionality. Listen at least on port 3478 over TCP and UDP. To allow relay,

more ports can be configured over TCP or UDP.
e Common services: Common services of Aranda applications.

Web Applications: They allow web applications to be exposed over HTTPS. They all use TCP port 443. Enabling HTTPS is required

e API/AVS: Provides the capabilities of the Virtual Support product homepage.
e API/Agentavs: Allows you to register and update workstations.
e Notificationavs: Allows messages to be sent between specialists and workstations. Uses WebSocket protocol

Database Server: SOL Server Persist Structured Data

3. Users
Administrators: Manage product configurations. They use a web browser.
Specialists: They use support services such as remote control, file transfer, and chat
e Website: Use support functionalities
e Aranda.AVS.Viewer.Console: Viewer that allows remote control on workstations.
e Aranda.AVS.Specialist.Orchestrator: A Windows service that allows file transfer functionality and send remote control recordings.

Workstations: They receive help through the support functionalities. Windows and Mac OS support

e Aranda.AVS.Workstation: Windows service that offers the main functionalities
e Aranda.AVS.VNC.Application: A Windows service that allows you to take remote control.



