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NOTES OR ADDITIONAL INSTRUCTIONS

Release Notes Aranda Virtual Support 8.8.0.2

PM-23101-19-200516 Jquery 3.0 AVS Server Vulnerability.

CHG-23844-19-300442 Debugging Audit Files.

i v = | eudit
“ Home Share View
= T » ThisPC » Windows{C:) » inetpub » wwwroot »> ArandaGatewayAdmin » audit
MName [Date modifiec I iz
o Cuick access
DETOFTCO-1 12/2021 1:51 PM  File Folder
I Deskto
i 9F123587-1 10/13/2001 12:57 ... File folder
~&- Downloads BEA3EOET-1 0/13/2021 1:51 PM  File Folder
[] Documents y BEG3BEAC-1 10/13/2021 12557 File Folder
= Pictures r CECAF4a4-1 13 11257 File felder
= P E2BG5B56-1 /1372021 1:31 PM  File foider
| = | Aranda AVS ImageService
Home Share View
« bl | » ThisPC » Windows (C:) » Program Files (x36) » Aranda » Aranda AVS ImageService v O
-~
Mame Date modified Type Size

3 Quick access

%] Aranda.AVS.Commen.dl Application extens... 71 KB

Desktop g : i :
[ Aranda.AVS.ImageService Application 10KB
¥ Downloads [] Aranda.AVS.ImageService.exe.config CONFIG File 1KB
&l Documents [] Aranda.AWS.ImageService.exe.config.bak BAK File 1KB
& Pictures _] Microsoft.Practices.EnterpriseLibrary.Co.., Application extens... 327 KB
1 This PC _| Microsoft.Practices.EnterpriseLibrary.Exc...  3/11/2011 1231 PM  Application extens... 143 KB
|%] Microsoft.Practices.EnterpriseLibrary.Log... 13,2011 12 Application extens... 491 KB
¥ Netwaork %] Microsoft.Practices.ServiceLocation.dll 1/6/2011 %23 PM Application extens... 30 KB
2] Micresoft.Practices.Unity.dll 8/ 12 1:50 PM Application extens... 122 KB

1% Microsoft.Practices.Unity.Interception.dll 8/2/2012 1:50 PM Application extens... 118 KB
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- = 4 |« Discolocal (C) » inetpub »

audit

Compaiis  Vista

» awdit v | & & Buscaren audit

4] Documentos
= Imagenes *
| Aranda ANSAgent
| ANS
| AVS.Tum Server
| System32
s Onelrve

HNombre

Fecha de moddicacién Tipo Tarnadic

19/10/2021 2235 p. m. XML Configuratio.. 1KB

& Este equipo
& Descargas
[ Documentos
B Ezeritorio
&= Imégenss
b Misica
B Objetos 30
B Videos

In the configuration file there is the parameter “auditRemoval” with which you can modify the number of days old of the files, note that this parameter must be integer and

must take values 1and 365.

£#xml version="1.0"
<configuration:>
<appSettings>

encoding="ntf-8"3%>

Admin\andit\"/>

3 =il = el P = 2 =) =hale S T =S
<add key="interval" wvalue="1200000"
</appSettings>
<startup>
<supportedRuntime version="v4.0" sku=".NETFramework Version=v4.6.2"/>
</starcup>
</configuration>

F Note: Changing the age date of files does not require a restart of the service.

NOTES OR ADDITIONAL INSTRUCTIONS

AVS Installation on New Database
The following steps must be followed to install AVS and the database from scratch:

Create the database from SQL Server Management.

Run the version script

Run the installer Aranda.AVS.Server.Installer.exe

Open the AVS Configurator app. to. Set up your website b. Configure the Gateway
From the specialist's team run the installer Aranda.AVS.Console.Installer.exe

Gl e

Migrating from AVS 8.7.0.2 to version 8.8.0.2 Compatible with database version 8.5.0.2

Stop services. a. Aranda Gateway b. Aranda Gateway Audit Image

Uninstall from the control panel Uninstall the Aranda Virtual Support Server program

Run the installer Aranda.AVS.Server.Installer.exe

Open the AVS Configurator app. to. Set up your website b. Configure the Gateway

From the specialist's computer in the control panel uninstall the Aranda Virtual Support Console program
From the specialist’'s team run the installer Aranda.AVS.Console.Installer.exe

DN

Agents
Release Notes Aranda Virtual Support 8.9.4
PM-41239-19-201236

AVS - AVS Agent Display Error on Windows 11 Computers

On Windows 11 computers that have AVS8 installed, the agent icon is not displayed on the taskbar. It was evident that at the time of stopping the service and starting it

manually it is possible to visualize the agent and request remote control correctly, but at the time of uploading the service, it is not visible.

Changes

e On Windows 11 PCs, the action of launching AVS with Windows is fixed:
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Release Notes Aranda Virtual Support 8.9.3
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Release Notes Aranda Virtual Support 8.9.1.3

Bug Fixed

There was an agent for operating systems equal to or equal to Windows 10 21H1 and another agent for operating systems greater than or equal to Windows 10 21H2.

Change

A new agent is implemented that covers versions Windows 7 through Windows 11. It is important to know that It is a single agent for all these versions.

NOTES OR ADDITIONAL INSTRUCTIONS

AVS Agent Installation
The following steps must be followed to install the AVS agent:

1. Load the installer avsaw.dat provided by Aranda on the Administration Web page.
2. Download the agent installation file.
3. Toinstall the Agent, you must run the avsaw.exe file with administrator permissions from the command line or through the graphical interface.

F Note:Windows 10 versions 21H2 and above lose functionalities such as:

e [ oginfromremote control is not possible, it is required that there is always a user in a session.

e Performing operations as an administrator, for example, entering the task manager, entering the Windows configuration screen or running applications as
an administrator is not possible.

e |tonly has access to the user's directories.
KNOWN ISSUES

e When the specialist takes control of a VM from another remote control application unable to execute the keyboard function Ctrl + Alt + Del for versions of
Windows 10 21TH2 and Windows 11.

e When the specialist takes control of a VM from another remote control application unable to run the “Lock keyboard and mouse” function for versions
Windows 10 21H1, Windows 10 21H2 and Windows 11.

e When the specialist takes control of a VM from another remote control application and said machine crashes and reaches the login screen, in the specialist
console | cannot see said login.

B Note: The above findings apply only to virtual machines since the aforementioned did not happen in physical machines.

e When the service is stopped and when it starts, there is a double machine left on the specialist console.
e |tisallowed to successfully use the one-time password two or more times

Release Notes Aranda Virtual Support 8.9.1.1

IM-25580-19-104756-

Itis not possible to display the agent icon in versions higher than 21H2.

Changes

The AVSAgent.exe process is run in each user’s session with the user process owner, and not SYSTEM. In this way, in new versions of Windows, this process is able to create
the graphical interface without any inconvenience.

2 AVSAgent.exe 23464 En gjecucion jose.vargas 0o 2,784 K Deshabilitada
3 AVSService.exe 12836 En gjecucidn SYSTEM 00 1.772K Mo permitida

e |norder that when stopping the “Aranda VIRTUAL SUPPORT Agent Service” service the agent also stops, the latter is aware of whether the service is running. If not, the
agent himself stops himself. This monitoring is only done if it was launched by the service.

ahranda VIRTUAL 5UPPORT Agent Service Automatico Sistemma local

17| Administrador de tareas - O *
Archive Opciones  Vista

Procesos  Rendimiento  Historial de aplicaciones  Inicio  Usuarios Detalles .Sewic'mrs

MNombre PID Estado Mombre de usuario CPU  Memoriz ™
k avpui.exe 5400 En gjecucicn jose.vargas 00 1.58
€ chrome.exe 20028  En gjecucidn jose.vargas 00 674 |

NOTES OR ADDITIONAL INSTRUCTIONS

AVS Agent Installation
The following steps must be followed to install the AVS agent:

1. Load the installer avsaw.dat provided by Aranda on the Administration Web page.
2. Download the agent installation file.
3. Toinstall the Agent, you must run the avsaw.exe file with administrator permissions from the Command Line. command or through the graphical interface.

KNOWN ISSUES

e Because the agent runs only when there is a Windows session started, when there is no session started, there will be no agents running, so it will not be possible to log

in with AVS.
e Given the known errorin the above case, this agent should only be installed for Windows 10, 21H2, and Windows 1versions



Release Notes Aranda Virtual Support 8.9.0.10
PM-23204-19-200518:

AVS - When taking remote control and wanting to perform some action on the user's computer, the cursor is shown on one side and the options in this case appear on
another side of the screen or if | select an item from the toolbar, it opens another. They indicate that by a topic in screen resolution.

Changes

Zoom Configuration Support on Windows

e Right-click on the desktop to enter the display settings

ELTA 0

4 e -L% L

CRECIENDO

;r*‘" 1‘!. k| ®

U

Choose the screen scale settings. This action can be performed in the middle of an AVS remote control session. The agent will take the change immediately after a mouse
event occurs(a click, movement, scroll wheel action, etc.).
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Scale and layout
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e Regardless of the scaling percentage setting, the cursor that the viewer is looking at will still point to the correct position.
e |tisrecommended to leave the option to render the cursor locally active in the Specialist console
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e Notrendering the cursor locally with a scaling value other than 100% may result in two cursors being displayed



NOTES OR ADDITIONAL INSTRUCTIONS

Installers

Installers 8.8.1.2

Download links

Server AVS 8.8.1.2

Installers 8.8.1.1

Download links

AVS Agent 8.8.1.1
AVS Console 8.8.1.1

Server AVS 8.8.1.1

Installers 8.9.4

Download links

Agent 8.9.4

Installers 8.9.3

Download links

Mltiple desplays



https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Server.Installer.8.8.1.2.exe
https://download.arandasoft.com/wp-1/aranda-8/AVS/avsaw.8.8.1.1.dat
https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Console.Installer.8.8.1.1.exe
https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Server.Installer.8.8.1.1.exe
https://download.arandasoft.com/wp-1/aranda-8/AVS/avsaw8.9.4.zip

Agent 8.9.3

Installers Previous Versions

Download links

AVS Agent 8.9.1.3

AVS Agent 8.9.1.1
AVS Console 8.8.0.2

Server AVS 8.8.0.2
Agent 8.9.0.10

Scripts 8.7.0.2

AVS Agent Version 8.6.0.5

Avsaw
Release AVS_AGENTE 8.8.1.4

Database creation script version 8.4.0

Database Update Script version 8.3.1-8.4.0.1
Database creation script version 8.3.1

Database Update Script version 8.3.0-8.3.1

avsdb 8.0.4
AVS Scripts

Database Update 8.0.5
Avs Server (WebAdmin and Gateway)

Release Notes in PDF

Release Notes in PDF

Check here the list of fixed bugs and/or features implemented in previous versions:

Aranda Virtual Support

Release_AVS_AGENTE_8.9.1.3

Release_AVS_AGENTE_8.9.1.1

Release_AVS_SERVER_8.8.0.2

Release_AVS_AGENTE_8.9.0.10

Release_AVS_SERVER_8.7.0.2

Release_AVS_SERVER.8.6.0.5

Release_AVS_SERVER_8.6.0

Release_AVS_CONSOLE_8.5.0

Release_AVS_SERVER_8.5.0

Release_AVS_CONSOLE_8.4.0

Release_ AVS_AGENTE_8.7.1

Release_AVS_SERVER._8.4.1

Release_AVS_WebAdmin8.1.5



https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_AGENTE_8.9.1.3.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_AGENTE_8.9.1.1.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_SERVER_8.8.0.2.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_AGENTE_8.9.0.10.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_SERVER_8.7.0.2.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_SERVER_8.6.0.5.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_SERVER_8.6.0.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_CONSOLE_8.5.0.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_SERVER_8.5.0.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_CONSOLE_8.4.0.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_AGENTE_8.7.1.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/Update_Pack_AVS_SERVER_8.4.1.pdf
https://download.arandasoft.com/wp-1/aranda_doc-8/AVS/AVS_WebAdmin8.1.5.pdf
https://downloadarandasoft.blob.core.windows.net/$web/wp-1/aranda-8/AVS/Agente%208.9.3/avsaw.dat
https://download.arandasoft.com/wp-1/aranda-8/AVS/avsaw8.9.1.3.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/avsaw8.9.1.1.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Console.Installer.8.8.0.2.exe
https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Server.Installer.8.8.0.2.exe
https://download.arandasoft.com/wp-1/aranda-8/AVS/avsaw8.9.0.10.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/Scripts8.7.0.2.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/avsaw8.6.0.5.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/avsaw.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/Update_Pack_AVS_AGENTE_8.8.1.4.pdf
https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Database.SQL.8.4.0.sql.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/Update_8.4.0.1.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Database.SQL.8.3.1.txt
https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Database.SQL8.3.1.txt
https://download.arandasoft.com/wp-1/aranda-8/AVS/avsdb_8.0.4.msi
https://download.arandasoft.com/wp-1/aranda-8/AVS/scripts_avs.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/avs8.0.5.zip
https://download.arandasoft.com/wp-1/aranda-8/AVS/Aranda.AVS.Server.Installer_8.4.1.exe

