


In the configuration processes of the different Aranda applications, there are transversal concepts and
functionalities that allow for the streamlining and sharing of related data for each project.

Aranda COMMONS is a library that shares components or transversal modules for the general configuration processes
of Aranda products such as ASEC, AVS, AFLS, ADM, AQM.

2. Modules

The following common configuration modules integrate natively with our solutions:

Common Modules Implemented in:



Common Modules Implemented in:



Who is this Handbook for?

This manual is designed for users of Aranda products who share different Aranda COMMON transveral configuration
modules.

What is Our Documentation?

ADM Integration Manual (You are HERE)

Configuration Modules

Common Modules

The general administrator from the Web console will be able to perform the following traversal configuration tasks:

1. Users

In this module you will be able to configure the users in charge of the different management processes of Aranda
products. These configurations can only be made by a user with an administrator role. Additionally, you can associate
groups and roles.

For more information, see the User Management ↪.

2. User groups

In this module, you will be able to configure and manage user groups to perform role assignment in a more e5cient
way.

For more information, see the Group Management ↪.

3. Mail Server

In this module you will be able to configure a mail provider for the operation of Aranda products; Notifications will be
sent to users from this server. The email is configured to be able to perform password recovery for users who have
been created manually (It does not apply to those who are imported).

For more information, see the Mail Server Management ↪.

4. Directory Services

In this module, you can set the directory services that can be used in an Aranda application, such as the lightweight
directory access protocol LDAP, which allows you to configure the connection to other business directories or the
directory service Azure Active Directory



For more information, see the Management Directory ↪ Services.

5. Authentication Providers

In this module, you can set the external authentication providers, which follow the SAML (Security Assertion Markup
Language) standard to perform user authentication in the application. and subsequent and notification on the status
of the validation.

For more information, see the Authentication Provider ↪ Management.

6. Integration Tokens

In this module, you will be able to perform the API connection configuration and add details for the creation of the
Token. This token allows the APIs of the product that requires it to be consumed, from external applications, without
the need for authentication credentials.

For more information, see the Integration ↪ Token Management.

Environment Commons

The management and configuration of the configuration processes for different Aranda applications are carried out
from a web environment with shared options and actions.

Visualize Environment

1. After logging in, log in to the product’s web console with the role set (admin, specialist, users).

2. In the main menu of the Aranda product, in the Configuration, select the respective module (Users, Mail Server,
External Authentication, Directory Services, Integration Tokens) and doing so enables the information view with the
related data.

⚐ Example: In the following image you can see the configuration section of the Aranda Security product,
with the common modules used.

Environment Commons/ Modules

3. In the information view of the selected common module (Users, Mail Server, Directory Services, External
Authentication) you can find transversal actions that complement the management tasks such as:



Below are the available options and the commons modules where they are used:

Option Description Common
Modules

Search

It allows you to search for the list of users according to the search criteria. You
can search by the name of the defined fields of each associated concept. 

Data
Listing

This section groups the information from the found records by selected module
or item. The information presented is grouped into columns with the data
entered. By selecting the record from the available list, you will be able to view
and edit the associated data, or delete the record.

New

This button defines the action to create a record for each Aranda product
management concept. Activating this action enables a window to fill in the
related information.



Eliminate

This button defines the action for deleting a record that has already been
created in the management processes.

Filter by
column

Allows you to show or hide options from the list.

The column options of the users module are: Name, origin, user, email, date of
creation and phone.

Pagination

It allows you to navigate between the pages of the list of user records found. 

Filter by
Status

Allows you to filter by the active or inactive status of users or authentication
providers.

In the Integration Tokens module, you allow you to filter by the current or expired
status of API connection tokens created.

Safety

This button

Option Description Common
Modules



defines the action to perform the reCAPTCHA settings to use it at the time of
user authentication.

Option Description Common
Modules

Commons Environment/ Groups Module

4. In the information view of the selected common module (Groups) you can find actions that complement the
management tasks.

5. In the tree-like structure for user groups, you can identify the following components:

Option Description Common
Modules

New

This button

Defines the action for creating a User Groups record. Activating this action
enables a window to fill in the related information.

Filter

This button

Defines the action to perform an advanced search through the entire group
tree. Activating this action enables a window to fill in the related information

Grouping
tree This section displays the defined groups and subgroups.

This button



Eliminate

Defines the action to delete an already created group record

Breadcrumbs

This icon

Displays the current location in the group tree.

Add Users

This button

Defines the action for associating users with an established group.

Manage
Roles

This button

Defines the action for associating roles with an established group.

Option Description Common
Modules

Users Module

User Management

View Users

1. In the Users information view, you can view the list of registered or imported users, grouped by data such as:



Field Field
Type Description

Name Text Name with which the user identifies himself.

Origin Text Indicates the origin by which the user was
created

User Text Name used by the user to access the application.

Email Text User’s email to receive information.

Date of creation Selector Indicates whether the user is active or inactive.

Telephone Text User’s phone number.

⚐ Note: The Column Origin indicates the name of the directory service that imported the user; if the
source name is Aranda They are users that were not imported but were created directly from this
interface.

2. In the user information view, you will have information management and organization actions enabled.Information
View in Commons Environment

� Related Links:

Create Users
Edit Users
Delete Users

Create users

1. To create a new user, in the user information view, click the New.

⚐ Nota: No podrá crear un usuario con el mismo nombre de usuario   a menos que pertenezca a otro
proveedor de autenticación.

Basic Facts

2. In the window that is enabled you will be able to fill in the basic user data, additional information, association of
groups and roles.

3. In the user’s basic data, you can enter fields such as name, password, email, and status. Each of the user’s fields
must take into account the Specifications for Common Fields
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Additional Information

4. On the Additional information  Enter the following fields: Cell phone number, address, language, phone, among
others. Each of the user’s fields must take into account the Specifications for Fields

⚐ Note: Additional User Information is optional and is not required for user creation.

Association and disassociation of Groups

5. On the Groups, in the search field for associating groups, you can relate the user, the required User Group(s).

6. Select one or all of the required groups and click the Associate.

⚐ Note: In the search field for associating groups, groups that are not imported and are active will appear.

7. The associated groups can be displayed in the list of user groups. 8. To search for groups that belong to the user,
you can use the search bar for already associated groups. Groups in state earring They do not allow filtering, or
searching by text.

9. To disassociate a group, select a record from the list of user groups and click the Disassociate.



⚐ Note: 

All roles in the group will be inherited to users who belong to this group.
If the changes have not been saved, a column will appear with the message Earring which means
that the changes have not been saved and do not yet belong to the user.

Association and disassociation of Roles

10. On the Roles, in the search field to associate roles, you can relate the roles to the selected user, according to the
permissions you set.

11. Select one or all of the roles you want to relate and click the Associate.

⚐ Note: Only active roles will appear in the search field for associating roles.

12. The associated roles can be displayed in the list of user roles. 13. To search for roles that belong to the user, you
can use the search bar for roles already associated with the user. Roles in status earring They do not allow filtering, or
searching by text.

14. To detach a role, select a record from the list of user roles and click the Disassociate.

⚐ Note: 

If the role is in a state Earring It is because the user’s information has not been saved and therefore
has not been associated with the user.

15. When you finish setting up the new user, click the Save



to confirm the changes made.

⚐ Note: : All users created by this means are of type Aranda, this value is displayed in the Origin in the list
of users.

16. If the user belongs to a group, the group will inherit the roles from the group. Each role is identified by the

and it can only be disassociated by removing the user from the group.

Edit users

1. To modify a user, in the user information view, select a record from the list of existing users.



2. In the user’s detail view, click the Edit

and modify the required information.

2. In the window User Edition you will be able to update the user’s basic and additional information; as well as the
groups and roles associated with the user.



⚐ Note: Only users of the Aranda provider may be modified. Imported users only allow associating and
unassociating roles, modifying the state, language, and time zone fields.

3. When you finish editing the user, click on the Save

to confirm the changes made. 

Unlock User

⚐ Note: When a user is blocked for exceeding the allowed password attempts, in the user’s detail view, a
warning message is activated and the UNBLOCK. By performing this action, the blocked user will be able
to log in again.



Delete users

1. In the user information view, select one or more records from the list of existing users and click the Eliminate to
clear the associated information.

2. You will be able to display a confirmation message to validate the deletion action.

⚐ Note: 

A deleted user cannot be restored. 
If the user has associated records in the database, the deletion will fail. 
Users with the Administrator role and are logged in will not be allowed to be deleted. 
If you delete users Imported, in the next synchronization of the Directory Service, it is possible to believe again.

Specification Fields

Users/Basic Data



Field Field
Type Description

Full name Text Name with which the user identifies himself.

Username Text Name used by the user to access the application.

Password Text
Password used by the user to access the application, depends on the
configuration made in the Password Policy from the Aranda authentication
provider.

Confirm
Password Text Password confirmation

Email Text User’s email to receive information.

State Selector Indicates whether the user is active or inactive.

⚐ Note: The password must comply with policies established by the site administrator, and can be active
or inactive according to the configuration made in the Directory Service . If the policy is not active,
compliance with it is not required when creating or modifying a password; Only active policies will be
required.

Users/Additional Information



Field Field
Type Description

Cellular Text User’s cell phone number.

Address Text User’s home address.

Language Selector User preference language.

Document Type Catalogue Type of official identification that the user has.

Identification number Text Official user identification number.

Time zone List Time zone of the user’s preference.

Office Location Catalogue Name of the building where you work.

Company Catalogue Company where you work.

Company Area Catalogue Area within the company where you work.

Country Catalogue The user’s country of residence.

Department Catalogue Department or state of the country where you
reside.

City Catalogue City of residence of the user.

Flat in the building Catalogue Flat in the building where he works.

Charge Catalogue Position within the company.

Headquarters Catalogue Name of the office where you work.

Telephone Text User’s phone number.

⚐ Note: The type fields Catalogue These are lists created by the site administrator. To view the logs, enter
a letter to search for the desired value, or with the cursor key, down arrow you can display the existing
options.
If there are no catalogs for a field, no information will be displayed in the list, and this field cannot be filled
in

Groups Module

Group Management

View User Groups

1. In the User Groups information view, you can display a tree-like structure with the registered or imported user
groups and subgroups.

2. By selecting the name of a group, you can display the information of the related subgroups. In the information view,
you can view the group information in three sections:

Basic Info : Basic group information such as name, status, description of the group and the group leader is
presented; You will also be able to edit related information.
Users: In this section you can manage users to the user group.
Roles and permissions: In this section, you can manage the roles in the user group.



⚐ Note: Even if a group is disabled, it will be displayed in the tree.

2. In the group information view, you will have information management and organization actions
enabled.Information View in Commons Environment 

Group filtering

1. In the user group information view, select the Filter.

2. The window is enabled Group Search where you can make the required consultation; In the Search field, enter a
keyword.

3. Select a record from the groups found in the search. Doing so enables the group details window. 4. In the User
Group Information view, you can clean up the filtered information by clicking the

.
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� Related Links:

Create Groups
Edit Groups
Delete Groups

Create groups

Basic Facts

1. For the creation of a group without any higher hierarchy, it must be located at the root of the tree; In the
information view, you can view the form to fill in the required information (basic information, associate users and
roles).

2. If the group to be created must belong to another group, click on the required parent group and click on the New
and fill in the required information. Each of the fields in the group must take into account the Specifications for
Common Fields.

⚐ Note:

Imported groups cannot be created as it is information collected from the service directory.
You can create as many subgroups as you need. Subgroups (child groups) do not inherit users or
roles from the parent group (parent group).
Two groups cannot have the same name if they are at the same hierarchy level.

3. When you finish setting up the new group, click the Save



to confirm the changes made. 4. Once the user group has been created, the message confirming the creation of the
group will be displayed and its location will be displayed in the tree

Associate and disassociate users with the group

6. To add users, in the information view of a user group, in the Users section, select the Add users.

7. The window is enabled Manage Users, where you can view and add the required users for the defined group. In the
search field to associate users, enter the name of the required user and from the list of results select the user to add.
8. When finished, click on the Associate.

⚐ Notes:



In the search field for associating users, the users who are active will appear. The added users will be
left with the roles of the group.
Once associated, users are left in a state Earring until the group is saved

9. To remove a user from a group, in the Manage Users Select one or more records from the list of users and click the
Disassociate. Confirm that you want to disassociate users by clicking the Accept. 

Associating and Disassociating Roles

10. To add roles, in the information view of a user group, in the Roles and Permissions section, select the Manage
Roles.

11. The window is enabled Manage Roles, where you can view and add the required roles for the defined group. In the
search field to associate roles, enter the name of the required role and from the list of results select the role to add.

⚐ Note: In the search field for associating roles, only active roles will appear.

12. When finished, click Associate.

⚐ Note: The status of the role is pending until the changes are saved.



13. To detach roles from a group, in the Manage Roles Select one or more records from the list of roles and click the
Disassociate. Confirm that you want to disassociate users by clicking the Accept. 14. When you finish setting up the
new group, click the Save

to confirm the changes made.

Edit from groups

1. To modify a group or subgroup, in the user group information view, select a record from the grouping tree; You will
be able to view the group details and modify the required information.

⚐ Note: If the group is imported from an Active Directory, you can only modify the roles and status of a
group. Users will not be able to edit 



2. When you finish editing the group, click the Save

to confirm the changes made.

Remove from Groups

1. In the user group information view, select a record from the grouping tree and click the Eliminate

to clear the associated information.

2. Alternatively, in the detail view of the selected group, click the Eliminate to clear the associated information.



3. You will be able to display a confirmation message to validate the deletion action.

⚐ Note: 

When you delete a group, if it is a parent group, the subgroups that belong to it will be deleted. 
Users and roles are not deleted if the group is deleted. 
If you want to delete only one subgroup, you must select the subgroup to be deleted. 
Imported groups can be deleted. However, there is a chance that the group will be imported back from the
service directory.

Specification Fields

Groups/Basic Data

Field Field
Type Description

Name Text Name with which the group is identified.

Description Text Additional group information.

Group Manager Text Query a defined user, who will become the group leader.

Active/Inactive Text Activate or deactivate a group.

Add Users N/A

This button

Defines the action for associating users with an established group.

Manage Role* N/A

This button

Defines the action to authorize one or more permissions according to the
added role.

Mail Server Module

Mail Server Preliminary Configuration



1. Configuration of Third-Party Server Providers

Configure third-party providers (Microsoft Azure, Google) for mail server authentication processes.

For more information, see the Oauth/Microsoft ↪ Modern Authentication.

For more information, see the Oauth/Google ↪ Modern Authentication.

2. Mail Server Module Management

In the Mail Server module, you can create, update, and delete email server configurations for notifications that will be
sent to users from the web console.

For more information, see the Mail Server Management ↪.

OAuth 2.0/Microsoft Authentication

Creating an Application in Azure

 Requisitos Autenticación Azure: ❯

1. Access the Azure portal View Microsoft Azure , search and select Azure Active Directory. 

2. . In the Administer Search and select Application logs, click New Registration. 

https://portal.azure.com/#home


3. The name field is filled in and the desired option is selected under (Supported Account Types), click Register. 

4.Once your app is registered, save the following data that is required for configuration in Aranda apps.

Application ID (Client) -> Client ID.

Click on the option (Endpoints).

OAuth 2.0 authorization endpoint (v2) -> authorization URL.
OAuth 2.0 (v2) token endpoint - > token URL.



Configure your application in the Azure portal

When you have the application created and have the data saved, you proceed to configure the application as follows:

How to set up authentication

1. You enter the Azure portal > Azure Active Directory > Menu > Application Logs > select the created application from
the list that appears in the view.

2. In the Administer Search and select > Authentication then in Add a platform, select the Web.

3. For the product Aranda Service Management ASMS fill out the Redirect URIs as follows:

Output Server: https://[domain]/[SiteAdministration]/Main/Pages/OauthToken.aspx
Input Server (Case Creator): (http://localhost) and perform the Manual token generation process (Postman).

Replace the [domain] as appropriate, and then select Configure. 

Replace [SiteAdministration] with the name of the directory or application of the administration site.

Note: This name is case-sensitive and must be written as configured. 
4. Para los demás productos Aranda, la UrI de redirección es: https://[dominio]/api/oauth2 

Creation of the Secret

1. To create the secret, enter the Azure portal > Azure Active Directory > Menu > Application Logs > select the created
application from the list that appears in the view.

2. In the Administer Search and select Certificates and secrets > Then click New client secret.



3. At the Hearing Add a client secret    fill in the field Description, configure the Expires which corresponds to the
duration of the secrecy. Then select Add (It is important to always keep this duration in mind since, when it expires, if
it is not updated, authentication will fail.) 

4. The value of the secret is only visible when it is created, so it must be saved for later use and retained for the
configurations required in Aranda products.

Client Secret Value -> Client Secret.

Configure API permissions

1. To configure API permissions, go to the Azure portal > Menu > Azure Active Directory > Application Logs > select the
created application from the list that appears in the view.

2. In the Administer Search and select API permissions >Then click Add a Permission.



3. At the Hearing Request API permissions  select Microsoft Graph >   later Delegated permissions , Select the
permissions according to your requirements: SMTP. Send (Sending mails), IMAP and POP (Reading emails). Click Add
permission. 

User and group settings

In this configuration, the email account(s) that will be able to access the application are associated.

1. You enter the Azure portal> Menu> Azure Active Directory> Business Applications> select the created application
from the list that appears in the view.

2. In the Administer Search and select Users and groups> and then Add User or Group. 



3. In the Add Mapping view, select None selected> Then look for the email account(s) you want to add, when you have
all the emails selected click on Select. 

4. Finally select Assign. 

OAuth 2.0/Google Authentication

Creating a project on Google

⚐ Note: If you already have a project set up on Google, you can skip this step.

1. Access to the Google Cloud Console with the Google Account designated for this process, select the drop-down
menu Select a project in the top navigation menu. Then, click the NEW PROJECT.

https://console.developers.google.com


2. In the window New project Enter the four requested fields following the recommendations and click the CREATE.

⚐ Note: If in the field Organization only the option is listed No organization is that the user with whom the
project is being created does not have the required permissions.

3. The window is enabled Notifications. Click the SELECT PROJECT For the project created:



4. In the drop-down menu Select a project You will be able to display the name of the created project.

Create and configure your app on Google

 Requisitos Autenticación GOOGLE: ❯

When the project is created and selected, proceed with the creation of an OAuth application as follows:

How to create an app on Google

1. In the Google Cloud Console section APIs and services Select the option OAuth Consent Screen and the type of user

Select Internal if you’re using a GSuite admin tenant and you’re creating the app exclusively for your
organization.
Select External if you’re trying a separate Gmail account.

2. Click the CREATE. 3. In the window OAuth Consent Screen Enter the fields App Name, User Support Email in the
Application Information  and Email addresses in the Developer Contact Information   according to the
recommendations of each field (the other fields are optional). Then, click the SAVE & CONTINUE.



4. In the window Permissions Click the ADD OR REMOVE PERMISSIONS.

5. In the window Update selected permissions   in the Add permissions manually   Enter the value
https://mail.google.com/ and click the ADD TO TABLE. Then in UPDATE.



6. In the window Permissions Verify that the permission has been added in the Your restricted permissions and click
the SAVE & CONTINUE to advance to the window Summary where you can view the data from the new application. 7.
Select the option Credentials, click the CREATE CREDENTIALS and select the OAuth Client ID.

8. In the window Create OAuth Client ID In the field Application Type, select the Web application.



9. In the window Create OAuth Client ID in the Authorized redirect URIs, enter the appropriate URI for each product:

Aranda Service Management (ASMS) as follows:
Output Server: https://[domain]/ASMSAdministrator/Main/Pages/OauthToken.aspx
Input Server (Case Creator): (http://localhost)
For all other Aranda products, the authorized redirect URI is: https://[domain]/api/oauth2

Finally, click the CREATE.

10. In the window The OAuth client was created save the following data that is required for configuration in Aranda
applications and in the generation of the Access Token and Refresh Token.



Client ID -> Client ID.
Client Secret Value -> Client Secret.
-> token url https://oauth2.googleapis.com/token.
Authorization url -> https://accounts.google.com/o/oauth2/v2/auth?access_type=offline&prompt=consent

Mail Server Management

View Mail Server

1. In the Mail Server information view, you can view the list of servers grouped by basic mail server data and the type
of authentication.

2. En la vista de información de servidor de correo, tendrá habilitadas acciones de gestión y organización de la
información.Vista de Información en Entorno Commons 

Set up mail forwarding

To perform mail forwarding settings, in the Server Information view, select the

and you can configure the attempts allowed for mail forwarding. 
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⚠ Important: Only a maximum of 100 attempts are allowed for mail forwarding. If this condition is not met,
the default configuration of the Common will be taken.

� Related Links:

Create Mail Server
Edit Mail Server
Delete Mail Server

Create Mail Server

1. In the mail server information view, select the New

Basic Facts

2. In the window that is enabled you will be able to fill in the basic data of the mail server and the type of
authentication

3. In the basic server data you will be able to enter fields such as name, server, port, name and sender’s mail.

Each of the directory services fields must take into account the Specifications for Common Fields

4. On the Authentication Type, you can select the available options by type of provider:

Basic Authentication



Oauth Authentication

Basic Authentication

5. For Basic Authentication, enable the Requires Authentication  and enter the mail server login and password
required.

Oauth Authentication (Open Authorization)

6. For OAuth authentication, define an authentication provider (Microsoft, Google, Manual Configuration).

⚐ Note: Yes Microsoft is the Authentication provider, pre-configure the relevant information to the Oauth
mail provider in the Azure portal, generating the required parameters for the mail server authentication
fields:

Client ID, authorization url, and token url
Client Secret

⚐ Note: Yes Google If you are the Authentication provider, you can pre-configure the relevant information
to the Oauth mail provider in the Google portal, generating the required parameters for the mail server
authentication fields:

Client ID, Authorization URL, Token URL, and Client Secret

7. For each supplier you can define the required fields such as customer ID, customer secret, authorization url,
among others. Each of the mail server fields for the Oauth authentication type must be taken into account
Specifications for Common Fields.

8. If the connection is with a provider Microsoft or Google You can obtain the access token and the update token by
clicking Get Token and then authenticate to the provider.

⚐ Note: In case the supplier is Google and you have previously obtained the access token and the refresh
token, first Revoke the Permit from your profile to allow the refresh token to be sent again. Google It only

https://developers.google.com/identity/gsi/web/guides/revoke


sends the token the first time the request is made.

9. Si la conexión es con un proveedor Oauth diferente a Microsoft ó Google podrá establecer la Configuración Manual
y pegar los valores de token de accesso y el token de actualización directamente. 10. If you wish, you can perform a
test of sending mail by clicking on the

⚐ Note: The test email will be sent to the email that has been filled out in the field Sender’s mail

11. When you finish configuring the mail server, click the Save

to confirm the changes made.

⚐ Note: :

Only vendors that have the full fields, including the Access Token and Refresh Token fields, can be saved



If you have created more than one mail server configuration, only one of them can be marked as a configuration
By default.

Edit Mail Server

1. To edit a mail server, in the Server Information view, select a record from the existing mail list. 

2. The Mail Server window is enabled, where you can modify the basic data of the mail server or authentication type.

⚐ Note: If you need to update a vendor’s access token and refresh token Oauth guy Google or Microsoft
Enter the field Client Secret again to perform the update.

3. When you finish editing the mail server, click the Save

to confirm the changes made.

Delete Mail Server

1. In the Mail Server Information view, select a record from the list of mail services that you want to delete, and click



the

.

2. You will be able to display a confirmation message to validate the deletion action.

Specification Fields

Mail Server/Basic Data



Field Description

Name The name of the server that allows mail to be transported.

Server

DNS name of the mail server. 
- If the provider is Microsoft for business, the server is: outlook.office365.com
- If the provider is Google, the server is: smtp.gmail.com
- If you are a different provider, please refer to the provider’s documentation

Send Test
Email

This button

Defines the action to send a test mail to the configured mail server.

Port TCP Service Operation Port

Sender name Name of the sender of the notification of the emails

Sender’s mail Sender’s email address

Set by Default Indicates whether you want that provider to be the only one authorized to send mail in
AES

Enable SSL Indicates whether your connection uses secure protocol

Mail Server/Oauth Authentication Types



Field Description Supplier

Client ID Client ID given by your Oauth provider. Microsoft/Google/Manual
Settings

Secret Key Password Microsoft/Google/Manual
Settings

Authorization
URL URL address to be able to carry out the authorization. Microsoft/Google/Manual

Settings

Url Token URL for authorization token generation. Microsoft/Google/Manual
Settings

Access Token This will be generated during the credential generation
process.

Microsoft/Google/Manual
Settings

Refresh Token This will be generated during the credential generation
process

Microsoft/Google/Manual
Settings

Directory Service Module

Pre-Configuration Directory Services

1. Configuring Authentication Providers

Configure providers (LDAP, Microsoft Entra ID) for Active Directory user synchronization processes.

For more information, see the Microsoft Entra ID ↪ Sync.

2. reCAPTCHA Configuration (Optional)

Configure a security level in the authentication processes, defining the Google reCAPTCHA configuration to be used
at the time of user login.

For more information, see the reCAPTCHA ↪ Security Configuration.

3. Management Module Directory Services

In the Directory Server module, you can create, update, and delete email server configurations for notifications that
will be sent to users from the web console.

For more information, see the Management of Directory Service ↪.

Ldap/Microsoft Entra ID Synchronization



Build your app in Azure

 Requisitos Autenticación Azure: ❯

1. Access the Azure portal View Microsoft Azure , search and select Microsoft Enter ID. 

2. . In the Administer Search and select Application logs, click New Registration. 

3. The name field is filled in and the desired option is selected under (Supported account types), click Register. 

4.When the application is registered, save the following data that is required for configuration in LDAP
synchronization with Microsoft Entra ID.

Directory ID (tenant) = URL

⚐ Note: The URL should be configured as follows: (https://login.microsoftonline.com/ +
Tenant/Directory ID)

https://portal.azure.com/#home


Application ID (client) = Client id 

Configure Azure App

Once you have the app created and the data saved, you can configure the app as follows:

Creation of the Secret

1. To create the secret, log in to the Azure portal > Microsoft> Menu Enter ID > Application Registrations > select the
created application from the available list.

2. In the Administer Select the option Certificates and secrets >    and in the information view, click the New client
secret.

3. In the window Add a client secret fill in the field Description, define the duration of the secret in the field Expires
and click the Add. 

⚐ Note: It is recommended not to forget the configured duration time. In case of expiration, if it is not
updated, authentication will fail



4. The value of secrecy is only visible when it is created; should be saved for later use or referenced during
configurations required on Aranda products.

Secret Customer Value = Secret Client.

Configure API permissions

1. To configure API permissions, enter the Azure portal > Microsoft’> Menu Enter ID > Application Registrations >
select the created application from the available list.

2. In the Administer from the main menu, select the API permissions > and in the information view, in the Configured
Permissions section, click Add a Permission.



3. In the window Request API permissions  , select the Microsoft Graph >   and then Application Permissions , enable
permissions according to your requirements: User.Read.All (Allows you to read information from all users in the
directory) and Group.Read.All (Allows you to read information from all groups in the directory.) Finally click Add
permission. 

⚐ Note: Your organization may require the administrator to approve these permissions before they are
enabled.

Once this process is done, and permissions are enabled, you can finish syncing with Azure AD: 

Directory Management

Management of directory services

View Directory Service

1. In the Directory Service information view, you can view the list of authentication providers, grouped by data such
as:



Field Field
Type Description

Name Text The name by which the directory service is
identified.

Supplier Text Type of directory service.

Server Text Name and/or IP where the domain is located.

⚐ Note: The Column Supplier indicates the type of directory service provider; which can be Aranda, LDAP
and Microsoft Enter ID

⚐ Note: Through the in-house vendor type options Aranda, you can configure the name, password
policies, and more for this type of provider.

2. In the directory services information view, you will have information management and organization actions
enabled.Information View in Commons Environment 

� Related Links:

Create Directory Service
Edit Directory Service
Delete Directory Service

Aranda type supplier

The type supplier Aranda is the default provider of the system, the settings that are configured for this provider
affect users who are of this type of provider.

1. To configure provider options, in the directory services information view, select the type provider record Aranda .

2. In the Aranda Provider Detail view, click the Edit

file:///common/configuracion_general/entorno_common.html#modulos


to modify the required information according to the business rules or needs of the client, enabling the controls in
each type of policy and setting the values for each option.

3. A continuación se presentan las opciones disponibles en el proveedor tipo Aranda:

Field Field
Type Description

Name
Change Text Allows you to change the name to a custom one.

Number of
attempts Text In this option you can configure the maximum number of attempts to enter

the password, before blocking the user.

Use Default
Provider Selector If selected, it will be the user’s initial choice at the time of authenticating to

the Login.

Password
Policies Multiple You will be able to configure the specifications for the Password Policies



⚐ Note:

If you change the name of the type provider Aranda, make sure the name is the same on all the
products you have installed (ADM, AFLS, ASMS, etc.), to ensure that the integrations work correctly.
Example: If you have ASMS and ADM installed, and you need to change the name of the type provider
Aranda to internal, validate that the name is equal to internal. 

Configure Password Policies

3. On the General In the Password Policies section, you can modify the number of characters in parameters such as
password length, lowercase, uppercase, numbers, and special characters.

4. On the Special In the Password Policies section, you can configure the password’s special allowed and disallowed
characters.

⚐ Note: The password field defined during the configuration process of Aranda Users, must comply with
all Password requirements

5. Click Save

to store the new specifications of special and/or general password policies.

⚐ Note:

Password policies apply only to users created in the local directory (Aranda).
When you modify password policies, they will be enforced for the creation of new users or when changing the
password of existing users in the local directory.

Password Policies



General Policies

These types of policies are mandatory and users must comply with them in order to create their password.

Field Field
Type Description

Password length Numerical The password must be the length set by the administrator.

B Numerical Requires that the password be one or more lowercase characters.

B Numerical Requires that the password be one or more uppercase
characters.

Numbers Numerical Requires the password to have one or more numeric characters.

Special characters Numerical Requires the password to have one or more special characters.

Políticas Especiales

Estas políticas son restrictivas; si la contraseña del usuario coincide con una de las políticas especiales NO se podrá
usar esa contraseña

Field Field
Type Description

Expression/Pattern Text
It allows you to determine regular expressions to avoid the use of
patterns in passwords; To define multiple expressions, they must be
separated by a line break

Password Not
Allowed Text List of passwords that cannot be used. To set multiple disallowed

passwords, they must be separated with a line break.

Password with user
data Selector It does not allow the username to be used within the password.

Passwords with
disallowed
characters

Text
The use of the indicated characters is not permitted. To define multiple
characters, type one followed by the other without spaces. Example:
#% It will not allow the use of any of the #, or % in the password

� Related Links:

Management of Directory Service

Create Directory Services

1. In the directory server information view, select the New.



Basic Facts

2. In the window that is enabled you will be able to fill in the basic information required to establish the connection
with your directory server such as name, server, port, authentication type, providers, among others.

Each of the directory services fields must take into account the Specifications for Common Fields

Authentication Type

4. In the Authentication Type, you can set the type of provider for authentication:

LDAP: It is a standard application protocol for queries, which can store, manage, protect and authenticate user
information.
Microsoft EntraID: Microsoft’s cloud-based identity management service, from which O5ce 365 users can be
imported

LDAP Provider

5. In the Vendor Detail view, click the IMPORT; window is enabled Import where you will be able to enter the necessary
data for synchronization. In the LDAP Business Directory Basic Information, enter the username and password data.

⚐ Note:

For active directories configured with OpenLDAP, fill in the Distinguished Name field.
Check out some filters example for LDAP

In the Mappings tabs, you can specify the corresponding naming attributes for each field, and filters must comply
with LDAP syntax to synchronize the information.



On the User Mapping the mandatory fields to be registered are: User filter to take into account in the import, unique
identifier and username.

On the Group Mapping (user groups) if you enter any value in the field “Enter the group filter to take into account in the
import”, the fields “Unique identifier” and “group name” become mandatory.

6. When registering the fields, click on the Test Connection

. If the connection was successful, you will be able to view the message: The information is complete, you can now
finish the import and the continuation of the process is authorized. 
7. When you finish recording the information, click the Synchronize



and in the window that is enabled, activate synchronization.

8. Synchronization can be manual (immediately) or it can be automatically scheduled once or every few hours to
update new users. After selecting the sync type and performing the settings, click the CONFIRM SYNCHRONIZATION.

9. When you finish configuring the LDAP directory, in the Import window, click the confirmation button



and in the LDAP Basic Configuration window, click Save

.

10. Once the synchronization is complete, the administrator will be able to assign the respective roles to the
synchronized users. 

Microsoft EntraID Provider



1. In the provider detail view, enter the full name of the directory you want to sync and click the IMPORT; window is
enabled Import where you will be able to enter the necessary data for synchronization. In the basic directory
information, enter the authority URL, client ID, and client secret supplied by Microsoft EntraID.

On the User Mapping the mandatory fields to be registered are:User filter for import, unique identifier and Username.

On the Group Mapping (user groups) if you enter any value in the field “Enter the group filter to take into account in the
import”, the fields “Unique identifier” and “group name” become mandatory.

For information about user filters and attributes for field mapping, you can consult Microsoft’s documentation at the
following links: User and group filter 
User fields
Group Fields

⚐ Note:

Check out some filters and Field Mapping Microsoft EntraID example
Learn how to create your app Microsoft Enter ID

6. When registering the fields, click on the Test Connection

https://learn.microsoft.com/en-us/graph/filter-query-parameter?tabs=http
https://learn.microsoft.com/en-us/graph/api/resources/user?view=graph-rest-1.0#properties
https://learn.microsoft.com/en-us/graph/api/resources/group?view=graph-rest-1.0#properties


. If the connection was successful, you will be able to view the message: The information is complete, you can now
finish the import   and the continuation of the process is authorized. 7. When you finish recording the information,
click the Synchronize

and in the window that is enabled, activate synchronization.

8. Synchronization can be manual (immediately) or can be scheduled automatically once or every few hours. After
selecting the sync type and performing the settings, click the CO-SIGN SYNCHRONIZATION.



9. When you finish configuring the Microsofrt Enter ID directory in the Import window, click the confirmation button

and in the basic vendor configuration window, click Save

. 

⚠ Important: The Microsoft Entra ID provider only allows synchronization of users and groups of users, it
does not apply to be used as an authentication provider, so it always remains in an Inactive state. To
access the Aranda product website using the users of this type of directory, the external authenticity
(SAML) must be configured.



Edit Directory Services

1. To edit a directory or authentication provider, in the Directory Services information view, select a record from the
list of existing providers.

2. In the detail view click the edit icon

to modify the required information.

3. In the Directory Edit window, you can update the basic information and the imported information from the vendor.
4. When you finish editing the user, click on the Save



to confirm the changes made.

Delete Directory Services

Deleting directory services records can be done in two ways:

1. In the Directory Services Information view, select a record from the list of directory services or authentication
providers that you want to delete, and click the

.

2. In the detail view of a selected directory service or provider that you want to delete, click the ELIMINATE



3. In both cases, you can display a confirmation message to validate the deletion action.

Specification Fields

Basic Facts

Field Description

Full name Name you want to assign to your directory.

LDAP Server DNS or directory server IP.

Port TCP port to establish communication with the directory server.

Authentication
Type Authentication mode through which connections are allowed.

User Format You can choose from 3 user formats: UserNameOnly, FullyQualifiedDomainName, and
UserPrincipalName.

State For the creation of the directory, you must select the active state.

Authentication
provider You can choose between two LDAP or Azure AD providers.

Use Default
Provider

This option is activated so that the authentication type that appears by default is the one
created (LDAP or Azure AD) when entering the AVS site.

Use DS Name
Distinction

This option is enabled when the directory server is OpenLDAP and you must submit the
distinguished name for logon (Username is not used).

Enable SSL Indicate if you apply a security protocol.

LDAP/Sample Filters



Filter Example

Filter to synchronize all users. (&(objectCategory=person))

Filter to synchronize all groups. (objectClass=organizationalUnit)

Filter for synchronizing users from the accounting group. (name=Accounting)

Microsoft EntraID/Sample Filters

Filter Example

Filter to synchronize all users. *

Filter to synchronize all users. *

Filter for synchronizing users from the accounting group. displayName eq ‘Accounting’

Microsoft EntraID/Example Minimal Field Mapping

Field EntraId nomenclature

Unique user identifier Id

Username UserPrincipalName

⚐ Note: : When the directory is synchronized from a LDAP on premise It is used:

Unique User Identifier : OnPremisesImmutableId
Username : OnPremisesSamAccountName

⚐ Note: : If you want to use the user’s mail as your username, you must:

Assign Username : Mail
And change the claim in case you have external providers configured in Azure Active Directory

Microsoft EntraID/Example Field Mapping



Field EntraId nomenclature

Company CompanyName

Unique user identifier Id

Username UserPrincipalName

Email Mail

Immediate boss Manager

Country Country

City City

Phone BusinessPhones

FAX FaxNumber

Cell or Mobile MobilePhone

Location in the company Building

Headquarters OfficeLocation

Position within the company JobTitle

Company Area Department

Unique Group Identifier Id

Group Name Name

reCAPTCHA Security Configuration

⚠ Important:

The reCAPTCHA configuration is a component Optional that you can implement in directory service provider
management, if you require this authentication condition.
The reCAPTCHA configuration does not apply if the authentication is performed with external providers.

1. To configure reCAPTCHA, in the directory server information view, select the



2. The reCAPTCHA window is enabled where you can configure this component. Click the Edit

. 

2. Select the required version, according to the type of Key set up on Google and complete the requested information:

file:///common/configurar_tokens_google/precondiciones.html


Field Field
Type Description

Version Selector Version configured in Google.

Site Key Text Public key obtained from the configuration made in Google.

Secret Key Text Secret key obtained from the configuration made in
Google.

Punctuation Text If you choose V3 version, set the Score for user rating

⚐ Note:

1. When changing the version of reCAPTCHA, enter the requested fields again or cancel the operation. 
2. If the reCAPTCHA configuration is not set correctly, access to the console will be prevented due to

lack of validation. To resolve the conflict, make the adjustment in the database.

Configuration for reCAPTCHA V2 and V3

Preconditions

Create reCAPTCHA keys for websites

Sign up for Google.
Prepare your environment for reCAPTCHA Enterprise.
Make sure you have the Identity and Access Management role: reCAPTCHA Enterprise Administrator
(roles/recaptchaenterprise.admin)
Define the key type that best fits your use case.

Configure tokens for google recaptcha

Information Needed for Setup

⚐ Note: A previously created google account and environment are required for reCAPTCHA Enterprise: To
create Google Cloud console and Google Cloud project: Go to Google Cloud

https://developers.google.com/recaptcha/docs/v3?hl=es-419#interpreting_the_score
https://google.com/recaptcha/admin
https://cloud.google.com/recaptcha/docs/prepare-environment?hl=es-419
https://cloud.google.com/recaptcha/docs/choose-key-type?hl=es-419
https://accounts.google.com/v3/signin/identifier?continue=https%253A%252F%252Fconsole.cloud.google.com%252Fsecurity%252Frecaptcha%253Fhl%253Des-419%2526_ga%253D2.133855758.1497461296.1727888367-323600534.1724686976%2526project%253Drecaptcha-1718376046355&followup=https%253A%252F%252Fconsole.cloud.google.com%252Fsecurity%252Frecaptcha%253Fhl%253Des-419%2526_ga%253D2.133855758.1497461296.1727888367-323600534.1724686976%2526project%253Drecaptcha-1718376046355&hl=es-419&ifkv=ARpgrqeynF1RzxA-cCHITVG2LqfrcTQFw1vSPOb4c5cor9EYYydq3-El2QDT8xoASd2JP1_IJwTkcA&osid=1&passive=1209600&service=cloudconsole&flowName=GlifWebSignIn&flowEntry=ServiceLogin&dsh=S1882705801%253A1727896798314630&ddm=0


Enable the reCAPTCHA Enterprise API

1. In the Google Cloud console, go to the Google Cloud API page. reCAPTCHA Enterprise 
2. Verify that the project name appears in the project selector at the top of the page. If you do not see the project
name, click the project selector and select the required project. 
3. Click Enable. 

⚐ Note: Redirection is performed on the page, where the creation of credentials will be allowed.

Creating reCAPTCHA Keys

1. In the Google Cloud console, go to the reCAPTCHA Enterprise page. 
2. Verify that the project name appears in the resource selector at the top of the page.

⚐ Note: If you do not see the project name, click on the resource selector and select the required project.

3. Click Create key.

4. En el campo Nombre visible, ingrese el nombre visible para la clave. 

5. En el menú Elegir tipo de plataforma, seleccione Sitio web. 



⚐ Note: The List of domains.

6. Enter the domain name of the website: 

En la sección Lista de dominios, haga clic en Agregar un dominio, ingrese el nombre del dominio.
En el campo Dominio, ingrese el nombre del dominio.
Opcional: Para agregar un dominio adicional, haga clic en Agregar un dominio   e ingrese el nombre de otro
dominio en el campo Dominio. Se podrán agregar hasta 250 dominios. 
La clave de reCAPTCHA, para sitios web, es única para los dominios y subdominios definidos. Se podrá definir
más de un dominio si se entrega el sitio web desde varios dominios. Si define un dominio (por ejemplo,
examplepetstore.com), no es requerido definir los subdominios (por ejemplo,
subdomain.examplepetstore.com). 
Según el tipo de clave de reCAPTCHA que requiere crear para el sitio web, podrá realizar cualquiera de las
acciones correspondientes:

⚐ Note: Creating a key based on scores is the default option in the Google Cloud console.”

reCAPTCHA based on scores:

To protect the reCAPTCHA key for domain and subdomains, validate that the Disable domain verification option
is disabled. 
If you require the score-based key to work with Accelerated Mobile Pages (AMP), toggle the **Disabling domain
verification is a security risk because there are no restrictions on the site, so anyone can access and use the
reCAPTCHA key.

<center><img src="/common/en/assets/images/configurar_recaptcha/img8.png" ></center>

Si requiere que la clave basada en puntuaciones funcione con Accelerated Mobile Pages (AMP), active el
botón Permitir que esta clave funcione con páginas de AMP.
En entornos que no son de producción, si requiere especificar una puntuación que muestre la clave al
crear evaluaciones para ella, haz lo siguiente:

Haga clic en el botón de activación Esta es una clave de prueba..
En el cuadro Score, especifique una puntuación entre 0 y 1.0.

Haga clic en Crear clave.



⚐ Note: The new key will appear on the reCAPTCHA keys.

⚐ Note: Using checkbox keys is not recommended, as they increase user friction and do not improve
accuracy.

reCAPTCHA with checkboxes:
Expand the section Web Application Firewall (WAF), Domain Verification, AMP Pages, and Challenge.

     <center><img src="/common/en/assets/images/configurar_recaptcha/img7.png" ></center> -   To protect the 
reCAPTCHA key for domain and subdomains, confirm that the Disable domain verification option is disabled. Disabling 
domain verification is a security risk because there are no restrictions on the site, so anyone can access and use the 
reCAPTCHA key.
  
     <center><img src="/common/en/assets/images/configurar_recaptcha/img8.png" ></center> -   Enable the Activation 
Button **Use the checkbox challenge**.
  
     <center><img src="/common/en/assets/images/configurar_recaptcha/img12.png" ></center> -   Select the option 
**Challenge Security** adequate. -   For a non-production environment, if you need to specify a score that displays the key 
when you generate assessments for it, keep the following in mind:

-  Click on the activation button **This is a test key.**.
-  In the painting **Score**, specifies a score between 0 and 1.0.
-  Select the option **Challenge Type** adequate.
  
  -  On some occasions, the challenge appears as **automatic**.
  -  **No CAPTCHA** it does not show a challenge.
  -  One **Unsolved challenge** shows the images, but the challenge is not approved.

        <center><img src="/common/en/assets/images/configurar_recaptcha/img13.png" ></center>

Click Create key.

<center><img src="/common/en/assets/images/configurar_recaptcha/img10.png" ></center>

⚐ Note: The new key will appear on the reCAPTCHA keys.

⚐ Note: 

The challenge safety option controls the likelihood of prompting a user for a secondary challenge to select
images based on an identified category (for example, select the images with a motorcycle or ladders). 
To ensure better fraud protection, select (more bot safe)**. 
If you select the Di5culty of the simplest challenge    , users are less likely to be prompted for the visual
challenge.

⚐ Note: Note: After you create the reCAPTCHA keys, you can edit or delete them. You will not be able to
recover deleted keys.

Configure reCAPTCHA V2

reCAPTCHA Version 2

1. Once registered in google, enter the administration by reCAPTCHA

https://www.google.com/recaptcha/about/


2. Add the field value Label

3. On the screen that is enabled select Challenge (v2) and depending on the desired configuration:

Check the option “I’m not a robot” checkbox”
Check the option “Invisible reCAPTCHA badge”

⚐ Note: You will be able to view a site configuration notification; Wait for options to be enabled to
continue:

4. Add the value of the field Domains.

5. Select the project name and click Send.



⚐ Note: The page will automatically display the site keys, for later configuration in the DirectoryServices
component

6. Copy the information displayed in the fields:

Site key.
Secret key.

7. After saving or configuring the keys, click on the “GO TO SETTINGS” button

⚐ Note: Verify on the page that it is enabled that the information presented corresponds to the values
previously filled out.



8. Validate and configure the Security Preference as required and click the Save

Configure reCAPTCHA V3

reCAPTCHA Version 3

1. Once registered in google, enter the administration by reCAPTCHA

https://www.google.com/recaptcha/about/


2. Add the field value Label

3. On the screen that is enabled select Based on a score (v3) and depending on the desired configuration:

⚐ Note: When viewing the site configuration notification, wait for the options to continue to be enabled:

4. Add the value of the field Domains.

5. Select the project name and click Send.



⚐ Note: The page will automatically display the site keys, for later configuration in the DirectoryServices
component

6. Copy the information displayed in the fields:

Site key.
Secret key.

7. After saving or configuring the keys, click on the “GO TO SETTINGS” button

⚐ Note: Verify on the page that it is enabled that the information presented corresponds to the values
previously filled out.



8. Validate and configure the Security Preference as required and click the Save

External Authentication Module

Preview Vendor Data

1. Get ADFS Provider Data

Configure the corresponding application in ADFS (Active Directory Federation Service). 

Microsoft’s AD FS (Active Directory Federation Services) configuration is used to enable federated authentication and
Single Sign-On (SSO), allowing users to access multiple applications and services (both on-premises and in the cloud)



using a single identity. 
For more information, see ADFS ↪ Configuration. 

2. Get Azure Devops provider data

Configure the corresponding application in Azure Active Directory. 

Configuring SAML (Security Assertion Markup Language) in Azure DevOps allows you to integrate federated
authentication with an external Identity Provider (IdP), such as Azure Active Directory (Azure AD), Okta, ADFS, or other
SAML 2.0-compliant providers. This allows users to sign in to Azure DevOps using their corporate credentials,
enabling Single Sign-On (SSO) and more secure access control. 
For more information, see Azure Active Directory ↪. 

Preview Vendor Data

ADFS Configuration

Get supplier data

1. The identity identifier can be obtained directly from the ADFS server by opening the console AD FS Management, in
the main menu by selecting the Service and in the Actions menu by selecting the Edit Federation Service Properties
located on the right.

⚐ Note: Identity identifier: In a default installation, its value corresponds to
https://**/adfs/services/trust.

2. The login URL can be obtained directly from the ADFS server by opening the console AD FS Management, in the
main menu by selecting the Service and Endpoints.

⚐ Note: Login URL: In a default installation, its value corresponds to https://**/adfs/ls/.



⚐ Note: Logout URL: In a default installation its value corresponds to https://**/adfs/ls/?wa=wsignout1.0

You can do the same to get the login URL and add the value ?wa=wsignout1.0 to it

This data must be entered when creating an external authentication provider in the admin console. See External
Authentication configuration.

Configuring the trust relationship

1. Start the console AD FS Management from the server where the ADFS is installed, right-click on the Relying Party
TrustsSelect Add Relying Party Trust…

2. Select Claims aware and click Start.

3. Select Enter data about relying party manually, then in Next.



4. Enter a descriptive name and record the additional information. Click Next. 5. You can click Next In El Paso
Configure certificate to leave the defaults.

6. Select Enable support for the SAML 2.0 WebSSO protocol and enter the console sign-in URL, click Next

7. Enter the console URL, click Add and later in Next.



8. Select the type of access policy to be applied, based on your security requirements, click Next. 9. You can view the
summary of the click settings on Next.

10. Verify that the option is selected configure claims issuance policy for this application to configure the policies for
the issuance of claims to be used for the integration; Click Close to complete the wizard.

11. You will then find a new window to configure the policies, click Add Rule.



12. Select the template Send LDAP attributes as Claims, click Next.

13. Enter a name to the rule, select Active Directory in the Attribute store, on the left side of the table, select E-Mail-
Addresses and on the right side select Name ID; Finish the rule creation by clicking the Finish.

⚐ Note: On the left side of the table you can change E-Mail-Addresses, for the field that is mapped as
UserName on importing users in LDAP



14. To complete the Policy Editing Wizard, click the OK. 15. To add the console logoff address, edit the provider
created in the ADFS, do right-click on the provider’s name     in the properties. You can also do this by choosing the
name of the provider and left-clicking on it.

16. Select the tab option Endpoints and click the *Add SAML….



17. Select SAML Logout  in the Endpoint Type later Redirect in the Binding and finally enter the URL of the
corresponding console logout.

18. Click the OK button and close the properties window, click the OK.

Azure Active Directory configuration

Get supplier data

1. First, create an enterprise application through the Azure portal.

2. Select the option Create your own app and in the window that you enable, enter a name for the app and verify that
the option is enabled Integrate any other application that is not in the gallery; then click the Create. Wait a moment
while the app is created.



3. After creating the app, select the Single sign-on, then select SAML as a single sign-on method.

4. On the page Configuring Single Sign-On with SAMLicon, click the Pencil SAML Basic Settings to edit the settings.

5. In the Basic SAML Configuration, follow these steps:

Add an identifier and type the Console URL.



Subsequently, add a Reply URL and type in the text box the Login URL of the console.

Finish the setup by selecting the Save. 

⚐ Note: You can now copy the following values, for later use in this section

Login URL: Corresponds to the field Login URL in the external authentication settings of the Admin console.
Azure AD ID  : Corresponds to the field Identity Identifier  in the external authentication settings of the Admin
console.
Logout URL : Use the following address: https://login.microsoftonline.com/common/wsfederation?
wa=wsignout1.0

User permissions that can access the application

Remember to grant permissions to users who can access through the Users and groups.

Claims Validation

At the time of login, the claim Unique User Identifier (Name ID)      with the field that is mapped as UserName on
importing users in Microsoft EntraId. To do this, you can change the claim if necessary as follows:

1. Enter the option Attributes & Claims

file:///common/modulo_autenticacion_externa/crear_proveedor.html#basic_data


2. Click on Unique User Identifier (Name ID)

3. And in the countryside Source attribute change it to the claim that is mapped as UserName

Login validation

⚐ Note: The user who logs in must be previously configured so that they can enter the corresponding
console.

1. In the login window of the console that has been configured, you will find a button with the name of the configured
provider at the bottom of the window.



2. Clicking on the button redirects you to the authentication provider, where you can enter the corresponding login
data.

3. Al finalizar el proceso de autenticación, se redireccionará automáticamente a la consola y podrá ver reflejado el
usuario autenticado.

Google Settings

Set up Google Workspace

1. Log in to the Google Admin console

2. From the main menu select the Apps and Web and mobile apps

In the information view, click Add App and select the Add custom SAML application.

https://admin.google.com/


3. To set up app details, enter a name for the app and add a logo (optional). Then click Continue. Configure application
details

4. Identity provider data To define the identity provider data, copy the following values, for later use in this section

URL de SSO: Corresponds to the field Login URL (right side of the form) in the external authentication settings
of the Admin console.
Entity ID : Corresponds to the field Identity Identifier  in the external authentication settings of the Admin
console.
Google doesn’t support single sign-on (SLO)

5. To configure service provider data, enter the values generated in this section

URL de ACS: Enter the value of Login Url (left side of the form) in the external authentication settings of the
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Admin console.
Entity ID: Enter the value of Console URL in the external authentication settings of the Admin console.

6. Set up User Access To configure User Access Select the users (or groups) who will be able to sign in with the app.
Click on the

alongside User Access Configure the required attributes as shown below.

As an example, select the All, but you can restrict access to certain groups if you need to.



Finish the setup by selecting the Save.

Third-Party Vendor Management

View Third-Party Vendors

1. In the information view of external suppliers you can view the list of registered suppliers, grouped by data such as:

Field Field
Type Description

Name Text Name with which the supplier is identified.

Console for
authentication Text Indicates the type of console you want to integrate.

Console URL Text This is the public URL of the console, this value must be provided to the
authentication provider as an identifier (Entity ID).

2. In the information view of external suppliers, you will have information management and organization actions
enabled. Information View in Commons Environment

⚠ Important: Settings for products that have authentication consoles will be able to display a box labeled
Authentication console with default options called Administrator, Specialist, and CMDB.

3. In the third-party vendor information view for products that have authentication consoles, you can view it as
follows:
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� Related Links:

Create third-party provider
Edit third-party provider
Remove third-party provider
Third-Party Provider Configuration

Create Third-Party Vendor

1. To create a new third-party vendor, in the vendor information view, click the New.

⚐ Note: There is no restriction on creating external providers with duplicate information, as many as
necessary can be created.

⚠ Important: Products that have authentication consoles such as ASMS, the New will be disabled until you
select an authentication console in the box Authentication console.

Basic Facts

2. In the window that is enabled, you will be able to fill in the basic data of the external provider such as provider
name, console URL, login URL, logout URL, status, icon and text of the provider, among others. 
Each of the third-party vendor fields must take into account the Specifications for Fields

⚐ Notes: 

The fields Login URL  and URL log out   have auto-complete functionality and are based on the information
provided in the field Console URL.



⚐ Notes: 

In products that have authentication consoles such as ASMS, the value of the Authentication
Console corresponds to the Console defined at the beginning of the vendor creation.

3. When you finish setting up provider authentication, click the Save.

⚐ Notes: 

If the configuration is successful, in the external vendor view you can view the records of the last vendors
created.
On the home screen and access to the required application, you will be able to display the icon with the name
given to the external provider.

⚐ Notes:

The email with which the authentication is carried out from the external provider is used as the
user’s identification and must be registered in the respective application.
In order for the website to authenticate the user, the user must be imported or created before
performing the external authentication configuration.
To authenticate local users, the username must match the email.

Edit Third-Party Vendor

⚠ Important: For products that have authentication consoles and their third-party provider settings are
not correct, you won’t be able to change the authentication console in the edit window, so you must delete
the third-party provider and create a new third-party provider with the correct information.

1. In the third-party vendor information view, select a record from the existing vendor list.



2. In the vendor detail view, click the Edit

and modify the required information.

3. In the window Third-Party Vendor Editing You will be able to update the basic information of the supplier.



⚐ Notes: 

The value of the field Authentication Console corresponds to the Console defined at the beginning of
the vendor creation. This field is not editable.
The value of the field Select icon  It will not be visible in edit mode. If no changes are made to this
field, the image saved when you created the vendor is retained.

4. When you finish editing the third-party provider, click the Save

to confirm the changes made.

Remove Third-Party Provider

Deleting third-party vendor records can be done in two ways:

1. To delete a third-party provider, in the provider information view, in the ‘Authentication console’ box, select an
available option from the list of consoles.



2. In the Third-Party Vendor Information view, select one or more records from the Vendor List that you want to
delete, and click the

.

3. In the detail view of a selected vendor that you want to delete, click the ELIMINATE

3. In both cases, you can display a confirmation message to validate the deletion action.

⚐ Note: 

A deleted provider cannot be restored.



The provider has no restriction on its disposal.

Configure Third-Party Provider

⚠ Important: The Configuration For third-party providers, it will only be enabled if an authentication
console is selected.

1. To perform the configuration, in the Third-Party Vendor Information view, select the

2. In the window that is enabled, you can activate or not the authentication options (username and password). When
finished, click on the Accept

3. If you enabled the option to Hide Authentication Form, in the authentication process you will only be allowed to
enter as an external provider.



⚐ Note: To hide the authentication form (username, password), there must be at least one active third-
party provider.

Specification Fields

Third-Party Providers



Field Description

Vendor Name Name to be given to the provider; This name is the name that will appear on the
authentication screen of the corresponding console.

Console for
configuring
authentication

Type of console to be integrated.

Console URL Public console URL. This value must be provided to your authentication provider as
an Identifier (entity ID).

Login URL Autocomplete value that is supplied from field information Console URL where the
final structure ends in /login.

URL log out Autocomplete value that is supplied from field information Console URL where the
final structure ends in /logout.

State Enables third-party vendor integration using the selector in the “Active”.

Select icon This is the figure that is displayed in the login option of the third-party provider
enabled to authenticate

Short text Friendly name of the provider enabled and configured for authentication

Identity Identifier Identity ID of the authentication provider.

Login URL / Log Out
URL

Data that must be provided to your authentication provider to perform the
configuration of the trust relationship between the two parties login and logout

Integration Token Module

Token Management

View Tokens

1. In the Token information view, you can view the list of tokens created, grouped by data such as:



Field Field
Type Description

Username Text Name of the user associated with the
token.

Description Text Description of the token.

Date of creation Text Date of creation.

Token Expiration Date Text Date the token expires.

2. In the token information view, you will have information management and organization actions
enabled.Information View in Commons Environment 3. To display an integration token, in the token information view,
select a record from the list of existing tokens. In the token detail view you will be able to view the information with
which the token was created, this information cannot be edited.

� Related Links:

Create Token Integration
Remove Token Integration

Create tokens

1. To create a new integration token, in the token information view, click the New.

Basic Facts
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2. In the window that is enabled you will be able to fill in the token data: Description, user and expiration date. Each of
the token fields must take into account the Specifications for Common Fields

3. When completing the configuration of each field, click on the

to commit the generated changes.



⚐ Note: :

Integration tokens cannot be edited, so the data recorded must be correct, or else you must create
another token.
The generated token must be copied and saved at the time of creation, given that that will not be  
shown again.

Deleting Tokens

1. In the token information view, select one or more records from the existing token list and click the

to clear the associated information.

2. You will be able to display a confirmation message to validate the deletion action.

Specification Fields

Integration/Data Tokens

Field Description

Description Information to describe the token to be created.

User User to whom the token is to be generated

Token expiration date Date the token will expire

Login Module

Login



1. To log in to the application, enter the assigned username and password, taking into account the Authentication
field specifications.

⚐ Note: 

The name of the product varies according to the application you are using. 
At the bottom you will find the name of the product and the number of version 
In case you forget your password, select the Authentication Type  and click on the Remember
password

2. If you have external authentication providers configured, they can be displayed in the authentication option. If you
have multiple providers configured, the

which will allow you to view all available external authentication providers.



� Related Links:

Remember password

Remember password

1. If you forget a provider’s password, request a new one, select the authentication type and click Remember
password

2. In the window that is enabled, enter email or username.

⚐ Note: This option applies to recover the password of the users of the directory service, Not applicable
To recover your password from authentication providers external.

3. When you enter a valid email or username, you will receive a message with the link to reset the
password. ⚐ Note: 

Depending on the product you are using, you may be able to recover the password with username, user email, or
both. 
The recovery email will depend on the product you are using. 
The link in the email will be valid for 24 hours, if the password is not reset within this time, carry out the
application process again.

4. By clicking on the link sent, you will enter the screen Reset Password, where you can set the new password that
complies with the established policies.

⚐ Note: The password must comply with policies established by the site administrator, and can be active
or inactive according to the configuration made in the Directory Service . If the policy is not active,
compliance with it is not required when creating or modifying a password; Only active policies will be
required.

Specification Fields

Login/login



Field Field
Type Description

User Text System user
name.

Password Text User password.


