SN : Configuracion de Commons




In the configuration processes of the different Aranda applications, there are transversal concepts and
functionalities that allow for the streamlining and sharing of related data for each project.

Aranda COMMONS is a library that shares components or transversal modules for the general configuration processes
of Aranda products such as ASEC, AVS, AFLS, ADM, AQM.
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2. Modules

The following common configuration modules integrate natively with our solutions:
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Who is this Handbook for?

This manual is designed for users of Aranda products who share different Aranda COMMON transveral configuration
modules.

What is Our Documentation?

e ADM Integration Manual (You are HERE)

Configuration Modules

Common Modules

The general administrator from the Web console will be able to perform the following traversal configuration tasks:
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1. Users

In this module you will be able to configure the users in charge of the different management processes of Aranda
products. These configurations can only be made by a user with an administrator role. Additionally, you can associate
groups androles.

Formore information, see the User Management <.

2. User groups

In this module, you will be able to configure and manage user groups to perform role assignment in a more efficient
way.

Formore information, see the Group Management <.

3. Mail Server

In this module you will be able to configure a mail provider for the operation of Aranda products; Notifications will be
sent to users from this server. The email is configured to be able to perform password recovery for users who have
been created manually (It does not apply to those who are imported).

Formoreinformation, see the Mail Server Management .

4. Directory Services

In this module, you can set the directory services that can be used in an Aranda application, such as the lightweight
directory access protocol LDAP, which allows you to configure the connection to other business directories or the
directory service Azure Active Directory



Formore informaotion, see the Management Directory < Services.

5. Authentication Providers

In this module, you can set the external authentication providers, which follow the SAML (Security Assertion Markup
Language) standard to perform user authentication in the application. and subsequent and notification on the status
of the validation.

Formoreinformation, see the Authentication Provider @ Management.

6. Integration Tokens

In this module, you will be able to perform the APl connection configuration and add details for the creation of the
Token. This token allows the APIs of the product that requires it to be consumed, from external applications, without
the need for authentication credentials.

Formore informaotion, see the Integration © Token Management.

Environment Commons

The management and configuration of the configuration processes for different Aranda applications are carried out
from a web environment with shared options and actions.

Visualize Environment
1. After logging in, login to the product’'s web console with the role set (admin, specidalist, users).

2. In the main menu of the Aranda product, in the Configuration, select the respective module (Users, Mail Server,
External Authentication, Directory Services, Integration Tokens) and doing so enables the information view with the
related data.

F Example: In the following image you can see the configuration section of the Aranda Security product,
with the common modules used.
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Environment Commons/ Modules

3. In the information view of the selected common module (Users, Mail Server, Directory Services, External
Authentication)you can find transversal actions that complement the management tasks such as:
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Reid
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Below are the available options and the commons modules where they are used:

Option

Description

It allows you to search for the list of users according to the search criteria. You
can search by the name of the defined fields of each associated concept.

Search

This section groups the information from the found records by selected module

Data
Listing

and edit the associated data, or delete the record.

oritem. The information presented is grouped into columns with the data
entered. By selecting the record from the available list, you will be able to view

This button defines the action to create arecord for each Aranda product
management concept. Activating this action enables a window to fill in the

related information.

New
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Option Description Modules
F_i-?
This button defines the action for deleting a record that has already been 1@
created in the management processes. "’tﬁ_-_;._;f

Eliminate E

Allows you to show or hide options from the list.

Filter by OPCIOMES DE COLUMMA i_g
column o

The column options of the users module are: Name, origin, user, email, date of
creation and phone.

Y

It allows you to navigate between the pages of the list of user records found. =

Paglnotlon < o > Mostrando 1al 20 de 37 registros

Allows you to filter by the active or inactive status of users or authentication
providers. s:.i

estaco [ ® activo ()

Filter by

Status . . .
In the Integration Tokens module, you allow you to filter by the current or expired

status of APl connection tokens created.

EsTaD0 (] @ VIGENTE () @ VENCIDO QEP:T_E

This button

=) SEGURIDAD

Safety



Opti N Common
ption BERRERYAL action to perform the reCAPTCHA settings to use it at the time of Modules

user authentication.

Commons Environment/ Groups Module

4. In the information view of the selected common module (Groups) you can find actions that complement the
management tasks.

5. In the tree-like structure for user groups, you can identify the following components:

Brupos ( Acciones

— Inactivo
@ > fdministrotor > Bogotaterd  Miga de Pan
ini

Utilice el grupo para otorgar a varios usuarios de su organizacion los mismos
permisos, restricciones y accesos.

Arbol de Agrupacién
Descripcion del grupo Responsable del grupo

Usuarios

Sin usuarios asociados

Roles y permisos

Sin rales asociados

Common

Option Description Modules

This button

- Muevo

Defines the action for creating a User Groups record. Activating this action
enables a window to fill in the related information.

This button

Filter [ T Filtrar

Defines the action to perform an advanced search through the entire group
tree. Activating this action enables a window to fill in the related information

Grouping
tree

This section displays the defined groups and subgroups.

This button



Option Description ‘ Common

Modules
Eliminate s

Defines the action to delete an already created group record

Thisicon

Breadcrumbs 1

Displays the current location in the group tree.

This button

Add Users

Defines the action for associating users with an established group.

This button

Manage _
Rolesg Gestionar roles

Defines the action for associating roles with an established group.

Users Module

User Management

View Users

1. Inthe Users information view, you can view the list of registered or imported users, grouped by data such as:

Usuarios
Ahora puede crear el perfil de usuario y asociar roles o dispositivos a este
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0 Nombre Origen Usuario Email Fechade creacién Teléfono -
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Field

Name

Origin

User

Email

Date of creation

Telephone

Field
Type

Text

Text

Text

Text

Selector

Text

Description

Name with which the user identifies himself.

Indicates the origin by which the user was
created

Name used by the user to access the application.

User’'s email to receive information.

Indicates whether the useris active or inactive.

User’'s phone number.

B Note: The ColumnOrigin indicates the name of the directory service that imported the user; if the
source name isAranda They are users that were not imported but were created directly from this

interface.

2. In the user information view, you will have information management and organization actions enabled.Information

View in Commons Environment

Related Links:

¢ Create Users

o Fdit Users

o Delete Users

Create users

1. To create a new user, in the user information view, click the New.

Usuarios

Ahora puede crear el perfil de usuario y asociar roles o dispositivos a este.
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Lavinia Fuller Rogers laviniafullerrogers@ychoo.es  11/10/2024 11:13:29 pm 5765677
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F Nota: No podrd crear un usuario con el mismo nombre de usuario a menos que pertenezca a otro

proveedor de autenticacion.

Basic Facts

2. In the window that is enabled you will be able to fill in the basic user data, additional information, association of

groups androles.

3. In the user’s basic data, you can enter fields such as name, password, email, and status. Each of the user’s fields

must take into account the Specifications for Common Fields


file:///common/configuracion_general/entorno_common.html#modulos

Nuevo usuario
Complete lainformacién para la creacidn del usuario.

*Nombre completo *Nombre de usuarlo ’é‘ X~
*Controsefia Conflrmar contrasena Emall Estado
o @ Inactivo
Informacién adicional Grupos Roles

Esta esinformacion adicional para completar la informacion del usuario

Celular Direcclén Idioma Tipo de documento
v
Namero de Identificaclén Zonahorarla Ublcaclén oficina Companlia
v
Area de compania Pals Departamento Cludad
Plso en el edificlo Cargo Sede Teléfona

Additional Information

4. On the Additional information Enter the following fields: Cell phone number, address, language, phone, among
others. Each of the user's fields must take into account the Specifications for Fields

F Note: Additional User Information is optional and is not required for user creation.

Association and disassociation of Groups
5. On the Groups, in the search field for associating groups, you can relate the user, the required User Group(s).
6. Select one or all of the required groups and click theAssociate.

B Note: In the search field for associating groups, groups that are not imported and are active will appear.

Nuevo usuario
Complete lainformacion para la creacion del usuario.

*Nombre completo *Nombre de usuarlo 'é‘ X v
*Contrasena Conflrmar contrasena Emall Estado
@ oY Inactivo
Informacion adicional Grupos Roles

Asocie y desosocie grupos a este usuario de acuerdo alos permisoes que debe tener

od Q

(J seleccionar todo

B Administrators
descripcion del grupe

[0 Comunicaderes
Creado mediants qutomatizacién # 26

Cancelar

7. The associated groups can be displayed in the list of user groups. 8. To search for groups that belong to the user,
you can use the search bar for already associated groups. Groups in state earring They do not allow filtering, or
searching by text.

9. To disassociate a group, select arecord from the list of user groups and click theDisassociate.

Informacion adicional Grupos Roles

Asocie y desasocie grupos a este usuario de acuerdo alos permisos que debe tener

@ Q

Grupos de usuario

l Q i DESASOCIAR
O Nombre Descripcion
B e Arquitectos Creodo mediante automatizacion # 8
B e isesores Creado mediante automatizacidn # 32
O @ administratars descripcion del grupo

estabo () ®active (] @ INACTIVO < o > Mostrando 1al1de 1registros



F Note:

e Allrolesinthe group will be inherited to users who belong to this group.
¢ |f the changes have not been saved, a column will appear with the messageEarring which means
that the changes have not been saved and do not yet belong to the user.

Association and disassociation of Roles

10. On the Roles, in the search field to associate roles, you can relate the roles to the selected user, according to the
permissions you set.

11. Select one or all of the roles you want to relate and click the Associate.

F Note: Only active roles will appear in the search field for associating roles.

*Nombre completo *Nombre de usuarlo E‘ o

A

Administrator2 administrator2

*Contrasefia Conflrmar contrasena Emall Estado
Foy FoY . Actlvo

Informacion adicional Grupos Roles

admin Q

O seleccionar todo

B Administratar prueba
Administrator

[J Administrator Role
Administrator Role

B Aproval Administrator
Aproval Administrator

Cancelar Asociar
e

12. The associated roles can be displayed in the list of user roles.13. To search for roles that belong to the user, you
can use the search bar for roles already associated with the user. Roles in status earring They do not allow filtering, or
searching by text.

14. To detach arole, select arecord from the list of user roles and click the Disassociate.

Informacion adicional Grupos Roles

Asocie y desasocie roles a este usuario de acuerdo alos permisos que debe tener

Escriba el nombre del r y seleccione Q
Roles asociados
Q Tl DESASOCIAR
(J Nombre Descripcion
@ Administrator prueba S Administrator
0 e Alert Manager Alert Manager
@ AllChange Viewer S All Change Viewer
(O e Allincidents Viewer All Incidents Viewer
£STADO () ®activo [ @ inacTivo < ° > Mostrando 1al 5 de 5 registros

F Note:

e |f the role isin a stateEarring It is because the user’s information has not been saved and therefore
has not been associated with the user.

15. When you finish setting up the new user, click the Save



to confirm the changes made.

F Note: : All users created by this means are of typeAranda, this value is displayed in the Origin in the list
of users.

16. If the user belongs to a group, the group will inherit the roles from the group. Each role is identified by the

and it can only be disassociated by removing the user from the group.

Roles asociados

[ Q T DESASOCIAR

O Nambre Descripcion

(] Accounting Manager prueba Accounting Manager
Administrator prueba <] Administrator
O administrator Role Administrator Role

O an Change Viewer All Change Viewer

Edit users

1. To modify a user, in the user information view, select a record from the list of existing users.



Usuarios
Ahora puede crear el perfil de usuario y asociar roles o dispositivos o este.

l Q NUEVD M ELIMINAR OPCIONES DE GOLUMNA v
O Nombre Origen Usuario Email Fecha de creacian Teléfono -
[ @ ap Administrator? ARANDA administrator2 19/03/2024 7:11:42 pm I
O e 1r w Lavinia Fuller Rogers lviniafullerrogers@yahoo. . 11/10/2024 11:13:28 pm 5765677

Maria Victoria o - . . - .
O o mr Allen Reid ARANDA Maria Victoria Allen Reid mariavictorioallenreid@ar...  11/10/2024 11:12:38 pm
-
estapo [J @actvo (J @ mactivo < o > Mostrando 1al 20 de 43 registros

2.In the user's detail view, click the Edit

and modify the required information.

A Administrator2

ACTIVO -

Informacion adicional
Esta es informacion adicional para

. completar la informacidn del usuario.
Usuarlo: administrator2 .

Contrasefa; ******
Emall:
Teléfono;
Roles
' Estos son los roles del usuario
Fecha de creacldn: Marzo 19, 2024 14:11
| AP CM
|
1
Grupos

Este usuario estd en estos grupos

{ ELIMINAR _

2. In the window User Edition you will be able to update the user’s basic and additional information; as well as the
groups and roles associated with the user.



Edicién de usuario
Complete la informacion para la edicién del usuario.

“*Nombre completo *Nombre de usuarlo E‘ X v
A Administrator2 administrator2
*Contrasefia Conflrmar contrasefia Emall Estado
FoY oY . Actlvo
Informacidn adicional Grupos Roles

Esta es informacidn adicional para completar la informacidn del usuario

Celular Direcclén Idloma Tipo de documento
v
Nimero de Identificaclén Zona horarla Ublcaclén oflcinag Compaila
(UTC-01:00) Azores v
Area de compaiila Pals Departamento Cludad
Plso en el edificlo Cargo Sede Teléfono

F Note: Only users of the Aranda provider may be modified. Imported users only allow associating and
unassociating roles, modifying the state, language, and time zone fields.

3. When you finish editing the user, click on the Save

to confirm the changes made.

Unlock User

M Note: When a user is blocked for exceeding the allowed password attempts, in the user’s detail view, a
warning message is activated and the UNBLOCK. By performing this action, the blocked user will be able
to loginagain.



Adamaris Navarro
ACTIVD

Informacién adicional
Esta es informacion adicional para
completar la informacian del usuario.,

Fechao de creacion: 19 de Julio de 2021 3:286
Roles

Estos son los roles del usuario

.U.DESUSFD°

Mombre completo: Adolfo Valdez
Usuario: pgomez
Cantrasefa: ==

Grupos
E-mail: pgomez@hotmail.com Este usuario esta en estos grupos

Origen: Aranda e‘ 2 D-ﬁ-ea'-l’ﬂ ‘o

@ Usucrio bloguendo por exceder los
intentos permitides de contrasena.

ELIMINAR DESBELOQUEAR

Delete users

1. In the user information view, select one or more records from the list of existing users and click theEliminate to
clear the associated information.

Usuarios
Ahora puede crear el perfil de usuario y asociar roles o dispositivos o este.
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2. You will be able to display a confirmation message to validate the deletion action.
M Note:

A deleted user cannot be restored.

If the user has associated records in the database, the deletion will fail.

Users with the Administrator role and are logged in will not be allowed to be deleted.

If you delete usersImported, in the next synchronization of the Directory Service, it is possible to believe again.

Specification Fields

Users/Basic Data



Field

Field T Description
Full name Text Name with which the user identifies himself.
Username Text Name used by the user to access the application.

Password used by the user to access the application, depends on the

Password Text configuration made in the Password Policy from the Aranda authentication
provider.
Confirm . .
Text Password confirmation
Password
Email Text User’'s email to receive information.
State Selector Indicates whether the useris active or inactive.

R Note: The password must comply with policies established by the site administrator, and can be active
or inactive according to the configuration made in the Directory Service. If the policy is not active,
compliance with it is not required when creating or modifying a password; Only active policies will be
required.

Users/Additional Information



Field

Field T Description

Cellular Text User's cell phone number.

Address Text User's home address.

Language Selector User preference language.

Document Type Catalogue Type of official identification that the user has.
|dentification number  Text Official user identification number.

Time zone List Time zone of the user’s preference.

Office Location Catalogue Name of the building where you work.
Company Catalogue Company where you work.

Company Area Catalogue Area within the company where you work.
Country Catalogue The user's country of residence.

Department Catalogue rDeespi)(c;(ret.ment or state of the country where you
City Catalogue City of residence of the user.

Flat in the building Catalogue Flat in the building where he works.

Charge Catalogue Position within the company.

Headquarters Catalogue Name of the office where you work.
Telephone Text User’'s phone number.

R Note: The type fields Catalogue These are lists created by the site administrator. To view the logs, enter
a letter to search for the desired value, or with the cursor key, down arrow you can display the existing

options.

If there are no catalogs for a field, no information will be displayed in the list, and this field cannot be filled

in

Groups Module

Group Management

View User Groups

1. In the User Groups information view, you can display a tree-like structure with the registered or imported user
groups and subgroups.

2. By selecting the name of a group, you can display the information of the related subgroups. In the information view,
you can view the group information in three sections:

e Basic Info: Basic group information such as name, status, description of the group and the group leader is
presented; You will also be able to edit related information.

e Users: In this section you can manage users to the user group.

* Roles and permissions: In this section, you can manage the roles in the user group.



Grupos
@ o
Inactivo

(8" Administrators . . . . - .
Utilice el grupo para otorgar a varios usuarios de su organizacion los mismos

[ —— i~ permisos, restricciones y accesos.
~ grupo documentacion
> Desarrollo 101 Descripcion del grupo Responsable del grupo

0

Usuarios

Sin usuarios asociados

Roles y permisos

Sinroles asociados

B Note: Evenif agroup is disabled, it will be displayed in the tree.

2. In the group information view, you will have information management and organization actions
enobled.Information View in Commons Environment

Group filtering
1. In the user group information view, select theFilter.
2. The window is enabled Group Search where you can make the required consultation; In the Search field, enter a

keyword.

Grupos
’ X

Busqueda de grupo

Realice una busqueda avanzada por todo el darbol de grupos

> Administrators [ Q
Estado Nombre Descripcion
[ ] Administrators
[ ] Desarrollo 101
° Grupo de

implementacion

° grupo
documentacion

estano (] ®@actvo [ <« @ >

Mostrando 1al & de & registros

Sin roles asociados

3. Select a record from the groups found in the search. Doing so enables the group details window. 4. In the User
Group Information view, you can clean up the filtered information by clicking the

T Filtrado



file:///common/configuracion_general/entorno_common.html#grupos

Grupos
Administrators

B o
A @ v

Utilice el grupo para otorgar a varios usuarios de su organizacion los mismos
permisos, restricciones y accesos.

»

& Administrators

> Administrators (]

Descripcion del grupo Responsable del grupo

descripcion del grupo APPLICATION ADMINISTRATOR Q

Usuarios

Anadir usuarios

AD AP AR

Roles y permisos

Related Links:

¢ Create Groups
o Fdit Groups
¢ Delete Groups

Create groups

Basic Facts

1. For the creation of a group without any higher hierarchy, it must be located at the root of the tree; In the
information view, you can view the form to fill in the required information (basic information, associate users and
roles).

2. If the group to be created must belong to another group, click on the required parent group and click on theNew
and fill in the required information. Each of the fields in the group must take into account the Specifications for
Common Fields.

Grupos

Y Filtrar B o
—_ Inactivo
> Administrators Utilice el grupo para otorgar a varios usuarios de su organizacion los mismos permisos, restricciones y accesos.
Descripcion del grupo Responsable del grupo
Usuarios
Sin usuarios asociados

Roles y permisos

Sinroles asociados Gestionar roles

F Note:

® |mported groups cannot be created as it is information collected from the service directory.

e You can create as many subgroups as you need. Subgroups (child groups) do not inherit users or
roles from the parent group (parent group).

e Two groups cannot have the same name if they are at the same hierarchy level.

3. When you finish setting up the new group, click theSave



to confirm the changes made. 4. Once the user group has been created, the message confirming the creation of the
group will be displayed and its location will be displayed in the tree

Associate and disassociate users with the group

6. To add users, in the information view of a user group, in the Users section, select the Add users.

B o

Inactive

Utilice el grupo para otorgar a varios usuarios de su organizacion los mismos
permisos, restricciones y accesos.

Descripcion del grupo Responsable del grupo

Usuarios

ARadir usuarios
AD  AA Anadir usuarios

Roles y permisos

Sinroles asociodos Gestionar roles

7. The window is enabled Manage Users, where you can view and add the required users for the defined group. In the
search field to associate users, enter the name of the required user and from the list of results select the user to add.
8. When finished, click on the Associate.

Gestionar Usuarios X

Asocle aqul usuarlos para esta agrupaclon
ad Q

(O seleccionar todo

B Administrator2

B APPLICATION ADMINISTRATOR

Cancelar Asociar

Usuarios asociados

[ Q [ DESASOCIAR

O Nombre completo Usuario Email Fecha de creacion Teléfono Pendiente

- >

F Notes:



¢ |nthe search field for associating users, the users who are active will appear. The added users will be
left with the roles of the group.
e (Once associated, users are left in a state Earring until the group is saved

Gestionar Usuarios X

Asocle aqul usuarlos para esta agrupacion

a Q

Usuarios asociados

l Q T DESASOCIAR
O Nombre completo Usuario Email Fecha de creacién Teléfono Pendiente
J ® agministrator2 administrator2 19/03/2024 2:11:42 pm

® APPLICATION

ADMINISTRATOR administrator 19/03/2024 2:11:42 pm

9. To remove a user from a group, in the Manage Users Select one or more records from the list of users and click the
Disassociate. Confirm that you want to disassociate users by clicking theAccept.

Associating and Disassociating Roles

10. To add roles, in the information view of a user group, in the Roles and Permissions section, select the Manage
Roles.

B m

D Inactive

Utilice el grupo para otorgar a varios usuarios de su organizacidn los mismos
permisos, restricciones y accesos.

Descripcion del grupo Responsable del grupo

Usuarios

Anadir usuarios

AD  AA

Roles y permisos

Sinroles asociados Gestionar roles

11. The window is enabled Manage Roles, where you can view and add the required roles for the defined group. In the
search field to associate roles, enter the name of the required role and from the list of results select the role to add.

F Note: In the search field for associating roles, only active roles will appear.

12. When finished, click Associate.

Gestionar Roles X

Asocle agul los roles para esta agrupaclon

O seleccionar todo
@ Administrator Role -
B Alert Manager

Cancelar Asociar

Roles asociados
l Q| @ DESASOCIAR

] Nombre Descripcion

- )

4

B Note: The status of the role is pending until the changes are saved.



Gestionar Roles

Asocle aqul los roles para esta agrupaclén

Roles asociados

Q

() Nambre Descripcién

(J @ administrator Administrator

O e an Project Viewer All Project Viewer

Tiene permitida la administracién completa de articulos. Incluyendo la gestidn de es

() ® Aarticle Administrator Super User
: sup adicionales, aprobaciones, reglas, tipos, carpetas y plantillas de correo paraarticule

() ® Business Process Administratar Business Process Administrator
(] e Change Tasks Administrator Change Tosks Administrator
] @ Forms Task Administrator NULL

ESTADO [ ] @acTivo (] @ INACTIVD < o >

13. To detach roles from a group, in the Manage Roles Select one or more records from the list of roles and click the
Disassociate. Confirm that you want to disassociate users by clicking theAccept. 14. When you finish setting up the
new group, click the Save

to confirm the changes made.

Edit from groups

1. To modify a group or subgroup, in the user group information view, select a record from the grouping tree; You will
be able to view the group details and modify the required information.

Grupos
documentacion

D o

Inactivo
& .. documentaci... - n . . ) o .
Utilice el grupo para otorgar a varios usuarios de su organizacion los mismos
. permisos, restricciones y accesos.
~w documentacion L]
> Analistos Descripcion del grupo Responsable del grupo
documentacian Administrator2
Usuarios
m Anadir usuarios
Roles y permisos
AM AV Gestionar roles
-

B Note: If the group is imported from an Active Directory, you can only modify the roles and status of a
group. Users will not be able to edit



2. When you finish editing the group, click the Save

to confirm the changes made.

Remove from Groups

1. Inthe user group information view, select arecord from the grouping tree and click theEliminate

to clear the associated information.

Grupos

documentacion

0 Bm

Inactivo

&' .. documentaci... . . . ) . )
Utilice el grupo para otorgar a varios usuarios de su organizacion los mismos

~ Administrotors permisos, restricciones y accesos.

~ documentacion [ ]
> Analistos Descripcion del grupo Responsable del grupo
documentacion Administrator2
Usuarios
m Afadir usuarios

Roles y permisos

Gestionar roles

AM AV

2. Alternatively, in the detail view of the selected group, click the Eliminate to clear the associated information.



documentacion
B m
Inactivo

Utilice el grupo para otorgar a varios usuarios de su organizacion los mismos
permisos, restricciones y accesos.

Descripcion del grupo Responsable del grupo

documentacian Administrator2

3. You will be able to display a confirmation message to validate the deletion action.
M Note:

When you delete a group, if itis a parent group, the subgroups that belong to it will be deleted.

Users and roles are not deleted if the group is deleted.

If you want to delete only one subgroup, you must select the subgroup to be deleted.

Imported groups can be deleted. However, there is a chance that the group will be imported back from the
service directory.

Specification Fields

Groups/Basic Data

Field %eplg Description
Name Text Name with which the group is identified.
Description Text Additional group information.
Group Manager Text Query a defined user, who will become the group leader.
Active/lnactive  Text Activate or deactivate a group.
This button
Add Users N/A

Defines the action for associating users with an established group.

This button

Manage Role* N/A Gestionar roles

Defines the action to authorize one or more permissions according to the
addedrole.

Mail Server Module

Mail Server Preliminary Configuration
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Configuracion Autenticacion Proveedor Externo Gestion Servidor Correo Servidor Correo Producto Aranda

1. Configuration of Third-Party Server Providers
Configure third-party providers (Microsoft Azure, Google) for mail server authentication processes.

Formore information, see the Oauth/Microsoft ©@ Modern Authentication.

Formore information, see the Qauth/Google ©@ Modern Authentication.

2. Mail Server Module Management

In the Mail Server module, you can create, update, and delete email server configurations for notifications that will be
sent to users from the web console.

Formoreinformation, see the Mail Server Management <.

OAuth 2.0/Microsoft Authentication

Creating an Application in Azure

» Requisitos Autenticacion Azure: )

1. Access the Azure portal View Microsoft Azure , search and select Azure Active Directory.

juanjaramillo@arandas... ‘)
ARANDA SOFTWARE CORP

= P— .Mulmm-sxviﬁdsydomnmtos[ﬁ+ﬂ

'}' Crear un recurso

ﬂ' Inicio
R % [ 1 []
B panel } & [-,kﬂ] g EEE &
] 1 [ ] EH

= Todos los senici : e ;

afoslessRricns 2 Active Administracion Grupos de Suscripoiones Todos los Provesdores de
& EAVORITOS actory de costos ... 18Cursos racursos senvicios

Servi m
@ App ices 5-_-'
> Aplicacion de funciones e
__nios de Mids servicios

B sOL Database 1t Grid
T Azure Cosmos DB
= hagquinas virtuzles
@ £quilibradores de carga
= Cuentas de

slmacenzmignto

Tipo Ultima consulta

“> Redes virtuales
& Azure Active Directory

@ Maeniter

Maquina virtual

Grupo de recursos

hace 6 horas

hace 6 horas

e

2..Inthe Administer Search and select Application logs, click New Registration.


https://portal.azure.com/#home

Microsoft Azure

P Buscar recursos, servicios y documentas (G+/)

juan.jaramillo@ C
ARANDA SOFTWARE

Inicio » Aranda Software Corp

Azure Active Directory
L4
Administrar
& Usuarios

&8 Grupos

g Aranda Software Corp | Registros de aplicaciones = #

-+ Muevo registro & Puntos deconexién £ Solucién de problemas ) Actualizar & Descargar

6 A partir del 30 de junio de 2020 ya no se agregardn nuevas caracteristicas a la Biblioteca de autenticacion de Azure
Active Directory (ADAL) y Azure AD Graph. Continuaremas propercionando soporte técnico y actualizaciones de
seguridad, pere no se actualizaciones de caracteristicas, Las aplicaciones debardin actualizarse a s
Biblioteca de sutenticacion de Microsoft (MSAL) y Microsoft Graph, Mie informacidn

& pales i samyristraAcees Todss las aplicaciones  Aplicaciones propias  Aplicaciones eliminadas
& Unidades administrativas
£ ; . +

# Aplicaciones empresariales P Empiece a escribir un nombre o id. de aplicacion para filtrar los resu... w Agregar filtros
Cll pispositives

P 4 aplicaciones encontradas
il Registros de aplicaciones Nombre para mostrar T Id. de aplicacién (cli...  Fecha de c.. T4 Certificados y secretos
(& Gobierno de identidades — i W e ® curent
B proxy de aplicacién 2= o -

i d 4 L & Cument =
o i M e

3. The name field is filled in and the desired option is selected under (Supported Account Types), clickRegister.

juangaramill

Microsoft Azure

B Buscar recursos, servicios y documentos (G+/)

ARANDA SOFTWARE C

Inicio » Aranda Software Corp | Registros de aplicaciones >

Registrar una aplicacion X

" Nombre

Mombre para mostrar accesible por los usuarios de esta aplicacion. Se puede cambiar posteriormente.

| Nombre de la Aplicacién o4 ]

Tipos de cuenta compatibles

+Quién puede usaresta aplicacién o acceder a esta API?
@ Solo cuentas de este directorio organizativo (solo de Aranda Software Corp: inguiling Gnice)
O Cuentas en cualguier directonio erganizativo (cualquier directorio de Azure AD: multiinguilino)

O Cuentas en cualquier directorio arganizativo (cualquier directorio de Azure AD: multiinguiling) y cuentas de Microsoft personales
{como Skype o Xbox)

Al continuar, acepta las directivas de la plataforma Microsoft, ff

o

4.0nce your app is registered, save the following data that is required for configuration in Aranda apps.
¢ Application ID(Client)-> Client ID.
Click on the option (Endpoints).

¢ OAuth 2.0 authorization endpoint (v2)-> authorization URL
¢ OAuth2.0(v2)token endpoint - >token URL

Microsoft Azure

. Buscar recursos, semvicios y documentos [G+/)

Inicio > Aranda Software Corp | Registros de aplicaciones >

i AutModerna = - %

| £ Busear (Ctrl+/) | “ Puntos de conexidn Fsl Caracteristicas en version preliminar

B nformacion general @ .Tiene un segundo? Nos encantaria canocer su opinién sobre Is platsforma de identidad de Microsoft (anteriormente

e Azure AD para desarmolladores).
&3 |picio rapide
# Asistente para integracién
+ Informacién esencial

Administrar Nombre para mostrar

Authoderns

Credenciales de cliente

0 certificado, isecreto

URI de redireccién

2web 0 5PA 0 cliente pablico

URI de id, de aplicacién

Agregar un URI de id. de splicacién

B Personalizacién de marca y
propiedades id. de aplicacién (chente)

3 Autenticacién
Identificador de objeta
Certificados y secretos e we g W o -

id. de directorio (inguilino)

(s R W= il = By - s

Aplicacion administrada en directorio local
Authiodemns

Il configuracion de token

& Permisos de APl Tipos de cuenta compatibles
& Exponer una AP Aqlo mi oraanizacion

L_EL_Roles de aplicacién = o = =




Microsoft Azure

Inicie > Arnds Soft  Pyntos de conexién X
- Normbre

Punto de conexidn de autorizacidn de QAuth 2.0 {v2)
[ £ Buscar (Ctri+/) | httpsy/loginmicrosoftontine com/ B & SR 8 k. B i 8 /0auth2/u2.0/3uthorize B

B Informacién gener oy de conexion de token de GAth 20 (v2) o s i

& Inicio répido [ htps://login.microsoftonline.com G " 4 & & e il & s < e 1 {j0auth2/v2.0/token i

# Asistenteparainte  puntc de consxidn de autorizacion de QAuth 2.0 (v1)
[ https:/togin.microscftonline.com,/ Ml i « Sege Sl e W/oauth2/authorize o]

Administrar

B personalizacién da Punto de conexion de token de Cauth 2.0 (v1)

propiedades |_ https://login.microsoftonline.com, Sl il SN L3N8 SR RIECIECS Wi foauth2 token B J
3 Autenticacion Decumento de metadatos de OpeniD Connect
N [ ttps:/toginmicroscftonline.com,/Beiie & o o Sl Sl et 18,00/ well-known/openid-configuration D

| Certificados y secre

Il configuraciondet  Punto de cenexion de la API de Microsoft Graph
| https://graph.microsoft.com lfn] I

& Permisos de API
Documento de metadatos de federacion

| hitps://login.microsoftonline.com, IR e S B P R TR W/ federationmetadata/2007-06/ federationmetadataxml = D l
B Roles de aplicacior hi

@ Exponer una AP

Configure your application in the Azure portal

When you have the application created and have the data saved, you proceed to configure the application as follows:

How to set up authentication

1. You enter the Azure portal > Azure Active Directory > Menu > Application Logs > select the created application from
the list that appears in the view.

2. In the Administer Search and select > Authentication then in Add a platform, select the Web.

Microsoft Azure IrS0S, SETVIGios ¥ _“ L' @_"‘ﬂ.

Inicio » Aranda Software Corp | Registros de aplicaciones > Nombre de la Aplicacién

) Nombre de la Aplicacion | Autenticac ‘(Iionﬁ;_:;urar plataformas s

I/o Buscar (Ctri+) J « & iTiene algin comentari

= Aplicaciones web

B |nformacion genersl i .
Configuraciones de

& |nicio rapido
. ) y En funcién de la plataforma @ Wb E Apliceciin e paging Unica
#' Asistente pars integracion cenfigurar més elementos, cc Parmite compilar, hospedar & Configure aplicaciones cliente de
de la plataforma. implementar una aplizacion de servidor exploradory aplicaciones web
web. NET, Java y Pythan, progresivas. lavaSeript,

-+ Agregar una plataform:
B Personalizacion de marca y

propiedades
B Autenticacion Tipos de cuenta com Aplicaciones méviles y de escritario
1 Certificados y secretos
;Quien puede usar esta aplic .
il configuracion de token . T0Sacos * At
@ Solo cuentas de este din S ; : i i
- Parfvisos de A e Objective-C Swift, Xamann Java, Kotling Xamarin

& Expaner uns API | Guardar || Dascarta

B Roles de aplicacian -

3. For the product Aranda Service Management ASMS fill out the Redirect URIs as follows:

Output Server: https://[domain]/[ SiteAdministration]/Main/Pages/OauthToken.aspx
Input Server (Case Creator): (http://localhost)and perform the Manual token generation process(Postman).

Replace the [domain] as appropriate, and then select Configure.

Replace [SiteAdministration] with the name of the directory or application of the administration site.

Note: This name is case-sensitive and must be written as configured.
4. Paralos demds productos Aranda, laUrl de redireccion es: https://[dominio]/api/oauth2

Creation of the Secret

1. To create the secret, enter the Azure portal > Azure Active Directory > Menu > Application Logs > select the created
application from the list that appears in the view.

2.In the Administer Search and select Certificates and secrets > Then click New client secret.
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Inicio » Aranda Software Corp | Registros de aplicaciones » Mombre de la Aplicacion

» Nombre de la Aplicacion | Certificados y secretos = - X

[ £ Busear(ctrl+ | « A7 ;Tiene algin comentario?

a

1B informacién general 03 LICUTIILIBITS IET1ILEH @ 103 GHLGLIVI I3 Wt I ILIGIES W1 HIILONIT ) S1 381 ¥ILA U BULE| HINGLA | 31 LU SUNTHD
y una ubicacion web direccionable (con un esquema HTTRS). Para obtener un mayor nivel de garantia, le

& |nicio rdpide recomendamos que use un cerfificado como credencial, en lugar de un secreto de cliente,

# Asistente para integracién

Administrar

ﬂ Les certificados de registro de apficacion, los secretos v las credenciales faderadas se encuentran en las siguientes
pestarias.

B Personalizacion de marca y
propiedades

D Autenticacién Certificados (0)  Secretos de los cliente (0)  Credencisles federadas (0}

' Certificados y secretos Se trata de una cadena de secreto que la aplicacion usa para probar su identidad al solictar un token. También ze

conoce como contrasena de aplicacién,

1! cenfiguracion de token

%= permisos de API + Nuevo secreto de clienta

@ Exponer una API

Descripcion

BL Roles de aplicacién -

3. At the Hearing Add a client secret fill in the field Description, configure the Expires which corresponds to the
duration of the secrecy. Then select Add (It is important to always keep this duration in mind since, when it expires, if
it is not updated, authentication will fail.)

= 2 - o ] = o P | juan.jaramillo@arandas...
Microsoft Azure #2 Buscar recursos, senvicios y documentos (G+/) : @ & e e (] )

Imicio » Aranda Software Corp | Registros de aplicaciones » MNor

Agregar un secreto de cliente X
+ Nombre de la Aplicacion | Certific,

v

Descripeion | Escriba una descripcidn para este secreto de cl.. |

[,'3 Busear [Ctrl+/) ] 3 B Tiene algon come

Expira [ se recomienda: & meses ~ |

a

B informacion general Se recomienda: 6 meses

Las credenciales permits

& Inicio répide y una ubicacién web dir 3 meses
recomendamos que use
#" Asistente para integracion 12 meses
Administrar 1o meses
o Los certificados de i
B Personalizacion de marca y pestafias. 24 meses
propeedades Personalizada

2) Autenticacié
2 Autenticaeién Certificados (0) S

1 Certificados y secretos
Se trata de una caden:

y 2
Il configuracién de token conoce CoMO contrase

® Permisos de API
+ Muevo secreto di

& Exponer una AP|

Descripidn q
& Roles de aplicacion -

4. The value of the secret is only visible when it is created, so it must be saved for later use and retained for the
configurations required in Aranda products.

e (Client Secret Value —> Client Secret.

juanjaramillo@arandas. . ‘
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Inicio > Aranda Software Corp | Registros de aplicaciones » Nombre de la Aplicacion
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% Nombre de la Aplicacion | Certificados y secretos = X
1

|;" Buscar {Ctri+)) | « A £Tiene algln comentario?

B informacién general - B = L =

pestanias, -
& Inicio rapido

# Asistente para integracion

Certificados (0} Secretos de los cliente (1) Credenciales federadas (0)

fdminkstrar Se trata de una cadena de secreto que Iz aplicacion usa para probar su identidad al solicitar un token. Tambign se

i conoce como contrasena de aplicacidn.,
B Personalizacion de marca y P

propiedades
=+ Nuevo secreta de cliente
B Autenticacitn

Descrip... Exp... Valor (0 Id. de secreto

Certificados y secretos

Password ... 24/2f... 42pBQ~gKgdwCF~2046wWH lyper.mtedhdjTsjha... 51b6a3le-1d5b-4793... D
Configuracion de token /2 PAC=GkKY yP 1iTsj @ o |

Permisos de AP

e @

Exponer una APl

[

Roles de aplicacion >

Configure API permissions

1. To configure APl permissions, go to the Azure portal > Menu > Azure Active Directory > Application Logs > select the
created application from the list that appears in the view.

2. In the Administer Search and select APl permissions >Then click Add a Permission.
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Inicio > Aranda Software Corp | Registros de aplicaciones > AutModerna

- AutModerna | Permisos de APl = - ><

[P Buscar (Ctrl+/) | «

Administrar

B Personalizacicn ce marcay
propisdades

D Autenticacitn

T certificados y secretos

Il configuracién de token
Permisos de AP1
Expaner una AP

Reles de aplicacion

Roles y administradores

-2
@
L}
& Propietarios
&
m

Manifiesto

Soporte técnico y solucion de

problemas =

() Actualizar ,§3 JTiene algin comentario?

O Lz columna “Se necesita ¢l consentimiento del administradar” muestra el valor inado de una izacién. No obstante, el %
del usuario puede personalizarse por permiso, por usuario o por aplicacién. Es posible que esta columna no refleje ¢l valor de su organizacion o el
valar de las crganizaciones en las que se usard esta aplicacién, Mac infarmacidn
Permisos configurados
Las aplicaciones estin autorizadas a llamar a las AP| cuande los usuarios o administradores les conceden permisos coma parte del proceso de
€ i La lista de permisos ¢ des debe incluir todos los permiscs que necesita la aplicacién. Mas informacidn sobre los permisos v el
consentimiento
<+ Agregarun permiso ~ Conceder consentimients de administrador para Aranda 5 are Corp
Nombre de permisos/A... Tipo Descripcion Se necesita el conse... Estado
 Microsoft Graph (1) Lot
User.Read Delegada Iniciar sesién y leer el perfil del usuario No wan

Para ver y administrar los permizos y el consentimiente del usuario, pruebe a usar aplicaciones empresaniales.

3. At the HearingRequest APl permissionsselect Microsoft Graph > later Delegated permissions, Select the
permissions according to your requirements: SMTP. Send (Sending mails), IMAP and POP (Reading emails). Click Add

permission.

[ o T

nicic 5 Arsnda Soltware Corp | Registros de aplicacones > AutModerna Solicitud de permisos de APl o

5 AutModerna | Permisos de API

[ nusear ccanen ] ) asuslizwe

B informacicn genesal

AP ghiene sigin comentanio?

o
 Todas kas APy
Micragaft Graph
’ hizps/igraphmicrossiioem Docs off

0t tipo de permiso necesita s aplcstidn web?

& inigio ripida
B oo o i adh Parminos delegadon Permisos de ks sphcasion
& agstense para mtegracidn sobmans o refige o velos de o L Los e g &Py e haya $u aphicacién en sagrnda pis
e 407 n taeis g Py i 1 detidn

Aericintrar ;

Permises configurados
= Mwm;“muwmu Lot aphcaciones 4800 Suiradas 3 Kama 3 Las AP cuando ke utoarics - permisos b

Props riggurados debe incluir tedos fos necesits la splcacion, Mis informy

D svternicacitn £ sume

- Agregarun pamngs " Conomder commmbrent de dmmmistocer (e Aanda Soity
T Cortificados y secretos ° o

. La culemna ! N obstante, ol

Naenibie e permises /AP T = ok

I Cortgoraciin cy token - il i A o ot e usuarics o por apiicackin. s posible que e3ta colemng o rebere of valor
Ty g e las oo 0 que hcacon. b
= e cruso Gragh (1]
- X Ui Fiend Delegada  Iniciar sesitny leer el perfl del usuaria
FpneIETAN Permise So necesita o consentinsients del 4.

B Roles e aplicacién
B o Fara ver y adminsirar los pérmisos y & consenSimiento del uioanc, prusbe a usar apicaciones v SMTR (T}

e Roles y acmunisiraderes

B vanibesto
Soporte téenico y soluckin de
problemas

& Sokucin ce problemas

B ruevs sobicitod de sopocte téenics.

User and group settings

g a0
‘Sand amads from madboues wing SMTP AUTH.

In this configuration, the email account(s) that will be able to access the application are associated.

1. You enter the Azure portal> Menu> Azure Active Directory> Business Applications> select the created application

from the list that appears in the view.

Microsoft Azure

Informacion general
© informacion general

X Diagnosticar y solucionar
problemas

B To;as Ias aplicaciones

' Proxy de la aplicacion
& Configuracion de usuario
B Colecciones

Seguridad

ACCES0 CONCIICNS

@ Consentimiento y penmicos

Inicio > Aranda Software Corp | Aplicaciones empresariales > Aplicaciones empresariales

FH Aplicaciones empresariales | Todas las aplicaciones - X

Aranda Software Corp: Azure Active Directory

il < Nueva aplicacién O Actualizar L Descargar (expaortar) ﬂ Informacian de versidn preliminar

Vea, filtre y busque aplicaciones en su organizacidn que estén configuradas pars usar su inguiling de Azure AD como
proveedor de identidades.,

La hista de aplicaciones gue mantiéne su Organizacion esta en registros de aplicaciones.

[ 2 Nombre de la Aplicacidn *

Tipo de aplicacion == Aplicaciones empresariales < id. de aplicacion empieza con X

*o agregar filtros

Se encontro 1 aplicacion
Nombre T4 Id. de objeto Id. de aplicacion Direccién URL d... Creada el T4
- mombre de la.. 5c2f49ad-2064-d42ed... €934ddc3-5724-46a.. 24/8/2022

2. In the Administer Search and select Users and groups> and then Add User or Group.
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Inicto > Aranda Software Corp | Aplicaciones empresariales » Aplicaciones empresariales | Todas las aplicaciones > Mombre de la Aplicacién

2 Nombre de la Aplicacion | Usuarios y grupos X

Aplicacian empresarial

& L . W lE T LTy i
+ Agregar usuano @ grupe &~ Editar  [B] Quitar o~ Actualizar credencales == Columnas

B informacion general

u I n La aplicacién no aparecera en Mis aplicaciones para los usuanios asignados. Establezca el valor que determina si es
I Pian de implementacién visible para los usuarios en “57 en las propiedades para evitario,

Il eropiedades

=

Asigne usUanos ¥ grupos a roles de aplicacion para su aplicacion aqui. Para crear nuevos roles de aplicacion para esta
aplicacion, use el de registro de aplicaciones.

&3 Propietarios

[
| A Se muestran los 200 prnmeros, Para buscar todos los usuanos y grupos, escriba un nombre para mostrar,

&, Rolesy administradores

|
| MNombre para mostrar Tipo de objeto Rol asignado
| & Usuariosy grupos - o

| Mo se encontraron asignacionss de aplicaciones.

| D Inicio de sesion tnico

|

| @ aprovisionamiento

\

| € Autosenvicio

3. In the Add Mapping view, select None selected> Then look for the email account(s) you want to add, when you have
all the emails selected click on Select.

Microsoft Azure B Buscar recursos, servicios y documentos (G+/) B & ¥ & @ & |uan._|':iram|!lt:--:-_1 andas.. "
ARANDA SOFTWARE CORP

« » Aplicaciones empresariales | Todas las aplicaciones > Naoj Usuarios y gl'l..IPOS %
Agregar asignacion
Aranda Software Corp
|a’5‘ testoys x
Usuarios y grupos
Ninguna seleccionada . Testiovs )
testeys@arandasoft.com

Seleccion de un rol

Elementos seleccionades
Juan Pable Jaramillo Bedoya

. Test CYSVE

4. Finally select Assign.

Microsoft Azure P Buscar recurscs, servicies y documentos (G+/) > ] v =, ® & juanjaramillo@aran
ARANDA SOFTWARE CORP

- » Aplicaciones empresariales | Todas las aplicaciones > Nembre de la Aplicacién | Usuarios y grupes >

Agregar asignacion - X

Aranda Software Corp

Usuarios y grupos
2 usuanos seleccionados.
Seleccion de un rol

OAuth 2.0/Google Authentication

Creating a project on Google
B Note: If you already have a project set up on Google, you can skip this step.

1. Access to the Google Cloud Console with the Google Account designated for this process, select the drop-down
menu Select a project in the top navigation menu. Then, click the NEW PROJECT.



https://console.developers.google.com

Selecciona un proyecto [3  PROYECTO NUEVO

[g:llc"'ﬁr ¥ Y

RECIENTES DESTACADOS
Nombee

B Sin organizacidn

2. Inthe window New project Enter the four requested fields following the recommendations and click theCREATE.

= Google Cloud Q G

Proyecto nuevo

Nombre del proyecto *
[ Nombre del Proyecto J

ID del proyecto *
[ nombre-del-proyecto-123 C I

El ID del proyecto puede contener letras minUsculas, nimeros o guiones. Debe empezar
con una letra en mindscula y terminar con una letra o un namero.

Organizacion *
[ Nombre de la Organizacion - @ I

Selecciona una organizacion para vincularla a un proyecto. No podras cambiar esta
seleccion mas adelante.

Ubicacion *
[ B Nombre de la Organizacién EXPLORAR I

Organizacion o carpeta superior

CANCELAR

R Note: If in the field Organization only the option is listed No organizationis that the user with whom the
project is being created does not have the required permissions.

3. The window is enabled Notifications. Click the SELECT PROJECT For the project created:

= GoogleCloud | $ Nombredel Proyecto v Q a o : R

API APIsyservicios & A Notificaciones

«»  APIs y servicios habilitados @ Crear proyecto: Nombre del Proyecto  Hace unos instantes 4 oo 30 diae
SELECCIONAR PROYECTO

i Biblioteca

o=  Credenciales

¥  Pantalla de consentimiento .. VER TODAS LAS ACTIVIDADES
L
12:00 p.m.
Sa  Acuerdos de uso de paginas
Errores =~ 4

do seleccionado.

Estis viendo el proyecto "Nombre del

1 la organizacion "Nombre de

nizacion”

<l




4. In the drop-down menu Select a project You will be able to display the name of the created project.

Create and configure your app on Google

» Requisitos Autenticacion GOOGLE: )

When the project is created and selected, proceed with the creation of an OAuth application as follows:

How to create an app on Google
1. Inthe Google Cloud Console section APIs and services Select the option OAuth Consent Screen and the type of user

e SelectiInternal if youre using a GSuite admin tenant and you're creating the app exclusively for your

organization.
e Select External if you're trying a separate Gmail account.

= Google Cloud 2+ Nombre del Proyecto Q B a4 @ : .
API APIsyservicios & Pantalla de consentimiento de OAuth 1
«»  APIs y servicios habilitados Elige como deseas configurar y registrar tu app, incluidos los usuarios
objetivo. Puedes asociar una sola app con tu proyecto.
W piblioteca g ¥ e
o~  Credenciales User Type

@ Interno @

¥ Pantalla de consentimiento d...

_ Solo esta disponible para los usuarios de tu organizacion. No necesitaras
5o  Acuerdos de uso de paginas enviar tu app para verificarla. Obtén mas informacion sobre el tipo de

usuario 2

O Externos @

Esta disponible para cualquier usuario de prueba con una

Cuenta de Google. Tu app se iniciard en modo de prueba y solo estarad
disponible para los usuarios que agregues a la lista de usuarios de
prueba. Una vez que la app esté lista para enviarse a produccién, puede
que debas verificarla. Obtén mas informacién sobre el tipo de usuario 2

2. Click the CREATE. 3. In the window OAuth Consent Screen Enter the fields App Name, User Support Email in the
Application Information and Email addresses in the Developer Contact Information according to the
recommendations of each field (the other fields are optional). Then, click the SAVE & CONTINUE.



API APIsy servicios &

»  APIsy servicios habilitados
it Biblioteca

o+  Credenciales

i Pantalla de consentimiento d...

Sp  Acuerdos de uso de paginas

<l

Editar el registro de la app 4

© Pantalla de consentimiento de OAuth — €) Permisos —

€ Resumen

Informacion de la aplicacion

Esta informacion aparece en la pantalla de consentimiento y permite que los usuarios
finales sepan quién eres y como comunicarse contigo

Nombre de la aplicacion *
[ Nombre de la Aplicacién

El nombre de I3 aplicacion que solicita el consentimiento

Correo electronico de asistencia del o *
I usuario@dominio.com -

Para que los usuarios se comuniguen contigo si tienen preguntas sobre su
consentimiento. Mas informacion (4

Logotipo de la app

Este es tu logotipo. Ayuda a que las personas reconozcan tu app y aparece en la pantalla
de consentimiento de OAuth.

Después de subir un logotipo, deberds enviar tu app para verificarla, a menos que esté
configurada solo para uso interno o tenga el estado de publicacion “Prueba”. Mas
informacién (2

Dominios autorizados @

Cuando un dominio se usa en |a pantalla de consentimiento o en la configuracion del cliente de
QAuth, debe contar con un registro previo aqui. Si debes verificar la app, ve

Google Search Console para comprobar si tus dominios estdn autorizados. Més informacion (2
sobre el limite de dominios autorizados.

+ AGREGAR UN DOMINIO

Informacion de contacto del desarrollador

Direcciones de correo electronico *
[ usuario@dominio.com €

Google enviara notificaciones sobre cualquier cambio en tu provecto a estas direcciones
de correo electrénico.

GUARDAR Y CONTINUAR CANCELAR

4. In the window Permissions Click the ADD OR REMOVE PERMISSIONS.

API APIsyservicios &

f»  APIsy servicios habilitados
4 piblioteca

o=  Credenciales

Sy Acuerdos de uso de paginas

Pantalla de consentimiento d...

Editar el registro de la app “»

& Pantalla de consentimiento de OAuth — ) Permisos —

e Resumen

Los permisos representan lo que solicitas que los usuarios autoricen
para la app y permiten que tu proyecto tenga acceso a tipos especificos
de datos privados del usuario de sus Cuentas de Google. Mas
informacién 2

AGREGAR O QUITAR PERMISOS

5. In the windowUpdate selected permissions in theAdd permissions manually Enter the
https://mail.google.com/ and click the ADD TO TABLE. Then in UPDATE.

value



X Actualiza los permisos seleccionados

o Solo se muestran los permisos de las APIs habilitadas. Si deseas agregar un permiso faltante a esta
pantalla, encuentra y habilita la APl en la Biblioteca de APIs de Google o usa el recuadro para pegar
permisos que aparece a continuacion. Actualiza |a pagina para ver las APIs nuevas que habilites en la

biblioteca.

= Filtro Ingresar el nombre o el valor de la propiedad (2]

o am 4t Alcance Descripcién para el usuario

D ...fauth/userinfo.email See your primary Google Account email address

O ...fauth/userinfo See your personal info, including any personal info you've

_profile made publicly available

D BigQuery ...Jauth/cloud- Ver tus datos en todos los servicios de Google Cloud y ver
API platform.read-only la direccion de correo electronico de tu Cuenta de Google

O BigQuery ...Jauth/devstorage Manage your data and permissions in Cloud Storage and
API full_control see the email address for your Google Account

O BigQuery .../auth/devstorage Ver tus datos en Google Cloud Storage.
API _read_only

D BigQuery ...fauth/devstorage Administrar tus datos de Cloud Storage y ver la direccion
API read_write de correo electrénico de tu Cuenta de Google

Filas por pagina: 10w 1-10de24 < >

Agrega permisos manualmente

Si los permisos que quieres agregar no aparecen en la tabla que se muestra mas armiba, puedes ingresarlos aqui. Cada
permiso debe estar en una linea nueva o debe separarse con comas. Proporciona la string completa del permiso
(comienza con “https://"). Cuando termines, haz clic en “Agregar a la tabla”.

https://mail.google.com/| J

AGREGAR A LATABLA

ACTUALIZAR

6. In the window Permissions Verify that the permission has been added in the Your restricted permissions and click
the SAVE & CONTINUE to advance to the window Summary where you can view the data from the new application.7.
Select the option Credentials, click the CREATE CREDENTIALS and select the OAuth Client ID.

API APIsyservicios & Credenciales <+ CREAR CREDENCIALES | BORRAR :

Clave de API
Identifica tu proyecto con una clave de API simple para verificar la cuota y el 1
acceso

ID de cliente de OAuth
Solicita el consentimiento del usuario para que tu app pueda acceder a sus datos

Cuenta de servicio P—eﬂ Acciones
Pantalla de consentimiento Habilita la autenticacion de servidor a servidor en el nivel de la app mediante
cuentas robot

«»  APlsy servicios habilitados
ii  Biblioteca

o« Credenciales

Se  Acuerdos de uso de paginas
Ayidame a elegir
Responde algunas preguntas para decidir qué tipo de credencial usar

] Nombre Fechadecreacion ¥ Tipo ID de cliente Acciones

Mo hay clientes de OAuth para mostrar

Cuentas de servicio Administrar cuentas de servicio

[0 Ccormeo electrénico Nombre 4 Acciones

Mo hay cuentas de servicio para mostrar

8. In the window Create OAuth Client ID In the field Application Type, select the Web application.



API APIsyservicios & < Crear ID de cliente de OAuth

©»  APIsy servicios habilitados Un ID de cliente se usa con el fin de identificar una sola app para los servidores de OAuth

de Google. Si la app se ejecuta en varias plataformas, cada una necesitard su propio ID
de cliente. Consulta Configura OAuth 2 02 para obtener mas informacidn. Obtén mas
informacion (4 sobre los tipos de clientes de OAuth.

it Biblioteca

O+ Credenciales

Tipo de ap *
o Pantalla de consentimiento ... L Aplicacién web 1
g Acuerdos de uso de paginas Android
Extension de Chrome
i0s

TVs y dispositivos de entrada limitada
App de escritorio

Plataforma universal de Windows (UWP)

9. In the window Create OAuth Client ID in the Authorized redirect URIs, enter the appropriate URI for each product:

Aranda Service Management (ASMS) as follows:

Output Server: https://[domain]/ASMSAdministrator/Main/Pages/OauthToken.aspx
Input Server(Case Creator): (http://localhost)

For all other Aranda products, the authorized redirect URI is: https://[domain]/api/oauth?2

Finally, click the CREATE.

API APIsy servicios R €& Crear ID de cliente de OAuth

< APIsy servicios habilitados Mortpa
Cliente web 1
i Biblioteca El nombre de tu cliente de QAuth 2.0. Este nombre $0l0 Se usa para identificar al cliente en

la consola y no se mostrard a los usuarios finales.
o+  Credenciales
) Los dominies de los URI que agregues a continuacion se incorporaran

automaticamente a tu pantalla de consentimiento de OAuth como
dominios autorizados (4.

i¥  Pantalla de consentimiento ...

Za  Acuerdos de uso de paginas

Origenes autorizados de JavaScript @

Para usar con solicitudes de un navegador

4+ AGREGAR URI

URI de redireccionamiento autorizados @

Para usar con solicitudes de un servidor web

URIT *
[ http://localhost

+ AGREGAR URI

Nota: La configuracion puede tardar entre 5 minutos y algunas horas en aplicarse

o S
<l

10. In the window The OAuth client was created save the following data that is required for configuration in Aranda
applications and in the generation of the Access Token and Refresh Token.



Se creo el cliente de OAuth

Puedes acceder al ID de cliente y el secreto desde "Credenciales™ en APly
servicios

o El acceso OAuth esta restringido a los usuarios de tu
organizacion, a menos que se publique y verifique la pantalla de
consentimiento de OAuth

ID de cliente

ent.com

Secreto del cliente

Fecha de creacidn 24 de juli{: de 2024, 14:53:48 GMT-5
Estado @ Habilitada

¥ DESCARGAR JSON

Client ID -> Client ID.
Client Secret Value -> Client Secret.
->token url https://oauth2.googleapis.com/token.

Mail Server Management

View Mail Server

Authorization url -> https://accounts.google.com/o/oauth2/v2/auth?access_type=offline&prompt=consent

1. In the Mail Server information view, you can view the list of servers grouped by basic mail server data and the type

of authentication.

Servidor de correo
Ahora puede configurar el servidor de correos, asignarles un servidor y establecer el tipo de correo a manejar

Q NUEVD
O Mombre Servidor Tipo Nombre del remitente
[0 'sc Servidor correa smtpoffice3d5 com Basic Notificaciones documentacién
J ‘ou outiook outlook.office365.com Oauth Luis Hinestroza

< @ >

fl CONFIBURAR M ELIMINAR

Correo del remitente

notificaciones@arandasoft com

luis. hinestroza@arandosoft.com

Mostrando 1al 2 de 2 registros

4

2. En la vista de informacién de servidor de correo, tendrd habilitadas acciones de gestion y organizacion de la

informacion.Vista de Informacién en Entorno Commons

Set up mail forwarding

To perform mail forwarding settings, in the Server Information view, select the

%= CONFIGURAR

and you can configure the attempts allowed for mail forwarding.


file:///common/configuracion_general/entorno_common.html#modulos

Servidor de correo
Ahora puede configurar el servidor de correos, asignarles un servidor y establecer el tipo de correo a manejar

Q HUEVD == CONFIBURAR M ELIMINAR
O Mombre Servidor Ti
Reenvio de correos
[ (sc servidor correo smtpoffice365.com Bt
@ Configure los intentos permitidos para el reenvio de correos
[J ‘ou outiook outlook office3685.com 0 Cantldad 10
CANCELAR ll ACEPTAR
I'e ° > Mostrando 1al 2 de 2 registros

4

A Important: Only a maximum of 100 attempts are allowed for mail forwarding. If this condition is not met,
the default configuration of the Common will be taken.

Related Links:

* Create Mail Server
o Edit Mail Server
¢ Delete Mail Server

Create Mail Server

1. In the mail server information view, select the New

Servidor de correo
Ahora puede configurar el servidor de correos, asignarles un servidor y establecer el tipo de correo a manejar

l Q NUEVO ] ELIMINAR

0 Nombre Servidor Tipo Nombre del remitente Correo del remitente

O ‘ou outiook outlookoffice365.com Basic Diana Cortes diana.cortes@arandasoft.c...

[J 'sm servidor Notificaciones smtpoffice3B5.com Basic Motificaciones Documentacion  francisco.ramirez@arandas...

O 'sc servidorCorreo https://dev-components-net... Basic Notificaciones Documentacion  francisco.ramirez@arandos...
< o > Mostrando 1al 3 de 3 registros

Basic Facts

2. In the window that is enabled you will be able to fill in the basic data of the mail server and the type of
authentication

3. In the basic server data you will be able to enter fields such as name, server, port, name and sender’'s mail.

Fochof the directory services fields must take into account the Specifications for Common Fields

Servidor de correo
Ahora puede configurar el servidor de correos, asignarles un servidor y establecer el tipo de correo a manejar

*Nombre del correo *Servidor B X v

*Puerto Nombre del remitente Correo del remltente
Establecer por N
o defecto
Habllitar S5L
NO

Tipo de gutenticacion

Seleccion el tipo de autenticacion para este servidor de correo. Pruebe o conexion antes de guardar
(@ Baslca () Oauth

Requlere autenticacldn NO

4. On the Authentication Type, you can select the available options by type of provider:

e Basic Authentication



e (Qauth Authentication

Basic Authentication

5. For Basic Authentication, enable the Requires Authentication and enter the mail server login and password
required.

Servidor de correo
Ahora puede configurar el servidor de correos, asignarles un servidor y establecer el tipo de correo amanejar

*Nombre del correo *Servidor B X v

*Puerto Nombre del remltente Correo del remltente
Establecer por e
0 defecto

Habllitar SSL
NO

Tipo de autenticacion

Seleccidn el tipo de autenticacion para este servidor de correo. Pruebe lo conexidn antes de guardar
(@) Baslca () Oauth

Requlere autenticaclén . Sl

Los campos con * son obligatorios
*Usuarlo *Contrasena

Oauth Authentication (Open Authorization)

6. For OAuth authentication, define an authentication provider (Microsoft, Google, Manual Configuration).

M Note: Yes Microsoft is the Authentication provider, pre-configure the relevant information to the Oauth
mail provider in the Azure portal, generating the required parameters for the mail server authentication
fields:

o Client D, authorization url, and token url
¢ (Client Secret

P Note: Yes Google If you are the Authentication provider, you can pre-configure the relevant information
to the Oauth mail provider in the Google portal, generating the required parameters for the mail server
authentication fields:

¢ (Client 1D, Authorization URL, Token URL, and Client Secret

Servidor de correo
Ahora puede configurar el zervidor de correcs, ozignarles un zervidor y eztablecer el tipe de corres o manejar

*Naombre del corres “Servidar B x

*Puerto Nombre del remitente Correc del remitente
Establecer por defecto

Habllltar S5L
NO

Tipo de outenticacian

Zelecclan @l tipa de autenticacian poro este servidor de correo. Prusbe o canexlan antes de guardar

Bosica (@) Oouth
Froveedor Micrazaft ~

Loz camposz con * 2on obilgotorios

*ID Cliente *Secreto del clienta [controzefin] “URL de autorizacion "URL de taken

*Token de acoeso “Token de actualizacion

7. For each supplier you can define the required fields such as customer |0, customer secret, authorization url,
among others. Each of the mail server fields for the Oauth authentication type must be taken into account
Specifications for Common Fields.

8. If the connection is with a providerMicrosoft or Google You can obtain the access token and the update token by
clicking Get Token and then authenticate to the provider.

R Note: In case the supplier is Google and you have previously obtained the access token and the refresh
token, first Revoke the Permit from your profile to allow the refresh token to be sent again. Google It only



https://developers.google.com/identity/gsi/web/guides/revoke

sends the token the first time the request is made.

Servidor de correo

Ahara pueds configurar el servidar de correos, csignarles un servidary sstablecer el tipe de corrse @ mansjar

. *Nambre del corres

*Puerto Nombre del remitents
0

Tipo de gutenticacion

Zeleccldn &l tipa de gutenticacian poro ecte servidor de correo. Prusbe o canexldn antes de guardar
) Bosica (@ Douth
Proveedaor Micrazoft Evy
Loz campos con * son obilgatorios

*ID Cliente “Secreto del clienta [contrasena)

*Token de acoeso

“Servidar

Correc del remitente

"URL de autorizaclon

“Token de actualizacion

A o

Establecer por defecto

Habllltar S5L

"URL de token

9. Sila conexion es con un proveedor Oauth diferente a Microsoft 6 Google podrd establecer la Configuracion Manual
y pegar los valores de token de accesso y el token de actualizacion directamente. 10. If you wish, you can perform a

test of sending mail by clicking on the

F Note: The test email will be sent to the email that has been filled out in the fieldSender's mail

11. When you finish configuring the mail server, click theSave

to confirm the changes made.

F Note: :

¢ Only vendors that have the full fields, including the Access Token and Refresh Token fields, can be saved



¢ |f you have created more than one mail server configuration, only one of them can be marked as a configuration
By default.

Edit Mail Server

1. To edit a mail server, in the Server Information view, select a record from the existing mail list.

Servidor de correo
Ahora puede configurar el servidor de correos, asignarles un servidor y establecer el tipo de correo a manejar

l Q Ap— = ETE
J Nombre Servidor Tipo Nombre del remitente Correo del remitente
O ‘ou outiook outlookofficedB5.com Basic Diagna Cortes diagna.cortes@arandasoft....
] . %:ijgciones smtpoffice365.com Basic Notificaciones Documentac... francisco.ramirez@arand...
O 'se servidor Correo https://dev-components-n...  Basic Motificaciones Documentac...  francisco.ramirez@arand. ..
< o > Mostrando 1al 3 de 3 registros

2. The Mail Server window is enabled, where you can modify the basic data of the mail server or authentication type.

Servidor de correo
Ahora puede configurar el servidor de correos, asignarles un servidor y establecer el tipo de correo a manejar

*Nombre del correo *Servidor B X v
S N servidor Notificaciones smtpoffice365.com “
*Puerto Nombre del remitente Correo del remitente
Establecer por
0 Notificaciones Documentacion francisco.romirez@arandasoft.com defecto i
Habllitar S5L
NO

Tipo de autenticacion

Seleccidn el tipo de autenticacion para este servidor de correo. Pruebe la conexidn antes de guardar
(@ Baslca () Oauth

Requlere autentlcaclon NO

R Note: If you need to update a vendor’s access token and refresh tokenOauth guy Google or Microsoft
Enter the field Client Secret again to perform the update.

3. When you finish editing the mail server, click theSave

to confirm the changes made.

Delete Mail Server

1. In the Mail Server Information view, select a record from the list of mail services that you want to delete, and click



the

i ELIMINAR

Servidor de correo
Ahora puede configurar el servidor de correos, osignarles unservidor y establecer el tipo de correo o manejar

l Q NUEVD @ ELIMINAR
O Nombre Servidor Tipo Nombre del remitente Correo del remitente
[:] 00U oputlook outlookoffice365.com Basic Diana Cortes diano.cortes@arandasoft.c..
B sn  servidorNotificociones  smt poffice385.com Basic Notificaciones Documentacion  francisco.romirez@arandas...
O sc servidorCorreo https://dev-components-net... Basic Notificaciones Documentacion  francisco.romirez@arandas...
< o > Mostrando 1al 3 de 3 registros

2. You will be able to display a confirmation message to validate the deletion action.

Specification Fields

Mail Server/Basic Data



Field Description

Name The name of the server that allows mail to be transported.

DNS name of the mail server.
- If the provider is Microsoft for business, the server is: outlook.office365.com

Server . . .
- If the provider is Google, the serveris: smtp.gmail.com
- If you are a different provider, please refer to the provider's documentation
This button
Send Test
Email
Defines the action to send a test mail to the configured mail server.
Port TCP Service Operation Port
Sender name Name of the sender of the notification of the emails
Sender’s mail Sender's email address
Indicates whether you want that provider to be the only one authorized to send mail in
Set by Default ethery proviae yone ©
AES
Enable SSL Indicates whether your connection uses secure protocol

Mail Server/Oauth Authentication Types



Field

Client ID

Secret Key

Authorization
URL

Url Token

Access Token

Refresh Token

Description

Client ID given by your Oauth provider.

Password

URL address to be able to carry out the authorization.

URL for authorization token generation.

This will be generated during the credential generation
process.

This will be generated during the credential generation
process

Directory Service Module

Pre-Configuration Directory Services

&
< B n @

c@ T C=D @

©

Supplier

Microsoft/Google/Manual
Settings

Microsoft/Google/Manual
Settings

Microsoft/Google/Manual
Settings

Microsoft/Google/Manual
Settings

Microsoft/Google/Manual
Settings

Microsoft/Google/Manual
Settings

N
=]

Configuracion Autenticacion de Gestion Servicios de Correos Servidor de Correo Producto Aranda

Proveedor Externo

1. Configuring Authentication Providers

Configure providers (LDAP, Microsoft Entra ID) for Active Directory user synchronization processes.

Formoreinformation, see the Microsoft Entra |ID < Sync.

2.reCAPTCHA Configuration (Optional)

Configure a security level in the authentication processes, defining the Google reCAPTCHA configuration to be used

at the time of user login.

Formoreinformation, see the reCAPTCHA < Security Configuration.

3. Management Module Directory Services

In the Directory Server module, you can create, update, and delete email server configurations for notifications that

will be sent to users from the web console.

Formoreinformation, see the Management of Directory Service <.

Ldap/Microsoft Entra ID Synchronization



Build your app in Azure

» Requisitos Autenticacion Azure: )

1. Access the Azure portal View Microsoft Azure , search and select Microsoft Enter D,

{ Crear un recurso

& inicio

Ll panel

= Todos los senvicios

*  FAWORITOS

B Todos los recursos

(] Grupos de recursos

o Centro de inicio répido
@ App Services

4> Aplicacién ce funciones
B saL Database

% azure Cosmos DB

L= Maquinas virtuales

& cquikbradores de carga

= Cuentas de
almacenamsento

4 Redes virtuales
& Azure Active Directory
@ Monitor

& psesor

| Buscar recursos, servicios y docmentos (G+/) —E

{e Azure l>
— &
4 @ = ¢ ® ® =
Azure Active App Services Cuentas de Suscripciones Grupos de Grupos de Maquinas
Directary almacenamient: recursos administragitn virtuales
Favorito
Tipo
n App Service
01 Maguina virtual
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2..In the Administer Search and select Application logs, click New Registration.

Microsoft Azure
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3. The name field is filled in and the desired option is selected under (Supported account types), clickRegister.

Microsoft Azure

£ Buscar recursos, senvicios y documentos (G+)

Inicio > ] | Registros de aplicaciones >

Registrar una aplicacion

* Nombre

Mombre para mostrar accesible por los usuarios de esta aplicacién. Se puede cambiar posteriormente.

| Nombre con el que identifica la aplicacion| -]

Tipos de cuenta compatibles h
1Quién puede usar esta aplicacién o acceder a esta API?

@ Solo cuentas de este directons organizative (solo de Aranda Software Corp: inquiling (nace)

O Cuentas en cualquier directorio organizativo (cualquier directono de Azure AD: multinguiling)

O Cuentas en cualquier directorio organizativo (cualquier directonio de Azure AD: multiinguilino) y cuentas de Microsoft personales
{como Skype o Xbox)
O Solo cuentas personales de Microsoft

Ayudarme a elegir.

Al contanuar, acepta las directivas de la plataforma Microseft. o

4. When the application is registered, save the following data that is

synchronization with Microsoft Entra ID.

e Directory ID(tenant)=URL

F  Note: The URL should be configured as follows:
Tenant/Directory ID)

required for configuration in

(https://login.microsoftonline.com/

+

LDAP


https://portal.azure.com/#home

e Application ID(client)=Client id

o IR EERXE———

i | Registros de aplicaciones

m 2o x
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A Asistente para integracidn
. de aplxacmn (chiente) | T R S e URI de redireccidn 4 m} Q S:A Q‘*mjg Rk‘ﬂll;ﬂ
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La Plataforma de identidad de Microsaft consta de un sendcio de autenticacidn, bibliotecas de codigo abierto y

B Roles de aplicacién de de Puigdh crear de ai modemas basadas en
estandares, obtener acceso a las AP y protegerlas. y agregar informacién de inicio de sesidn para sus usuanos y chientes.
& Propietarios Més informaciong
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Configure Azure App

Once you have the app created and the data saved, you can configure the app as follows:

Creation of the Secret

1. To create the secret, log in to the Azure portal > Microsoft> Menu Enter ID > Application Registrations > select the
created application from the available list.

2. In the Administer Select the option Certificates and secrets > and in the information view, click the New client
secret.

= Microsoft Azure R Search resources, services, and docs (G+/)

Home > | App registrations >

@ S99 0 | Certificates & secrets x
0O Search | = « &7 Got feedback?

i Overview

& Quickstart Credentials enable i i lications to identify to the ication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
# Integration assistant
K Diagnose and solve problems
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
\/ Manage
E2 Branding & properties

Certificates (0)  Client secrets (0)  Federated credentials (1)
23 Authentication e

© Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
I

It Token configuration ~+ New client secret
-2~ API permissions

Description Expires. Value © Secret ID
& Expose an AP
# App roles
&& Owners
4. Roles and administrators

I Manifest

> Support + Troubleshooting

Add or remove favorites by pressing CtrL +Shift +F

3. In the window Add a client secret fill in the field Description, define the duration of the secret in the field Expires
and click the Add.

B Note: It is recommended not to forget the configured duration time. In case of expiration, if it is not
updated, authentication will fail



Microsoft Azure £ Search resources, services, and docs (G+/) I o Copilot

Home > App registrations > Add a client secret ¥

o W8 | Certificates & secrets  #

: Description [ Enter a description for this client secret
‘}35earch— ° AP Got feedback? Expires [ Recommended: 180 days (6 months) N
i overview ‘ Recommended: 180 days (6 months)

& Quickstart Credentials enable confidenti i to identify to the

scheme). For a higher level of assurance, we recommend using a certificate (instead of | 90 days (3 months)

Integration assistant 365 days (12 months)

#
K Diagnose and solve problems
v

545 days (18 months)
@ Application registration certificates, secrets and federated credentials can be found in 1
Manage 730 days (24 months)
E2 Branding & properties Custom

Certificates (0) Client secrets (0)  Federated credentials (1)
2 Authentication e

® Certificates & secrets A secret string that the application uses to prove its identity when requesting a token,
m

It Token configuration ~+ New client secret
-9 API permissions

Description Expires. Value ©
@ Expose an API
2 App roles
& Owners
4. Roles and administrators

I Manifest

> Support + Troubleshooting

Add or remove favorites by pressing CtrL +Shift +F

4. The value of secrecy is only visible when it is created; should be saved for later use or referenced during
configurations required on Aranda products.

e Secret Customer Value =Secret Client.

Microsoft Azure R Search resources, services, and docs (G+/)

Home > | App registrations >
o W8 . | Certificates & secrets 2 - X
L
| P search s« & Got feedback?
i Overview
& Quickstart @ Application registration certificates, secrets and federated credentials can be found in the tabs below. S
# Integration assistant
X Diagnose and solve problems Certificates (0) Client secrets (1) Federated credentials (1)
v Manage A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
E2 Branding & properties
~+ New client secret
2 Authentication
Description Expires Value O Secret ID
" Certificates & secrets
Secret-Test .b D W

11! Token configuration

-9~ API permissions

@ Expose an API

2 App roles

& Owners

&, Roles and administrators
I Manifest

> Support + Troubleshooting

Add or remove favorites by pressing Ctrl +Shift +F

Configure API permissions

1. To configure APl permissions, enter the Azure portal > Microsoft™> Menu Enter ID > Application Registrations >
select the created application from the available list.

2. In the Administer from the main menu, select the APl permissions > and in the information view, in the Configured
Permissions section, click Add a Permission.

= Microsoft Azure R Search resources, services, and docs (G+/) l o Copilot

Home > | App registrations >
o W8 0 W Certificates & secrets  # - X
¢

[ o search s« &7 Got feedback?

# Overview

& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#” Integration assistant
X Diagnose and solve problems
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

' Manage

B2 Branding & properties
. Certificates (0) Client secrets (0) Federated credentials (1)

2 Authentication e

S A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
11! Toke figurati

B O eoniguretion ~+ New client secret
- API permissions

Description Expires. Value © Secret ID
& Expose an AP|
2 App roles
22 Owners
&, Roles and administrators

il Manifest

> Support + Troubleshooting

Add or remove favorites by pressing CtrL+Shift +F



3. In the window Request API permissions, select the Microsoft Graph > and then Application Permissions, enable
permissions according to your requirements: User.Read.All (Allows you to read information from all users in the
directory) andGroup.Read.All (Allows you to read information from all groups in the directory.) Finally click Add
permission.

R Note: Your organization may require the administrator to approve these permissions before they are
enabled.

= Microsoft Azure P search resources, services, and docs (G+/)

I O Copilot

Request API permissions X

Home > | App registrations >

& % 0 W0 | APl permissions =

i A S8 D R R 6 SRR SR

signed-in user.

[0 search o« (O Refresh | & Gotfeedback?

) Application permissions
B Overview Your application runs as a background service or daemon without a
— signed-in user.

A\ Granting tenant-wide consent may

#" Integration assistant aren't affected. Learn more

Select permissions expand all
X Diagnose and solve problems

P user.read X

v Manage
B2 Branding & properties
2 Authentication
7 Certificates & secrets

11! Token configuration

@ The "Admin consent required” colu
value in your organization, o in or¢

Configured permissions

Applications are authorized to call APIs.
all the permissions the application need

> IdentityRiskyUser

\ User (1)

Admin consent required

ESAr] permissions, + Addapermission \/ Grontadr g UserReadAll O -
Read all users' full profiles
& Expose an APl API / Permissions name 1 0 UserReadBasicAll ® .
fes
Hi App roles Read all users' basic profiles
28 Owners C 0 User.ReadWrite All. © Ves
Read and write all users' full profiles
&, Roles and administrators ~
O User.ReadWrite.CrossCloud © Ves

I Manifest Read and write profiles of users that originate from an external cloud.

> Support + Troubleshooting

Add permissions Discard

Add or remove favorites by pressing CtrL+Shift +F

Once this process is done, and permissions are enabled, you can finish syncing with Azure AD:

= Microsoft Azure £ Ssearch resources, services, and docs (G+/)

I O Copilot

Home > | App registrations >

& % = V| APl permissions  # X
[ o search o« (O Refresh | & Gotfeedback?

i Overview

&5 Quickstart

“ = - X
A\ Granting tenant-wide consent may revoke permissions that have already been granted

aren't affected. Learn more

jide for that

that users have already granted on their own behalf
#” Integration assistant

K Diagnose and solve problems
X
“ Manage @ The *Admin consent required® column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the
value in your organization, o in organizations where this app will be used. Learn more
B2 Branding & properties

D Authentication Configured permissions

? Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

i all the permissions the application needs. Learn more about permissions and consent
11! Token configuration

- API permissions + Add a permission /' Grant admin consent for Aranda Software Corp

& Expose an API API / Permissions name Type Description Admin consent requ... Status
2 App roles
\ Microsoft Graph (4)
28 Owners
Group.Read All Application  Read all groups Yes @ Granted for Aranda Soft
&, Roles and administrators
User.Read Al Application  Read all users’ full profiles Yes @ Granted for Aranda Soft_ +++

il Manifest

> Support + Troubleshooting

Add or remove favorites by pressing CtrL+shift +F

Directory Management
Management of directory services

View Directory Service

1. In the Directory Service information view, you can view the list of authentication providers, grouped by data such
as:



Servicios de directorio
Listodo de los proveedores de autenticacion creodos.

I Q NUEVD (&) SEGURIDAD [ ELIMINAR
Nombre Proveedor Servidor
D Ldap Simulacidn LDAP
] Azure Simulacién Microsoft EntralD

O ® aRanDA *

ESTADO O ®actvo (O < o > Mostrando 1al 3 de 3 registros
Field Sl Description
Type
Name Text The n.o'me by which the directory service is
identified.
Supplier Text Type of directory service.
Server Text Name and/or IP where the domain is located.

R Note: The Column Supplier indicates the type of directory service provider; which can beAranda, LDAP
and Microsoft Enter ID

B Note: Through the in-house vendor type optionsAranda, you can configure the name, password
policies, and more for this type of provider.

2. In the directory services information view, you will have information management and organization actions
enobled.Information View in Commons Environment

Related Links:

¢ (Create Directory Service
o Edit Directory Service
¢ Delete Directory Service

Aranda type supplier

The type supplier Aranda is the default provider of the system, the settings that are configured for this provider
affect users who are of this type of provider.

1. To configure provider options, in the directory services information view, select the type provider recordAranda .

Servicios de directorio
Listodo de los proveedores de autenticacion creados

l Q NUEVO 1 SEGURIDAD i ELIMINAR
Nombre Proveedor Servidor
dJ INTERSEQ-AEMM LDAP 192.168.3.2
O ® pruebasnM 192.168.3.2
0o e INTERSEQ LDAP 192.168.3.2

B ® sRANDA w

ESTADO Oe®actvo O < o > Mostrando 1al 4 de 4 registros

2.Inthe Aranda Provider Detail view, click the Edit


file:///common/configuracion_general/entorno_common.html#modulos

to modify the required information according to the business rules or needs of the client, enabling the controls in
each type of policy and setting the values for each option.

) X

= i -

et Politica de contrasefia

A ACTIVO Configure las especificaciones para las

politicas de contrasena para el acceso de
Aranda.

*Nombre completo
Generales Especiales

Aranda

Cantidad de intentos para la contrasena

Longitud delacontrasena g 2
10 = Minimo de caracteres
Valor por defecto: 6
a Utilizar proveedor por defecto
B8 Minusculas 1 B
Estado . Activo Minimo de caracteres
@ Mayusculas 1 B
Minimo de caracteres
(] Numeros 1 a
Minimo de caracteres ¥
(] Caracteres especiales 1 A
Minimo de caracteres >
3. A continuacion se presentan las opciones disponibles en el proveedor tipo Aranda:
. Field —
Field Description
Type
Name
Text Allows you to change the name to a custom one.
Change
Number of Text In this option you can configure the maximum number of attempts to enter
attempts the password, before blocking the user.
Use Default Selector If selected, it will be the user’sinitial choice at the time of authenticating to
Provider the Login.
Password

Policies Multiple You will be able to configure the specifications for the Password Policies



F Note:

¢ |f you change the name of the type provider Aranda, make sure the name is the same on all the
products you have installed (ADM, AFLS, ASMS, etc.), to ensure that the integrations work correctly.

e Example: If you have ASMS and ADM installed, and you need to change the name of the type provider
Aranda to internal, validate that the name is equal to /internal.

Configure Password Policies

3. On the General In the Password Policies section, you can modify the number of characters in parameters such as
password length, lowercase, uppercase, numbers, and special characters.

4. On the Special In the Password Policies section, you can configure the password's special allowed and disallowed
characters.

R Note: The password field defined during the configuration process of Aranda Users, must comply with
oll Password requirements

5. Click Save

to store the new specifications of special and/or general password policies.

F Note:

e Password policies apply only to users created in the local directory (Aranda).
¢ When you modify password policies, they will be enforced for the creation of new users or when changing the
password of existing users in the local directory.

Password Policies

Politica de contrasena

A ARANDA

ACTIVO Configure los especificaciones para las

politicos de contrasena para el acceso de

Aranda.
Cantidod de intentos para lo contrasena
Generales Especiales
1000
Fy
B Utilizar proveedor por defecto [] Ingrese expresian/patran

Estado @) Activo

[ Controsefios no permitidas

[] Mo contener datos del usuario

B Corocteres no permitidos

3



General Policies

These types of policies are mandatory and users must comply with them in order to create their password.

Field

Field Type Description

Password length Numerical ~ The password must be the length set by the administrator.

B Numerical Requires that the password be one or more lowercase characters.
B Numerical Sﬁgfcjcr:izrtsh.ot the password be one or more uppercase

Numbers Numerical Requires the password to have one or more numeric characters.

Special characters Numerical Requires the password to have one or more special characters.

Politicas Especiales

Estas politicas son restrictivas; si la contrasena del usuario coincide con una de las politicas especialesNO se podra
usar esa contrasena

Field S Description

Type

It allows you to determine reqular expressions to avoid the use of
Expression/Pattern Text patterns in passwords; To define multiple expressions, they must be
separated by a line break

Password Not Text List of passwords that cannot be used. To set multiple disallowed
Allowed passwords, they must be separated with a line break.

Password with user o
¢ Selector It does not allow the username to be used within the password.

data

Passwords with The use of the indicated characters is not permitted. To define multiple
disallowed Text characters, type one followed by the other without spaces. Example:
characters # 7% It will not allow the use of any of the #, or % in the password

Related Links:

* Management of Directory Service

Create Directory Services

1. In the directory server information view, select the New.



Servicios de directorio
Listodo de los proveedores de autenticacion creados.

l Q NUEVO (2} SEGURIDAD i ELIMINAR
[ Nombre Proveedor Servidor

O ® prushoAoM Externc 192.168.3.2

O ® Ldap LOAP

O ® azure Microsaft Entra D

(J ® ARANDA *

estano. (] eactivo (] @ inacTivo < o > Mostrando 1al & de & registros

Basic Facts

2. In the window that is enabled you will be able to fill in the basic information required to establish the connection
with your directory server such as name, server, port, authentication type, providers, among others.

Fochof the directory services fields must take into account the Specifications for Common Fields

=] X
NC Nombre completo Seleccione el tipo de autenticacion

Seleccione el proveedor por el que va crear el
INACTIVO - proveedarporeiq
tipo de qutenticacion

*Nombre completo ® LDAP - _
= Cree uno o varios directorios

| empresariales.

*,
Servidor LDAP . Microsoft Entra D

Importar usuario de office 365.

*Puerto

[J utilizar proveedor por defecto

*Tipo de autentlcaclén o
E] Usar distincidon de nombre DN

[ Habilitar SSL

*Formato de usuarlo
IMPORTAR

Estado Inactivo

Authentication Type

4. In the Authentication Type, you can set the type of provider for authentication:

e LDAP: It is a standard application protocol for queries, which can store, manage, protect and authenticate user
information.

¢ Microsoft EntralD: Microsoft's cloud-based identity management service, from which Office 365 users can be
imported

LDAP Provider

5. In the Vendor Detail view, click the IMPORT; window is enabled Import where you will be able to enter the necessary
data for synchronization. In the LDAP Business Directory Basic Information, enter the username and password data.

F Note:

e Foractive directories configured with OpenLDAP, fill in the Distinguished Name field.
e Check out somefilters example for LDAP

In the Mappings tabs, you can specify the corresponding naming attributes for each field, and filters must comply
with LDAP syntax to synchronize the information.



On the User Mapping the mandatory fields to be registered are: User filter to take into account in the import, unique
identifier and username.

Importar
Seleccione el tipo de proveedor de autenticacién para importar.

Franclsco Jose Ramirez @ a_g @ X v
LDAP

Servidor LDAP Puerto *Tipo de autenticacion *Formato de usuario

https://dev-components- 1 Basica Solo nombre de usuario {usuario)
netframework.azurewebsites_net/directoryservice
\Isar distincitn.de nombre [N Habilitar SSL *Usuarlo *Contrasena
. (od
Utilizor proveedor por defecto Inactivo
Nombre distintive
Mapeo de usuarios Mapeo de grupos
*Ingrese el flitro de usuarlo para tener en cuenta en laimportaclon *Identiflcador Gnico -
*Nombre de usuarlo Correo electronico Nombre completo Jefe Inmediato
Identificaclén Pals Departamento Cludad
Teléfono Teléfono oficing Teléfono oficina 2 Fax
Mavll Compania Ublcaclén oficing Direcclon
Sede Plso en el edificlo Cargo dentro de la compaiila Area de compaiila
-

On the Group Mapping (user groups) if you enter any value in the field “Enter the group filter to take into account in the
import”, the fields “Unique identifier” and “group name” become mandatory.

Importar
Seleccione el tipo de proveedor de outenticacion pora importar.

Ldap Simulacion @ @ @ ¥ o
LDAP

Servidor LDAP Puerto *Tipo de autenticacion *Formato de usuario
https://dev-components- ] Anénima Solo nombre de usuario (usuario)
netfromework.azurewebsites.net/directoryservice
Usar distincion de nombre ON Habilitar SSL *Usuarlo *Contrasefia
. n nombre o
Utilizar proveedor por defecto Inactivo

Nombre distintlve DC=Interseq=0CLoco

Mapeo de usuarios Mapeo de grupos

Ingrese el flltro de grupos para tener en cuenta en lo Importaclén Identiflcador Gnlco

Nombre del grupo

6. When registering the fields, click on the Test Connection

. If the connection was successful, you will be able to view the message: The information is complete, you can now
finish the import and the continuation of the process is authorized.
7. When you finish recording the information, click the Synchronize



and in the window that is enabled, activate synchronization.

Ultima ejecucion

Programar sincronizacion
Seleccione la fecha y lo hora en la que quiere hacer la programacion

(®) Ejecutarahora () Programar

CANCELAR l l CONFIRMAR SINCRONIZACION

8. Synchronization can be manual (immediately) or it can be automatically scheduled once or every few hours to
update new users. After selecting the sync type and performing the settings, click the CONFIRM SYNCHRONIZATION.

Ultima ejecucién

Programar sincronizacion
Seleccione la fecha y la hora en la que guiere hacer la programacion

() Ejecutarohora (& Programar

Periodicidad
() UnaVez (@) PorHora

Iniciar en: U 2028 08: 03 PM @

Repetir cada: | 1 Horals)

CANCELAR ” CONFIRMAR SINCRONIZACION

9. When you finish configuring the LDAP directory, in the Import window, click the confirmation button



and in the LDAP Basic Configuration window, click Save

10. Once the synchronization is complete, the administrator will be able to assign the respective roles to the

synchronized users.

LS Ldap Simulacion

ACTIVO

*Nombre completo
Ldap Simulacion

*Servidor LDAP
182.168.3.2

*Puerto
0

*Tlpo de autentlcaclén

Megociada

*Formato de usuarlo

Solo nombre de usuario (usuario)

Estado @) Activo

Microsoft EntralD Provider

b

o) X
Seleccione el tipo de gutenticacion

Seleccione el proveedor por el que va crear el
tipo de gutenticacion

® LDAP
1 ]
=~ Creeuno o varios directorios

empresariales.

. Microsoft Entra 1D

- Importar usuario de office 365.

B utilizar proveedor por defecta
E] Usar distincién de nombre DN
() Habilitar SSL

IMPORTAR




1. In the provider detail view, enter the full name of the directory you want to sync and click thelMPORT; window is
enabled Import where you will be able to enter the necessary data for synchronization. In the basic directory
information, enter the authority URL, client ID, and client secret supplied by Microsoft EntralD.

On the User Mapping the mandatory fields to be registered are:User filter for import, unique identifier and Username.

Importar
Seleccione el tipo de proveedor de qutenticacién para importar.
M o @ S
Microsoft EntralD
*URL de autoridad *ldentificador del cllente *Secreto del cllente
Lo
Mapeo de usuarios Mapeo de grupos

»

*Ingrese el filtro de usuarlo para tener en cuenta en la iImportaclon *ldentificador anico

l

*Nombre de usuarlo Correo electrénico Nombre completo Jefe Inmedlato

Identificaclan Pals Departamento Cludad

Teléfono

Teléfono oficina

Teléfono oficina 2

Fax

Mavll

Compaiila

Ublcaclén oficing

Direcclén

Sede Plso en el edificlo Cargo dentro de la compania Area de compaila

4

On the Group Mapping (user groups) if you enter any value in the field “Enter the group filter to take into account in the
import”, the fields “Unique identifier” and “group name” become mandatory.

Importar
Seleccione el tipe de proveedor de gutenticacion para importar.
Proveedor @ g @ X w
P Microsoft EntraID :
*URL de autoridad *Identificador del cliente *Secreto del cliente
@
Mapeo de usuarios Mapeo de grupos

Ingrese el filtro de grupos para tener en cuenta en laimportocion Identificador inico

Nombre del grupo

For information about user filters and attributes for field mapping, you can consult Microsoft's documentation at the
following links: User and group filter
User fields

Group Fields

F Note:

e Checkout some filters and Field Mapping Microsoft Entrall example
e Learnhowtocreate your app Microsoft Enter ID

6. When registering the fields, click on the Test Connection


https://learn.microsoft.com/en-us/graph/filter-query-parameter?tabs=http
https://learn.microsoft.com/en-us/graph/api/resources/user?view=graph-rest-1.0#properties
https://learn.microsoft.com/en-us/graph/api/resources/group?view=graph-rest-1.0#properties

. If the connection was successful, you will be able to view the message: The information is complete, you can now
finish the import and the continuation of the process is authorized. 7. When you finish recording the information,
click the Synchronize

and in the window that is enabled, activate synchronization.

Ultima ejecucion
@ Actwo

Programar sincronizacion
Seleccione la fecha y lo hora en la que quiere hacer la programacion

(® Ejecutarahora () Programar

CANCELAR l l CONFIRMAR SINCRONIZACION

8. Synchronization can be manual (immediately) or can be scheduled automatically once or every few hours. After
selecting the sync type and performing the settings, click the CO-SIGN SYNCHRONIZATION.



Ultima ejecucion

dd/MM/yyyy h-mm a

@ v

Programar sincronizacion
Seleccione la fecha y la hora en la que quiere hacer la programacian
() Ejecutarchora () Programar
Periodicidad
() UnaVez () PorHora
Iniciar en: 0112024 08: 03 PM @
Repetircada: 1 Horals)

CANCELAR ” CONFIRMAR SINCRONIZACION

9. When you finish configuring the Microsofrt Enter ID directory in the Import window, click the confirmation button

and in the basic vendor configuration window, click Save

A Important: The Microsoft Entra ID provider only allows synchronization of users and groups of users, it
does not apply to be used as an authentication provider, so it always remains in an Inactive state. To
access the Aranda product website using the users of this type of directory, the external authenticity
(SAML) must be configured.



Edit Directory Services

1. To edit a directory or authentication provider, in the Directory Services information view, select a record from the
list of existing providers.

Servicios de directorio
Listodo de los proveedores de agutenticacion creados.

l Q NUEVO (2 SEGURIDAD i ELIMINAR
[ Nombre Proveedor Servidor

O *® prueboaom Externc 192.168.3.2

O ® rLdap LDAP

O @ azure Microsoft Entra 1D

(0 ® ARaNDA *

ESTADO O e actvo [ @ macTivo < 0 > Mostrando 1al 4 de 4 registros

2.In the detail view click the edit icon

to modify the required information.

P X
: Tipo de autenticacion

AS Azure Simulacion

s Microsoft Entra 1D
Nombre completo: Azure Simulacién Sincronizacion
Edite la sincronizacion de la importacion.
Ultima ejecucion
dd/MM/yyyy h:mm
ELIMIMAR

3. In the Directory Edit window, you can update the basic information and the imported information from the vendor.
4. When you finish editing the user, click on the Save



to confirm the changes made.

Delete Directory Services
Deleting directory services records can be done in two ways:

1. In the Directory Services Information view, select a record from the list of directory services or authentication
providers that you want to delete, and click the

i ELIMINAR

Servicios de directorio
Listedo de los proveedores de autenticacion creados.

l Q NUEVO () SEGURIDAD M ELIMINAR

() Nombre Proveedor Servidor

O *® prueboaom Externc 192.168.3.2

O ® Ldp LOAP

8 © azure Microsoft Entra ID

(0 ® sranDa * A

ESTADO ] @ acTivo [ @ INACTIVO 4 o > Mostrando 1al & de & registros

2. In the detail view of a selected directory service or provider that you want to delete, click theELIMINATE



@
. . Tipo de autenticacion
AS Azure Simulacion p
nanTE Microsoft Entra ID
Nombre completo: Azure Simulacidn Sincronizacion
Edite lo sincronizacidn de la importacion
= Ultima ejecucion
dd/MM{yyyy h:mm
ELIMINAR

3. In both cases, you can display a confirmation message to validate the deletion action.

Specification Fields

Basic Facts
Field Description
Full name Name you want to assign to your directory.
LDAP Server DNS or directory server IP.
Port TCP port to establish communication with the directory server.

?;;Zentlcatlon Authentication mode through which connections are allowed.

You can choose from 3 user formats: UserNameOnly, FullyQualifiedDomainName, and
UserPrincipalName.

User Format
State For the creation of the directory, you must select the active state.

ATIETITEEon You can choose between two LDAP or Azure AD providers.

provider

Use Default This option is activated so that the authentication type that appears by default is the one
Provider created (LDAP or Azure AD) when entering the AVS site.

Use DS Name This option is enabled when the directory server is OpenLDAP and you must submit the
Distinction distinguished name for logon (Username is not used).

Enable SSL Indicate if you apply a security protocol.

LDAP/Sample Filters



Filter Example
Filter to synchronize all users. (&(objectCategory=person))
Filter to synchronize all groups. (objectClass=organizationalUnit)

Filter for synchronizing users from the accounting group.  (name=Accounting)

Microsoft EntralD/Sample Filters

Filter Example

Filter to synchronize all users.
Filter to synchronize all users.

Filter for synchronizing users from the accounting group.  displayName eq ‘Accounting’

Microsoft EntralD/Example Minimal Field Mapping

Field Entrald nomenclature

Unique user identifier  /d

Username UserPrincipalName

F Note: : When the directory is synchronized from a LDAP on premise It is used:

e Unique User Identifier : OnPremisesimmutableld
e Username : OnPremisesSamAccountName

F Note: : If you want to use the user's mail as your username, you must:

¢ Assign Username : Mail
¢ And change the claim in case you have external providers configured in Azure Active Directory

Microsoft EntralD/Example Field Mapping



Field

Entrald nomenclature

Company CompanyName
Unique user identifier Id

Username UserPrincipalName
Email Mail

Immediate boss Manager
Country Country

City City

Phone BusinessPhones
FAX FaxNumber

Cell or Mobile MobilePhone
Location in the company Building
Headquarters OfficeLocation
Position within the company  JobTitle
Company Area Department
Unique Group ldentifier Id

Group Name Name

reCAPTCHA Security Configuration

A Important:

e The reCAPTCHA configuration is a component Optional that you can implement in directory service provider
management, if you require this authentication condition.
e ThereCAPTCHA configuration does not apply if the authentication is performed with external providers.

1. To configure reCAPTCHA, in the directory server information view, select the

o
__

/! SEGURIDAD



Servicios de directorio
Listodo de los proveedores de autenticacion creados.

l Q NUEVO ) SEGURIDAD @ ELIMINAR
(] Nombre Proveedor Servidor

O *® pruehoaom Externc 192.168.3.2

D L Ldap Simulacidn LDAP

O ® azure simulacién Microsoft Entra 1D

(0 ® ARANDA

Estapo [ @acTivo (] @ imacTivo < o > Mostrando 1al & de & registros

2. The reCAPTCHA window is enabled where you can configure this component. Click the Edit

2 X

Configuracion

Seleccione la versidn

R reCAPTCHA

INACTIVO

reCAPTCHA ayuda a proteger tus sitios
de actividades fraudulentas, spam y
abuso.,

Para obtener mas informacidn sobre
las funciones de reCAPTCHA y
comparacion de funciones entre
versiones de reCAPTCHA. Haqga clic
aqui

2. Select the required version, according to the type of Key set up on Google and complete the requested information:


file:///common/configurar_tokens_google/precondiciones.html

- X
= Configuracién

reCAPTCHA . y
Seleccione laversidn
NACTIVO
vz v
reCAPTCHA V2
Complete la informacion para la
reCAPTCHA ayuda a proteger tus sitios configuracion.

de actividades fraudulentas, spam y

abuso.

Los compos marcados * son obligaotorios.

*Clave de sitio

Para obtener mas informacion sobre
las funciones de reCAPTCHA y
comparacion de funciones entre

versiones de reCAPTCHA. Haga clic *Clave secreta
aqui
Field Field Description
Type
Version Selector Version configured in Google.
Site Key Text Public key obtained from the configuration made in Google.

Secret Key Text

Punctuation Text

F Note:

Secret key obtained from the configuration made in
Google.

If you choose V3 version, set the Score for user rating

1. When changing the version of reCAPTCHA, enter the requested fields again or cancel the operation.
2. If the reCAPTCHA configuration is not set correctly, access to the console will be prevented due to
lack of validation. To resolve the conflict, make the adjustment in the database.

Configuration for reCAPTCHA V2 and V3

Preconditions

Create reCAPTCHA keys for websites

Signup for Google.

Prepare your environment for reCAPTCHA Enterprise.

Make sure you have the ldentity and Access Management role: reCAPTCHA Enterprise Administrator

(roles/recaptchaenterprise.admin)

Define the key type that best fits your use case

Configure tokens for google recaptcha

Information Needed for Setup

R Note: A previously created google account and environment are required for reCAPTCHA Enterprise: To
create Google Cloud console and Google Cloud project: Go to Google Cloud



https://developers.google.com/recaptcha/docs/v3?hl=es-419#interpreting_the_score
https://google.com/recaptcha/admin
https://cloud.google.com/recaptcha/docs/prepare-environment?hl=es-419
https://cloud.google.com/recaptcha/docs/choose-key-type?hl=es-419
https://accounts.google.com/v3/signin/identifier?continue=https%253A%252F%252Fconsole.cloud.google.com%252Fsecurity%252Frecaptcha%253Fhl%253Des-419%2526_ga%253D2.133855758.1497461296.1727888367-323600534.1724686976%2526project%253Drecaptcha-1718376046355&followup=https%253A%252F%252Fconsole.cloud.google.com%252Fsecurity%252Frecaptcha%253Fhl%253Des-419%2526_ga%253D2.133855758.1497461296.1727888367-323600534.1724686976%2526project%253Drecaptcha-1718376046355&hl=es-419&ifkv=ARpgrqeynF1RzxA-cCHITVG2LqfrcTQFw1vSPOb4c5cor9EYYydq3-El2QDT8xoASd2JP1_IJwTkcA&osid=1&passive=1209600&service=cloudconsole&flowName=GlifWebSignIn&flowEntry=ServiceLogin&dsh=S1882705801%253A1727896798314630&ddm=0

Enable the reCAPTCHA Enterprise API

1. In the Google Cloud console, go to the Google Cloud APl page. reCAPTCHA Enterprise

2. Verify that the project name appears in the project selector at the top of the page. If you do not see the project
name, click the project selector and select the required project.

3. Click Enable.

R Note: Redirection is performed on the page, where the creation of credentials will be allowed.

Creating reCAPTCHA Keys

1. In the Google Cloud console, go to the reCAPTCHA Enterprise page.
2. Verify that the project name appears in the resource selector at the top of the page.

B Note: If you do not see the project name, click on the resource selector and select the required project.

3. Click Create key.

= Google Cloud Buscar (/) recursos, documentos, productos y r

@ Seguridad & reCAPTCHA

Security Command Center -~
A La proteccion de tu sitio es limitada. Agrega hoy una cuenta de facturacidon y g

Izl Descripcié | de rie... ., . "
=1z Uescripeion general derie I XN HABILITAR FACTURACIGN

[  Amenazas
L Vulnerabilidades <47 Fraud report generated by Gemini

Informes diarios de la 1A sobre el cambiante panorama de los fraudes
iin  Cumplimiento 2 oct 2024

58  Recursos
Banking and Finance Websites Targeted by Bots

@ Resultados Banking and finance websites are being targetad by bots, with
2% of events attempted by bots. These attacks can lead to...

= Fuentes
Government Websites Under Attack

2¢  Administracién de la post.. Government websites are being targeted by bots, with 18% of
events attempted by bots. These attacks can lead to sensitive..

Detecciones y controles ~ o
® Google SecOps Moaostrar informe completo

@  reCAPTCHA

@  Web Security Scanner Claves de reCAPTCHA <+ creAR cLAVE

4. En el campo Nombre visible, ingrese el nombre visible para la clave.

Mombre visible *

lza un nombre descriptivo que ayude a identificar la clave dentro de |z lista de 0/
claves. 30

5. En el menu Elegir tipo de plataforma, seleccione Sitio web.

Elegir tipo de plataforma * -

[Ina vez creads la clave, no se pusde modificar €l tipo de plataforma.



Elegir tipo de plataforma *

Sitio web J
App para Android

L App para i0s

B Ay 1 ERE PR B R

Lista de dominios

AGREGAR UN DOMINIO

Se debe agregar al menos un dominio a la clave de |a plataforma del sitio web

“ FIREWALL DE APLICACION WEE (WAF), VERIFICACION DE DOMINIOS, PAGINAS DE AMP Y DESAFIO

<center><img src="/common/en/assets/images/configurar_recaptcha/img8.png" ></center>

Tipo de clave

Firewall de aplicacion web (WAF) (7]
Para las implementaciones en la capa perimetral.

0 This is a testing key
This key will return the same score for every assessment. A test key can't be changed to a
reqular key.

- Puntuacion *
\ 0

De 0 (alto riesgo) a 1.0 (bajo riesgo).



CREAR CLAVE CANCELAR

DEMO p: 6L bxs IO

<center><img src="/common/en/assets/images/configurar_recaptcha/img7.png" ></center>- To protect the
reCAPTCHA key for domain and subdomains, confirm that the Disable domain verification option is disabled. Disabling
domain verification is a security risk because there are no restrictions on the site, so anyone can access and use the
reCAPTCHA key.

<center><img src="/common/en/assets/images/configurar_recaptcha/img8.png" ></center>- Enable the Activation
Button **Use the checkbox challenge**.

<center><img src="/common/en/assets/images/configurar_recaptcha/imgl2.png" ></center> - Select the option
**Challenge Security** adequate. - For a non-production environment, if you need to specify a score that displays the key
when you generate assessments for it, keep the following in mind:

- Click on the activation button **This is a test key.**.
- In the painting **Score™*, specifies a score between 0 and 1.0.

- Select the option **Challenge Type™* adequate.

- On some occasions, the challenge appears as *automatic**.
- **No CAPTCHA™* it does not show a challenge.
- One **Unsolved challenge** shows the images, but the challenge is not approved.

<center><img src="/common/en/assets/images/configurar_recaptcha/imgl13.png" ></center>

<center><img src="/common/en/assets/images/configurar_recaptcha/img10.png" ></center>

Configure reCAPTCHA V2

reCAPTCHA Version 2

administration



https://www.google.com/recaptcha/about/

Google reCAPTCHA v3 Admin Console v3 Documentation Get Started with Enterprise

'WHAT IS RECAPTCHA?

reCAPTCHA protects your website
from fraud and abuse without creating
friction.

reCAPTCHA uses an advanced risk analysis engine and adaptive challenges to
keep malicious software from engaging in abusive activities on your website
reCA PTC H A Meanwhile, legitimate users will be able to login, make purchases, view pages, or
create accounts and fake users will be blocked

Learn More

2. Add the field value Label

Etiqueta (i)

demo.com

8 /30

3. 0nthe screen that is enabled selectChallenge (v2) and depending on the desired configuration:

e Checkthe option“I'm not arobot” checkbox”
¢ Check the option“Invisible reCAPTCHA badge”

Tipo de reCAPTCHA (5)

O Basado en una puntuacion (v3) Verifica las solicitudes mediante una puntuacion
@ Desafio (v2) Verifica las solicitudes con un desafio

@ Casilla de verificacion "No soy un robot”
Valida las solicitudes con la casilla de verificacion "No soy un robot®

O Insignia de reCAPTCHA invisible Valida las solicitudes en sequndo plano

B Note: You will be able to view a site configuration notification; Wait for options to be enabled to
continue:

Todavia estamos estableciendo la configuracion de reCAPTCHA en Google Cloud, pero
puedes comenzar con los detalles de la clave que se indican a continuacion.

La configuracion completa deberia demorar alrededor de 1 minuto. Una vez que se haya completado,

podras realizar evaluaciones ilimitadas vy utilizar las funciones avanzadas, como MFA y Proteccion de
cuentas.

4. Add the value of the field Domains.

Dominios (i)

+ midemodominio.com

5. Select the project name and click Send.



Google Cloud Platform

Al parecer, ya usaste Google Cloud. Para comenzar, crearemos un proyecto nuevo y habilitaremos las

APls necesarias.

Mombre del proyecto™

& reCaptcha

9/30

A GOOGLE CLOUD PLATFORM

CANCELAR ENVIAR

B Note: The page will automatically display the site keys, for later configuration in the DirectoryServices
component

6. Copy the information displayed in the fields:

e Site key.
e Secret key.

Inserta esta clave de sitio en el codigo HTML que utiliza tu sitio. [ Ver la integracion del lado del cliente

O+ COPIAR CLAVE DE
SITIO

4Lcbd GDQKFtJr WEv HsEz

Utiliza esta clave secreta para la comunicacion entre tu sitio y reCAPTCHA. [4 Ver la integracion del lado del servidor

O COPIAR CLAVE
SECRETA

6Lebd AAFGCW  r DNAOr9B W1Ja3p

7. After saving or configuring the keys, click on the “GO TO SETTINGS" button

IR A CONFIGURACION

F Note: Verify on the page that it is enabled that the information presented corresponds to the values
previously filled out.



Etiqueta (i)

demo.com

Tipo de reCAPTCHA: Casilla de verificacion v2

Claves de reCAPTCHA v

Dominios @

X midemodominio.com

<+ Agregar un dominio, p. €., ejemplo.com
Propietarios

X arandasoftautomate@gmail.com

+® Ingresar direcciones de correo electronico
8. Validate and configure the Security Preference as required and click the Save

Preferencia de seguridad

La configuracion mas facil para los usuarios La configuracion mas segura

Verificar el origen de las soluciones de reCAPTCHA

Si esta opcion estd inhabilitada, debes revisar el nombre del host en tu servidor al verificar una
solucion.

[[] Enviar alertas a los propietarios

Recibe alertas si Google detecta problemas con tu sitio, como un error de configuracion o un
aumento del trafico sospechoso.

CANCELAR GUARDAR

Configure reCAPTCHA V3

reCAPTCHA Version 3

1. Once registered in google, enter the administration by reCAPTCHA



https://www.google.com/recaptcha/about/

Google reCAPTCHA v3 Admin Console v3 Documentation Get Started with Enterprise

'WHAT IS RECAPTCHA?

reCAPTCHA protects your website
from fraud and abuse without creating
friction.

reCAPTCHA uses an advanced risk analysis engine and adaptive challenges to
keep malicious software from engaging in abusive activities on your website
reCAPTC H A Meanwhile, legitimate users will be able to login, make purchases, view pages, or
create accounts and fake users will be blocked

Learn More

2. Add the field value Label

Etiqueta (i)

demo.com

8 /30

3. 0nthe screen that is enabled selectBased on a score (v3) and depending on the desired configuration:

Tipo de reCAPTCHA  (3)

@ Basado en una puntuacién (v3) Verifica las solicitudes mediante una puntuacion

O Desafio (v2) Verifica las solicitudes con un desafio

M Note: When viewing the site configuration notification, wait for the options to continue to be enabled:

Todavia estamos estableciendo la configuracion de reCAPTCHA en Google Cloud, pero
puedes comenzar con los detalles de la clave que se indican a continuacion.

La configuracion completa deberia demorar alrededor de 1 minuto. Una vez que se haya completado,
podras realizar evaluaciones ilimitadas y utilizar las funciones avanzadas, como MFA y Proteccion de
cuentas.

4. Add the value of the field Domains.

Dominios @

+ midemodominio.com

b. Select the project name and click Send.



Google Cloud Platform

Al parecer, ya usaste Google Cloud. Para comenzar, crearemos un proyecto nuevo y habilitaremos las

APls necesarias.

Mombre del proyecto™

& reCaptcha

9/30

A GOOGLE CLOUD PLATFORM

CANCELAR ENVIAR

B Note: The page will automatically display the site keys, for later configuration in the DirectoryServices
component

6. Copy the information displayed in the fields:

e Site key.
e Secret key.

Inserta esta clave de sitio en el codigo HTML que utiliza tu sitio. [ Ver la integracion del lado del cliente

O+ COPIAR CLAVE DE
SITIO

4Lcbd GDQKFtJr WEv HsEz

Utiliza esta clave secreta para la comunicacion entre tu sitio y reCAPTCHA. [4 Ver la integracion del lado del servidor

O COPIAR CLAVE
SECRETA

6Lebd AAFGCW  r DNAOr9B W1Ja3p

7. After saving or configuring the keys, click on the “GO TO SETTINGS" button

IR A CONFIGURACION

F Note: Verify on the page that it is enabled that the information presented corresponds to the values
previously filled out.



Etiqueta (i)

demo.com

Tipo de reCAPTCHA: 3

VER EN LA CONSOLA DE CLOUD [4

Claves de reCAPTCHA

Dominios G)

> midemo.com

<+ Agregar un dominio, p. g]., gjemplo.com
Propietarios
X arandasoftautomate@gmail.com

+® Ingresar direcciones de correo electronico

8. Validate and configure the Security Preference as required and click the Save

Verificar el origen de las soluciones de reCAPTCHA

Si esta opcion esta inhabilitada. debes revisar el nombre del host en tu servidor al verificar una
solucion.

|:| Permitir que esta clave funcione con las paginas AMP

Debes marcar esta casilla de verificacion para usar amp-recaptcha-input en las paginas de
AMP.

[] Enviar alertas a los propietarios

Recibe alertas si Google detecta problemas con tu sitio, como un error de configuracion o un
aumento del trafico sospechoso.

CANCELAR GUARDAR

External Authentication Module

Preview Vendor Data

1. Get ADFS Provider Data

Configure the corresponding application in ADFS (Active Directory Federation Service).

Microsoft's AD FS(Active Directory Federation Services) configuration is used to enable federated authentication and
Single Sign-0n (SS0O), allowing users to access multiple applications and services (both on-premises and in the cloud)



using a single identity.
Formore information, see ADFES < Confiquration.

2. Get Azure Devops provider data

Configure the corresponding application in Azure Active Directory.

Configuring SAML (Security Assertion Markup Language) in Azure DevOps allows you to integrate federated
authentication with an external Identity Provider (IdP), such as Azure Active Directory (Azure AD), Okta, ADFS, or other
SAML 2.0-compliant providers. This allows users to sign in to Azure DevOps using their corporate credentials,
enabling Single Sign-0On (SSO)and more secure access control.

Formore information, see Azure Active Directory <.

Preview Vendor Data
ADFS Configuration

Get supplier data

1. The identity identifier can be obtained directly from the ADFS server by opening the console AD FS Management, in
the main menu by selecting the Service and in the Actions menu by selecting theEdit Federation Service Properties
located on the right.

B Note: Identity identifier: In a default installation, its value corresponds to
https://**/adfs/services/trust.

e
G File Action View Window Help
e« 2@ B

s I
- Service. =
TRTTute Stores Service Overview =

7 Authentication Methods
1 Certificates AD FS containg severl ssnice companants that s necessary 1o st up and manage & Federtion Senvice. Thess components inchude andhoinls. catificates, and published daims flevoke All Pracies

7 Claim Descriptions
=] it Laaen i View 4

21 Device Ragstration
1 Endpoints SO New Windaw frarm Here
S Federation Service Properties %

= Scopa Desnptions & Refresh

1 Web Application Prory o Gt B

7 ecess Control Policies @ vep

= Relying Party Trusts Archiscum DEV
2] Claims Provider Trusts
1 Application Groups

Example: Fabeiam Federation Service:
wm-mub-adfs archdey test
Example- f fabebam com

Federation Servoe dertfier
it rveruti-adts archdey instiadfs/serces st

Examgle: htip.//fs fabi.am com./acks./senices Anust
Web 550 Wetme jrutes): 450

7] Ensble delegation for sevvice sdinisiration
Debegale name

] Mow Loca System account for service admmstration
[ Mow Lacal Administratom group for service adninistration

2. The login URL can be obtained directly from the ADFS server by opening the consoleAD FS Management, in the
main menu by selecting the Service and Endpoints.

R Note: Login URL: In a default installation, its value corresponds to https://**/adfs/Is/.

G File Action View Window Help
= 2m BM
= ADFS

" Auribute Stores

7 Authentication Methods.
7 Cetificstes
T Qaim Desariptions
] Device Registration

) Scope Descriptions
7 Web spphication Proxy
7 Access Contral Policies

T Clsiens Provider Trusts




oy

Q@ File  Adion View Window Help

«% z2m Bm
o e
A w -
Bk Service Overview e .
Authentication Methods i e aon Servien fropersel,,
ADVFS cortaing seversl service conpananis that e necesssy fo set up and manage & Federation Senvice. Thest camacnents nchude endboinls cedfeates, and publahed clsins Revoke All Prosies
Laen More View 4
ADFS Heo New Window from Here
Federation Service Properties X
G Refresh
Ganersl  Organiston  Events. B
Federation Servos depiay name:

Example: i /4 fabriar com/adks senvices st

Web S50 Webme imntes) 430

] Enabie delegation for service advinisiraion
Deiegate rame.

1 Mow Local System account for service adminatration

EA Mow Local Adwinistrators groun for service adminsiration

F Note: Logout URL: In a default installation its value corresponds to https://**/adfs/Is/?wa=wsignout1.0

You can do the same to get the login URL and add the value ?wa=wsignout1.0 to it

This data must be entered when creating an external authentication provider in the admin console. See External

Authentication configuration.

Configuring the trust relationship

1. Start the console AD FS Management from the server where the ADFS is installed, right-click on theRelying Party

TrustsSelect Add Relying Party Trust...

Q@ADFS
o File Action View Window Help
% xnm HE

ADFS | Relying Party Trusts

1 Service |
5| | :

= Access Control Policies gl Fearrm Enabled  Type  Identhier Access Control Policy |
1 Relying Party Trusts

1 Claims Provicer Tru: A REynG Pary AL
7 Application Groups

View

Mew Window from Here
Refresh

Help

Add a new relying party trust to the confiquration database

2. Select Claims aware and click Start.

1 Add Relying Party Trust Wizard x
Welcome

. Welcome to the Add Relying Party Trust Wizard
@ Welcome

@ Select Data Source

@ Choose Access Control
Palicy

@ Ready to Add Trust

Claims-aware applications consume claims in security tokens to make authentication and
authorization decisions. Non-claims-aware applications are web-based and use Windows
Integrated Authentication in the internal network and can be published through Web Application
Proxy for extranet access. Learn more

(® Claims aware

@ Finish () Non claims aware

<Bwens cone

3. Select Enter data about relying party manually, then in Next.



i Add Relying Party Trust Wizard x

Select Data Source

Steps
@ Welcome
@ Select Data Source

Select an option that this wizard will use to obtain data about this relying party:

(O Import data abott the relying party published online or on a local network
Use this option to import the necessary data and certificates from a relying party organization that publishes

@ Specify Display Name its federation metadata online or on a local network.
@ Configure Certfficate Federation metadata address (host name or URL):
@ Configure URL
@ Configure |dentifiers Example: fs.contoso.com or https://www contoso.com/app
@ gl;?;seﬁcceas(:omd (O Import data about the relying party from a file

Use this option to import the necessary data and certificates from a relying party organization that has
@ Ready to Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not

i validate the source of the file.
@ Finish
Federation metadata file location:
Browse...
(® Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.
< Previous ext > Cancel

4. Enter a descriptive name and record the additional information. ClickNext. 5. You can click Next In El Paso
Configure certificate to leave the defaults.

6. Select Enable support for the SAML 2.0 WebSSO protocol and enter the console sign-in URL, click Next

1 Add Relying Party Trust Wizard P4
Configure URL

Shepa AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebSSO protocols for relying parties. If

@ Welcome WS-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the

URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.

] Enable support for the WS-Federation Passive protocol
The WS-Federation Passive protocol URL supports Web-browser-based claims providers using the

@ Select Data Source
@ Specify Display Name

@ Configure Certificate WS-Federation Passive protocol.

@ Configure URL Relying party WS-Federation Passive protocol URL:

@ Corfigure Identffiers

@ %E’;’e Access Control Example: hitps:/ s contoso.com/adfs/1s/

@ Readyto Add Trust [/ Enable support for the SAML 2.0 Web 550 protocal

@ Finish The SAML 2.0 single-sign-on (550} service URL supports Web-browser-based claims providers using the
SAML 2.0 Web S50 protocol.
Relying party SAML 2.0 5SSO service URL:
|)s:.-'fdemo_ard1de\.r_locah’asmsadu. inistrator/api/ext k _:ihfoe322338—aﬂbo44a?—8983‘ec9637?Bdadbflngirl

Example: https://www.contoso .com/adfs/1s/

< Previous

=

ext > Cancel

7. Enter the console URL, click Add and later in Next.



i1 Add Relying Party Trust Wizard e

Configure Identifiers

ey Relying parties may be idertified by one or more unique identifier strings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Name | | Add
@ Corfigure Certificate Example: https://fs contoso com/adfs/services Arust
@ Configure URL Relying party trust identifiers: ! .
@ Configure Identffiers https://demo.archdev locallasmsadministrator Remove
@ Choose Access Control

Policy
@ Readyto Add Trust
@ Finish

=1 o

8. Select the type of access policy to be applied, based on your security requirements, click Next. 9. You can view the
summary of the click settings on Next.

10. Verify that the option is selected configure claims issuance policy for this application to configure the policies for
the issuance of claims to be used for the integration; Click Close to complete the wizard.

1 Add Relying Party Trust Wizard X
Finish

Steps Ths selyiig iy st was iccesalilly sdded.

@ Welcome - ) o
a Data [+] Corfigure claims issuance policy for this application

@ Specify Display Name
@ Corfigure Certificate
@ Configure URL

@ Configure ldentifiers

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

11. You will then find a new window to configure the policies, click Add Rule.



Edit Claim Issuance Policy for ASMS-Administrator X
Issuance Transform Rules
The following transform rules specify the claims that will be sent to the relying party.
Order Rule Name Issued Claims
| AddRule..  EditRule.. | RemoveRule...
OK Cancel Apply

12. Select the template Send LDAP attributes as Claims, click Next.

% Add Transform Claim Rule Wizard X

Select Rule Template

. Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example. you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

S o
13. Enter a name to the rule, select Active Directory in the Attribute store, on the left side of the table, select E-Mail-
Addresses and on the right side select Name ID; Finish the rule creation by clicking the Finish.

F Note: On the left side of the table you can change E-Mail-Addresses, for the field that is mapped as
UserName on importing users in LDAP



* Add Transform Claim Rule Wizard X

Configure Rule
Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
th Rule T to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be issued
SIS T T from the ule.
e 3 e Claim rule name:
|Name ID Rule

Rule template: Send LDAP Attributes as Claims
Atribute stare:

Active Directory -
Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute (Select or type to

add more)

Qutgoing Claim Type (Select or type to add more)

E-Mail-Addresses ~ | Name ID v

<Bwious [ Fnsh || Cance

14. To complete the Policy Editing Wizard, click the OK. 15. To add the console logoff address, edit the provider
created in the ADFS, do right-click on the provider's name in the properties. You can also do this by choosing the
name of the provider and left-clicking on it.

G ADFS
Q) File  Action View Window Help
e« nm HE
B

[ Service

[ Access Control Policies
| Relying Party Trusts
[ Claims Provider Trusts
[ Application Groups Edit Access Control Policy...
Edit Claim Issuance Policy..
Disable

Opens the properties dialog bex for the current selection

16. Select the tab option Endpoints and click the *4dd SAML....

ASMS-Administrator Properties X

Menitoring  Identifiers  Encryption  Signature  Accepted Claims
Organization =~ Endpoints  Proxy Endpoints ~ Notes  Advanced

Specify the endpoints to use for SAML and W5S-FederationPassive protocols.

URL Index  Binding Default  Re
SAML Assertion Consumer Endpoints
https://demo.archdev.locallas... 0 POST Neo
< >
Add SAML...




17. Select SAML Logout in the Endpoint TypelaterRedirect in theBinding and finally enter the

corresponding console logout.

Add an Endpoint X
Endpoint type:
SAML Logout v
Binding:
Redirect v

Set the trusted URL as default

Index: ©

Trusted URL:

nistrator/apiextemnalauth/ce8223e8-a0bc44a7-8983-ec963776dadb/logout

Example: https://sts contoso.com/adfs/ls
Response URL:

1

Example: https://sts contoso .com/Aogout

oK | Cancsl

18. Click the OK button and close the properties window, click theOK.

Azure Active Directory configuration

Get supplier data

1. First, create an enterprise application through the Azure portal.

T

Home » Enterprise applications
w
i Aranda Saftware Corp
> Owerview
~ Manage

{8 Al applications

Private Network
connectors

B
& User settings
ER App launchers

- Custom authentication
= exzensions

o Sacurity
nditional Access
{1 Consent and permizsions
> Activity

» Troubleshooting + Support

Add o romow favarites by presting CrLsSHEFL ) F

== Enterprise applications | All applications X

+ Newapplication () Refresh -1 Download (Export) | @ Previewinfo | == Columns | FE Preview featwres | A7 Gotfeadback?

View, filter, and search applications in your organization that are st up to use your Microsaft Entra tenant as their [dentity Provider

The kst of ications that are maintai by your are in application registrations.
[ search by appiication name or object ID | Appiication type == i jons fon D starts with > Add filters
245 applications found
Name t)  Object ID Application ID Homepage URL Created on ty  Certificate Expir... Active Certificat... Identifier UF

B

URL of the

2. Select the option Create your own app and in the window that you enable, enter a name for the app and verify that
the option is enabled Integrate any other application that is not in the gallery; then click theCreate. Wait a moment

while the app is created.



vanel > Aplicaciones empresariales | Indas las aplicaciones > Cree su propia aplicacién v
Examinar la Galeria de Azure AD -
& Tiene algin comentaria?
| Cree su propia aplicacian &P Tiene algin comentario?

Si asté desarrollando su propia aplicacién, usando Application Proxy o quisrs intagrar una
aplicacién que no esta en 1a aleria, puede crear su propia aplicacién agui

La Galeria de aplicaciones de Azure AD es un catdlogo de miles de aplicaciones que facilitan |
de aplicaciones, aprovechs las plantillas predefinidas para conectar a los usuarios de forma més se

otras organizaciones la detecten y usen. puede presantar una salicitud con el proceso descrita en este anticulo. (Cudl e el nambre de la aplicarion?

e ]

L Busca Inicia de sesién (nico : Todas Administracion de cuentas de usuario - All Cateqorias  Toda:
(Cudl es =l objetivo de utilizar la aplicacién?
Plataformas en la nube () configurar Application Proxy para el accesa remoto seguro a una aplicacion acal
() Registrar una aplicacian que esté desarrolisnda para integrarls con Azure AD
Amazon Web Services (AWS) Google Cloud Platform Oracle

(@) Integrar cualquier olra aplicazion que no s= encuentre on la galeris

Google Cloud
Aplicaciones locales
Incorporacién de una aplicacién local Informacion sobre Application Proxy Ad
AD Apglcation Prowy para nadiiar & Obtenga sobre cémo usar Appication Proxy para Pn
FroporTinar ACCESE EMOTD SRgURD 3 SUs dpfcaciones iocales Lot

3. After creating the app, select the Single sign-on, then select SAML as a single sign-on method.

Microsoft Azure O Search resources, services, and docs (G+/) I  Copilot

Home > Enterprise applications | All applications >

| Single sign-on - X

Enterprise Application

Single sign-on (S50) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

B overview
[ peployment Plan

X Diagnose and solve problems

“ Manage Select a single sign-on method  Help me decide
11 Properties
&2 Owners
® Disabled {:3 SAML
s Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
won't be able to launch the app from applications using the SAML (Security
&8 Users and groups My Apps. Assertion Markup Language) protocol.

3 Ssingle sign-on
@ Provisioning

2 Application proxy

© self-senvice
EI Password-based OC >} Linked
e Password storage and replay using a Link to an application in My Apps and/
v Security web browser extension or mobile app. or Office 365 application launcher.

L Conditional Access
o o i
Za Permissions
@ Token encryption
v Activity

Add or remove favorites by pressing CtrL +Shift+F

4. On the page Configuring Single Sign-On with SAMLicon, click the Pencil SAML Basic Settings to edit the settings.

Home > Enterprise applications | Al applications > #% -

AL BN WM | SAML-based Sign-on - %

Enterprise Apglication

" T Upload metadsta fle ) Change single sign-on mode = Test this application | 7 Got feedback?
B Overview

@ Seslogmant an Set up Single Sign-On with SAML

3 An 550 implementation based on federation protocols Emproves security, reliabiity, and end user experiences and iz easier 1o
! Biagnossand sobe oblems implement. Choose SAML single sign-on whenever possibile for existing appiications that do not use OpeniD Connect or OAuth. Leam
' Manags mote.
1} Properties Read the configuration guide o for help integrating S0 I8 e
£a Owners
o Basic SAML Configuration 2 edi
4. Roles and administrators
Identifier {Entity 1D}
A2 Users and groups Reply URL {Assertion Consumer Senvice URL)
9 Single sian-on Sign on URL Optional
2 Brovisioning Relay State (Optional] Optional
Logout Ur (Optional] Optional
© Self-zanice e
Attributes & Claims £ Edit
Custem security attributas
st givennams user.givennames
surmame user.sumame
Conditional Accass emailaddress user.mail
name user.userprincipalname
Permizsions Unigue User Identifier user.userprincipalname
@ Token encryption
. Aoty 2 I [ —
A or remove E2¢aNTTes by erassing CErL  SHEFTIF ~

5. In the Basic SAML Configuration, follow these steps:

e Addanidentifier and type the Console URL.



Configuracion basica de SAML

Eﬂ Guardar

,Cr’? JTiene algin comentario?

ﬂ iDesea salir de esta version preliminar de la experiencia de Configuracion de SAML? Haga clic aqui para salir de la vista previa. —

|dentificador (id. de entidad) * @

Id. tnico que identifica la aplicacién en Azure Active Directory. Este valor debe ser tinico en todas las aplicaciones del inquilino

de Azure Active Directory. El identificador predeterminado serd el publico de la respuesta SAML para el 550 iniciado por el IDR

Predeterm...

| ] © ]

Agregar identificador

e Subsequently, add a Reply URL and type in the text box theLogin URL of the console.

2 S e e ]

I T copilot

Home > Enterprise applications | All applications

'.| SAML-based Sign-on

Enterprise Application

«

i Overview
Deployment Plan Setup

X Diagnose and solve problems

v Manage more.
{1l Properties
&3 Owners o

&, Roles and administrators

22 Users and groups

T Upload metadata file

) Chane

Single Sign-On with

An SSO implementation based on feder
implement. Choose SAML single sign-o

Read the configuration guide 7 for he

Basic SAML Configuration

Identifier (Entity ID)
Reply URL {Assertion Consur

Basic SAML Configuration

Save

27 Got feedback?

Identifier (Entity ID) = ©
The unique iD that identifies your application to Microsoft Entra iD. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SS0.

Default

‘ Enter an identifier

0]

| O o

Add identifier

Reply URL (Assertion Consumer Service URL) = )

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "ssertion
Consumer Service® (ACS) in SAML

3 single sign-on Sign an URL
Relay state (Optional)

| Logout Url ©ptional)

Index Default

@ Provisioning Add reply URL

! application proxy

Sign on URL (Optional)

Sign on URL is used if you vrould like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

C self-service
Attributes & Claims
1 Custom security attributes

givenname
surname
emailaddress

name

Unique User Identifier

Security [ Enter a sign on URL -]

% Conditional Access
Relay State (Optional) @

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically @
URL or URL path that takes users to a specific location within the application.

%% Permissions

@ Token encryption

s Activity SAMLC. Enter a relay state

Add or remove favorites by pressing CtrL+Shift+F

e Finish the setup by selecting the Save.
F Note: You can now copy the following values, for later use in this section
e |ogin URL: Corresponds to the field Login URL in the external authentication settings of the Admin console.
e Azure AD ID: Corresponds to the fieldldentity Identifier in the external authentication settings of the Admin
console.
e |Logout URL: Use the following address: https://login.microsoftonline.com/common/wsfederation?

wa=wsignout1.0

User permissions that can access the application

Remember to grant permissions to users who can access through theUsers and groups.

Microsoft Azure

£ Search resources, services, and docs (G+/)

l T Copilot

Home > Enterprise applications | All applications »
_g - W | Users and groups
Enterprise Application

27 Got feedback?

+ Adduser/group 7 Edit sssignment (B Remove assignment i O Refresh & Manage view ¥
R Overview

@ (1) The application will appear for assigned users within My Apps. Set visible to users?” to no in properties to prevent this.

Deployment Plan

X Diagnose and solve problems
Assign users and groups to app-roles for your application here, To create new app-roles for this application, use the application registration
v Manage

[2

ili Properties

i Cvners Display name

Object type
& Roles and administrators
22 Users and groups
5) Single sign-on
2 Provisioning
£ Application proxy
€ Self-service

Custom security attributes

v Security
% Conditional Access
<fs Permissions
U Token encryption

~ Activity

Add or remove favarites by pressing CtrL+Shift+F 4

Claims Validation

At the time of login, theclaim Unique User Identifier (Name ID) with the field that is mapped as UserName on
importing users in Microsoft Entrald. To do this, you can change the claim if necessary as follows:

1. Enter the option Attributes & Claims
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P Search resources, services, and docs (G+/) I  Copilot

Home > Enterprise applications | All applications >

- | SAML-based Sign-on

Enterprise Application

o« T Upload metadata file ) Change single sign-on mode

% Overview

L

Set up

Deployment Plan

Diagnose and solve problems

< X B

o more.
{11! Properties Read the
&2 Owners o
4. Roles and administrators
£a Users and groups
3 Ssingle sign-on
@ Provisioning
2 Application proxy
C Self-service L2}
] Custom security attributes
v Security
L Conditional Access
o Permissions
@ Token encryption

Vv Activity e

Add or remove favorites by pressing CtrL +Shift+F

= Test this application | &7 Got feedback?

Single Sign-On with SAML

An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth, Learn

configuration guide (7 for help integrating ARQ_DEV_SAML.
Basic SAML Configuration £ edi
Identifier (Entity ID) https://localhost:44326/

Reply URL (Assertion Consumer Service URL) ~ httpsi//tenant01.development.com/api/externalauth/6148
19f7-8392 4afa-be32-51f707094e1b/login

Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional

Attributes & Claims

& Edit

givenname user.givenname
surname user.sumame
emailaddress user.mail

name user.userprincipalname
Unique User Identifier user.userprincipalname
SAML Certificates

2. Click on Unique User Identifier (Name ID)

P Search resources, services, and docs (G+/) I © Copilot

Home > Enterprise applications | All applications >

Attributes & Claims

-+ Add new claim  + Add a group claim

Required claim

| SAML-based Sign-on > SAML-based Sign-on >

olumns £ Got feedback?

Claim name Type Value
Unique User Identifier (Name D) SAML user.userprincipalname [... ***
Additional claims
Claim name Type Value
http://schemas.xmlsoap.org, 5/05/identity/clai jladd... SAML user.mail
http://schemas xmlsoap.org/ws/2005/05/i SAML user.givenname
hitp://schemas xmlsoap.org, SAML useruserprincipalname
http://schemasxmlsoap.org/ws/2005/05/identity/claims/sumame ~ SAML user.surname e

© Advanced settings

3. And in the countryside Source attribute change it to the claim that is mapped as UserName

O Search resources, services, and docs (G+/) I @ Copilot

Home > Enterprise applications | All applications >

Manage claim

L | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >
user.mailnickname

user.netbiosname

[ save X Discard changes | & Got feedback? userobjectid
—— [ameidentifir user.onpremisesdistinguishedname
Namespace ‘ http://schemasxmisoap.org/ws/2005/05/identity/claims >

A Choose name identifier format

user.onpremisessamaccountname

user.onpremisesuserprincipalname

Name identifier format * ‘ Email address user.othermail

Source * (®) attribute () Transformation () Directory schema extension

user pairwiseid

Source attribute * [ useruserprincipalname

v Claim conditions

v Advanced SAML claims options

Login validation

F Note: The user who logs in must be previously configured so that they can enter the corresponding

console.

1. In the login window of the console that has been configured, you will find a button with the name of the configured

provider at the bottom of the window.



A , Aranda

o’ : :
A ] = - f
Aranda S8R Security Compliance

SOFTWARE

Contrasefa

Becordar controsefo

Ingresar

Hecho por Arando SOFTWARE Verzion 8.8.0.1

Iniciar sesion

someone@example.com

;Mo puede acceder a su cuenta?

C4,  Opciones de inicio de sesién

Terminos de uso  Priva

Google Settings

Set up Google Workspace

Google Admin console



https://admin.google.com/

Google Admin Q, Search for users, groups or settings

Apps > Web and mobile apps

Q Home
O Dashboard
v 2 Directory Apps (0) Add App ~ Settings ¥
» [0 Devices + Add afilte  Search for apps
- H Apps |
| Name 4 Aqd private Android app Rececce==ln

QOverview

Add private Android web app

-

Google Workspace

Additional Google services Add custom SAML app

Web and mobile apps

, Google Workspace ¥-.
Marketplace apps - E
I
» e Security —

3. To set up app details, enter a name for the app and add a logo (optional). Then click Continue. Configure application
details

App details

Enter details for your custom SAML app. This information is shared with app users. Learn more

App icon

Attach an app icon. Maximum upload file size: 4 MB

4. |dentity provider data To define the identity provider data, copy the following values, for later use in thissection

e URL de SSO: Corresponds to the field Login URL (right side of the form) in the external authentication settings
of the Admin console.

e Entity ID: Corresponds to the fieldldentity Identifier in the external authentication settings of the Admin
console.

e Google doesn't support single sign-on (SLO)

Option 2: Copy the SSO URL, entity ID, and certificate

SSO URL

https://accounts.google.com/o 0
Entity ID

https://accounts.google.com/o. D
Certificate

Google_2026-12-9-34436_SAML2_0 O *

Expires Dec 9, 2026
SHA-256 fingerprint

- D

5. To configure service provider data, enter the values generated in thissection

e URL de ACS: Enter the value of Login Url (left side of the form) in the external authentication settings of the


file:///common/modulo_autenticacion_externa/crear_proveedor.html#basic_data

Admin console.
e Entity ID: Enter the value of Console URL in the external authentication settings of the Admin console.

Service provider details

To configure single sign on, add service provider details such as ACS URL and entity ID. Learn more

ACS URL

Entity ID

Start URL (optional)

D Signed response

Name ID

Defines the naming format supported by the identity provider. Learn more

Name |D format

PERSISTENT -
Name |D
Basic Information > Primary email -

BACK CANCEL CONTINUE

6. Set up User Access To configure User Access Select the users (or groups) who will be able to sign in with the app.
Click on the

alongside User Access Configure the required attributes as shown below.

Apps » Web and mobile apps > Psono

Skl User access v
To make the managed app available to select users, choose a group or organizational unit. Learn more
. ‘ View details
OFF for everyone

[ TEST SAML LOGIN

& DOWNLOAD METADATA Service provider details v
Certificate ACS URL Entity ID
/' EDIT DETAILS Google_2026-12-9-34436_SAML2_0

(Expires Dec 9, 2026)

¥ DELETEAPP

SAML attribute mapping v

As an example, select the A//, but you can restrict access to certain groups if you need to.



Apps > Web and mobile apps > Psono > Service Status

° Showing settings for users in all organizational units
Service status A
All users in this account
Service status
Groups o (®) ON for everyone
() OFF for everyone
Organizational Units ~
o Changes may take up to 24 hours to propagate to all users.
Search for organizational units
h [ ] 1 unsaved change CANCEL SAVE

e Finish the setup by selecting the Save.

Third-Party Vendor Management

View Third-Party Vendors

1. In the information view of external suppliers you can view the list of registered suppliers, grouped by data such as:

External authentication
List of external authentications

Q NEW ilé sETTINGS i DELETE
O Name Console for authentication Console url
O e Googl CMDB https://ga-components-netframework-

I directoryservices.gzurewebsites.net/

Field Field Description
Type
Name Text Name with which the supplier is identified.
Console for Text Indicates the type of console you want to integrate
authentication yp y 9 ’
Console URL Text This is the public URL of the console, this value must be provided to the

authentication provider as an identifier (Entity ID).

2. In the information view of external suppliers, you will have information management and organization actions
enabled. Information View in Commons Environment

A Important: Settings for products that have authentication consoles will be able to display a box labeled
Authentication console with default options called Administrator, Specialist, and CMDB.

3. In the third-party vendor information view for products that have authentication consoles, you can view it as
follows:

External authentication
List of external authentications

Authentication console
ﬁ To create a new authentication, select the authentication console on which you are going to configure A
Remember: that the external provider configuration will be done on the console you choose.
Select an option
Q Administrator E
CMDE
O Name Conscle for authentication

Specialist


file:///common/configuracion_general/entorno_common.html#modulos

External authentication
List of external authentications

_ . Authentication console

( @ /| To create a new authentication, select the authentication console on which you are going to configure. CMDB hd
; Remember: that the external provider configuration will be done on the console you choose.

Q NEW it seTTINGS il DELETE
U Name Console for authentication Console url
O ® Google CMDB https://ga-compenents-netframework-

directoryservices.azurewebsites.net/

Related Links:

Create third-party provider
Edit third-party provider

Remove third-party provider
Third-Party Provider Configuration

Create Third-Party Vendor
1. To create a new third-party vendor, in the vendor information view, click the New.

External authentication
List of external authentications

Q NEW il SETTINGS @ DELETE

O Name Console for authentication Console url

B Note: There is no restriction on creating external providers with duplicate information, as many as

necessary can be created.

A Important: Products that have authentication consoles such as ASMS, the New will be disabled until you

select an authentication console in the box Authentication console.

Basic Facts

2. In the window that is enabled, you will be able to fill in the basic data of the external provider such as provider

name, console URL, login URL, logout URL, status, icon and text of the provider, among others.
Fochof the third-party vendor fields must take into occount the Specifications for Fields

F Notes:

e The fieldsLogin URL and URL log out have auto-complete functionality and are based on the information

provided in the field Console URL.



z X
= Provider icon and text

F Fullname

DISABLED Short text

Nome displayed next to the icon
Provider name

Selectlcon

Choose console Icon [size 20x20 pixels png, jpg)

Console URL
Provider Information
Complete the information for the authentication
Login Url provider creation
Identlty Identifler
Enter url whera the identity is configurad
Logout Url
Logln Url
Enter the URL tha will be used as login
Status Disabled

Logout Url
Enter the URL tha will be used as logout

F Notes:

¢ |n products that have authentication consoles such as ASMS, the value of the Authentication
Console corresponds to the Console defined at the beginning of the vendor creation.

3. When you finish setting up provider authentication, click theSave.
F Notes:

e |f the configuration is successful, in the external vendor view you can view the records of the last vendors
created.

® On the home screen and access to the required application, you will be able to display the icon with the name
given to the external provider.
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Device Management

Enter the information to access

Authentication type

F Notes:

¢ The email with which the authentication is carried out from the external provider is used as the
user's identification and must be registered in the respective application.

® |n order for the website to authenticate the user, the user must be imported or created before
performing the external authentication configuration.

¢ Toauthenticate local users, the username must match the email.

Edit Third-Party Vendor

A Important: For products that have authentication consoles and their third-party provider settings are
not correct, you won't be able to change the authentication console in the edit window, so you must delete
the third-party provider and create a new third-party provider with the correct information.

1. In the third-party vendor information view, select a record from the existing vendor list.



External authentication
List of external authentications

Q

O Name Console for authentication
O *® Microstt CMDB

O ® Googe CMOB

O *® prace CMDB

O ® solem CMDB

2.Inthe vendor detail view, click the Edit

NEW i sETTINGS il DELETE

Console url

https://qo-components-netframework-
directoryservices.azurewebsites. net/

https://qo-components-netframework-
directoryservices.azurewebsites.net/

https://qu-components-netframework-
directoryservices.azurewebsites.net/

https://qo-components-netframework-
directoryservices.ozurewebsites.net/

and modify the required information.

G Google

EMABLED

Provider name: Google

Console for authentlcatlon:
CMDB

Console URL:
https://qo-components-netframework-
directoryservices.azurewebsites.net/

Lagln Url:
https://qgo-components-netframework-
directoryservices.azurewebsites.net/apifexte
rnalauth/8c1db163-0dcE-48c8-0c1d-
4b2dbB2127di/login

Logouwt Url:
https://qgo-components-netframework-
directoryservices.azurewebsites.net/apifexte
rnalauth/8cldb163-0dcE-48c8-Bcld-
4b2dbB2127df/logout

Status . Enabled

[ DELETE

3. In the window Third-Party Vendor Editing You will be able to update the basic information of the supplier.

Provider Information

Identlty Identlfler
https://sts.windows.net/0e867fel-d57c-4014-
832e-bdbal52ecl33/

Login Url
https://login.microsoftonline.com/0e367fel-
d57c-4014-832e-5d5a152ec33/sami2

Logout Url
https://login.microsoftonline.com/common/w
wo=wsignoutl.0



x
H Provider icon and text

G Google
EMABLED Short text
Name displayed next to the icon
Provider name Google
Google
Select lcon
T T Icon [size 20%20 pixels png. jpg)
CMDB w o
Console URL
https://qo-components-netframework-directory Provider Information
Complete the information for the authentication
Lagln Url provider creation
https-/{go-components-netframework-directory Identlty ldentifler
Enter url whera the identity is configurad
Logout Url https://sts windows net/DeSRTfel-d5Tc-4014-83:

https:f/go-components-netfromework-directory Login Url

Enter the LURL tha will be used as login

staus ) Enabled
https://login.microsoftonline.com/0e967fe1-ds7

Logout Url
Enter the URL tha will be used as logout

https://login.microsoftonline.com/common/wsfe

F Notes:

¢ The value of the field Authentication Console corresponds to the Console defined at the beginning of
the vendor creation. This field is not editable.

¢ The value of the fieldSelect icon It will not be visible in edit mode. If no changes are made to this
field, the image saved when you created the vendor is retained.

4. When you finish editing the third-party provider, click the Save

to confirm the changes made.

Remove Third-Party Provider
Deleting third-party vendor records can be done in two ways:

1. To delete a third-party provider, in the provider information view, in the ‘Authentication console’ box, select an
available option from the list of consoles.



External authentication
List of external authentications

Q NEW ilh sETTINGS M DELETE
O Name Console for authentication Console url
O ® Microst cMDBE h?tp5:Hqn—ca_mpanents—netf!umewark—

I directoryservices.azurewebsites. net/

™ https://qo-components-netframework-

O Google ErnE directoryservices.azurewebsites.net/
O *® orace CMDB h?lps:.’.Fqcl—cu_rnpunents-netffumewurk—

I directoryservices.azurewebsites.net/
(0 ® solem cMDB https://qo-components-netframework-

directoryservices.ozurewebsites.net/

2. In the Third-Party Vendor Information view, select one or more records from the Vendor List that you want to
delete, and click the

] DELETE

External authentication
List of external authentications

| Q NEW i seTTINGS W DELETE
O Name Console for authentication Console url
O *® Microsft CMDB E::5?{3;32;S—.rgg;z;ﬂ:::ntggén‘:gk
8 © oo crios inectorysersioss Gurowsbstes net!
8 ° ooce crog diestoryservices courowsbsites et
O ® Selem SR https://ga-components-netframework-

directoryservices.azurewebsites.net/

3. In the detail view of a selected vendor that you want to delete, click theELIMINATE

K X

Google Provider Information

ENABLED

Identlty Identifler
https://sts.windows.net/0e067fel-d57c-4014-

Provider name: Google 937e-5d50152eC133/

Console for authentlcatlon:

CMDBE

Login Url
Console URL: https:/flogin.microsoftonline.com/0eB67fel-
https://qo-components-netframework- d57c-4014-032e-5d5a152ec133/sami2
directoryservices.azurewebsites.net/
Login Url: Logout Url
https://qo-components-netframework- https://login.microsoftonline.com/common/w
directoryservices.azurewebsites.net/api/exte wo=wsignoutl.0
rnalauth/8c1db163-0dcE-48cE-Beld-
4b2dbB2127df/login
Logout Url:

https://qo-components-netframework-
directoryservices.azurewebsites.net/api/exte
rnalauth/8cldb163-0dcB-48c8-0c1d-
4b2db62127df/logout

staus @ Enabled

[ DELETE

3. Inboth cases, you can display a confirmation message to validate the deletion action.
B Note:

e Adeleted provider cannot be restored.



e The provider has no restriction on its disposal.

Configure Third-Party Provider

A Important: The Configuration For third-party providers, it will only be enabled if an authentication
console is selected.

1. To perform the configuration, in the Third-Party Vendor Information view, select the

Hé CONFIGURAR

Autenticacion externa
Listada de proveedores de outenticacion creados.

Consola de autenticacion

‘ @ | Para crear una i i la consola ds icaci la que va a configurar. Administrator v
" Recuerda: Que sobre la la que elfja se hard la cor 1 de pi externo.
‘ Q NUEVD TH CONFIGURAR @ ELIMINAR
O Nombre Consola para la autenticacian Url de la consola
O ® soogle Administrator https://google.com.co
O *® Microsoft Administrator https://microsoft.com.co
o e— < n > Mostrando 1al 2 de 2 registras

2. In the window that is enabled, you can activate or not the authentication options (username and password). When
finished, click on the Accept

Ocultar formulario de autenticacion 1 Inactivo

Al activar esta opcidn solo se podrdn usar los proveedores de autenticacidn externa
para iniciar sesion

| Concelar | | Aceptar |

3. If you enabled the option toHide Authentication Form, in the authentication process you will only be allowed to
enter as an external provider.
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ingresacon

H Microsoft G Google

F Note: To hide the authentication form (username, password), there must be at least one active third-
party provider.

Specification Fields

Third-Party Providers



Field

Vendor Name

Console for
configuring
authentication

Console URL

Login URL

URL log out

State

Selecticon

Short text

|dentity Identifier

Login URL / Log Out

URL

Token Management

View Tokens

Description

Name to be given to the provider; This name is the name that will appear on the
authentication screen of the corresponding console.

Type of console to be integrated.

Public console URL. This value must be provided to your authentication provider as
an Identifier (entity ID).

Autocomplete value that is supplied from field informationConsole URL where the
final structure ends in /login.

Autocomplete value that is supplied from field informationConsole URL where the
final structure ends in /logout.

Enables third-party vendor integration using the selector in the "Active”.

This is the figure that is displayed in the login option of the third-party provider
enabled to authenticate

Friendly name of the provider enabled and configured for authentication

|dentity ID of the authentication provider.

Data that must be provided to your authentication provider to perform the
configuration of the trust relationship between the two parties login and logout

Integration Token Module

1.Inthe Token information view, you can view the list of tokens created, grouped by data such as:

Configuracion de API
Listodo de tokens de conexiones de AF| creados.

J Nombre de usuario Descripcion Fecha de creacion

[ ® APPLICATION ADMINISTRATOR token datos

(J ® APPLICATION ADMINISTRATOR Token descripcion

ESTADO

Fecha de expiracién Token

19/11/2024 8:47:23 am 04/11/2024 11:53:00 pm

19/11/2024 8:46:57 am 23/11/2024 11:58:00 pm

) @ visente (] @ veEncioo < o >

Mostrando Tal 2 de 2 registros



Field

Field Description
i T ipti
Name of the user associated with the
Username Text
token.
Description Text Description of the token.
Date of creation Text Date of creation.
Token Expiration Date Text Date the token expires.

2. In the token information view, you will have information management and organization actions
enabled.Information View in Commons Environment 3. To display anintegration token, in the token information view,
select arecord from the list of existing tokens. In the token detail view you will be able to view the information with
which the token was created, this information cannot be edited.

JC Juan Francisco Carrillo Fecha de expiracion Token
VIGENTE

Noviembre 28, 2024

Detalle: para conexion
Fecha de creacion: 13/11/2024 Token

i A\ Recuerda, él Token sélo se puede copiar |
| en la creacion, |

ELIMINAR

Related Links:

o Create Token Integration
* Remove Token Integration

Create tokens

1. To create a new integration token, in the token information view, click the New.

Configuracion de API
Listodo de tokens de conexiones de AP creados.

[ Q NUEVO i ELIMINAR
O Nombre de usuario Descripcion Fecha de creacion Fecha de expiracién Token

[0 ® APPLICATION ADMINISTRATOR token datos 19/11/2024 8:47:23 am 04/11/2024 11:59:00 pm

(0 ® APPLICATION ADMINISTRATOR Token descripcion 19/11/2024 8:48:57 am 23/11/2024 11:59:00 pm

EsTAD0 (] @ viGenTE [J @ VENCIDO < o > Mostrando 1al 2 de 2 registros

Basic Facts


file:///common/configuracion_general/entorno_common.html#modulos

2. In the window that is enabled you will be able to fill in the token data: Description, user and expiration date. Each of
the token fields must toke into occount the Specifications for Common Fields

Creacion de conexiones para AP
Redliza lo configuracion de conexion para lo APl y ogrega detalles para crear el Token
o Anadir descripcion para la conexion

Descripcion

admin

o Seleccione elusuario

AFFPLICATION ADMINISTRATOR @

Cancelar

3. When completing the configuration of each field, click on the

to commit the generated changes.

Creacion de conexicnes para API
Realiza la configuracion de conexion para lo APl y agrega detalles para crear el Token

o Anadir descripcion para la conexién
Descripcian

Documentacion

o Seleccione el usuario

APPLICATION ADMINISTRATOR

o Seleccione lo fecha de expiraciéen para el token

@ Fecha de expiracion 2B/M/2024

° Token

i /N Recuerda, que &l token solo aparece en esta creacion. Copia inmediatamente

i0jE3MzI4NTYzNDAsImlzeyl6lmh0dHBz0i8ve2VsZilpe AN TZWOubWUILCJhdWOi0iJJbnRIZ3IhdGlvbid

eyJhbGeiliJluzM4NCIsInREcCIBIkpXVCJ9.eyJuY WlaWQiDilxliwibmJmljoxNzMyMDMwODg4L CJleHA @
9.BUCTDOU78fc_18PEpkIIKEGIIKmI7LD9JofrUmSE-bTozqEZhhHHEHVOtyOILJxZ

Cerrar



F Note: :

¢ |ntegration tokens cannot be edited, so the data recorded must be correct, or else you must create
another token.

e The generated token must be copied and saved at the time of creation, given thatthat will not be
shown again.

Deleting Tokens

1. In the token information view, select one or more records from the existing token list and click the

M ELIMINAR

to clear the associated information.

Configuracion de API
Listodo de tokens de conexiones de AP creados
l Q NUEVD i ELIMINAR
(J Nombre de usuario Descripcion Fecha de creacidn Fecha de expiracion Token
(0 ® APFLICATION ADMINISTRATOR Documentacion 19/11/2024 10:41:28 am 28/11/2024 11:59:00 pm
B *® APPLICATION ADMINISTRATOR token dotos 181/ 2024 9:47-23 am 04/11/2024 11:59:00 pm
(0 ® APPLICATION ADMINISTRATOR Token descripcion 19/11/2024 9:46:57 am 23/11/2024 11:58:00 pm
ESTADOD [:] @ VIGENTE [:] @ VENCIDO < o > Mostrando 1al 3 de 3 registros

2. You will be able to display a confirmation message to validate the deletion action.

Specification Fields

Integration/Data Tokens

Field Description
Description Information to describe the token to be created.
User User to whom the token is to be generated

Token expiration date  Date the token will expire

Login Module

Login



1. To log in to the application, enter the assigned username and password, taking into account the Authentication
field specifications.

Aranda
Device Management

Ingresa la informacion para occeder

Tipo de Autenticacion

Aranda

Usuario

Contrasefia
o

Recordar contrasefia

Ingresar

oingresacen

H Microsoft G Google

Aranda DEVICE MANABEMENT

Copyiight © Aranda Software. Versian.8.3.0.10

F Note:

e The name of the product varies according to the application you are using.
e At the bottom you will find the name of the product and the number ofversion
® |n case you forget your password, select the Authentication Type and click on the Remember

password

2. If you have external authentication providers configured, they can be displayed in the authentication option. If you
have multiple providers configured, the

m

which will allow you to view all available external authentication providers.
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«* Regrezar
o ingresa con
. Microsoft G Googla
Qoo Auth

Related Links:

* Remember password

Remember password

1. If you forget a provider's password, request a new one, select the authentication type and click Remember
password

2.Inthe window that is enabled, enteremail or username.

F Note: This option applies to recover the password of the users of the directory service,Not applicable
To recover your password from authentication providers external.

3. When you enter a valid email or username, you will receive a message with the link to reset the
password. F Note:

¢ [Depending on the product you are using, you may be able to recover the password with username, user email, or

both.
e Therecovery email will depend on the product you are using.
e The link in the email will be valid for 24 hours, if the password is not reset within this time, carry out the

application process again.

4. By clicking on the link sent, you will enter the screenReset Password, where you can set the new password that
complies with the established policies.

F Note: The password must comply with policies established by the site administrator, and can be active

or inactive according to the configuration made in the Directory Service If the policy is not active,
compliance with it is not required when creating or modifying a password; Only active policies will be

required.

Specification Fields

Login/login



Field sl Description

Type

System user

User Text
name.

Password Text User password.



